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ABSTRACT

Nowadays we are witnessing to a continuous increasing of the number of loT
devices that must be configured and supported by modern networks. Considering an
industrial environment, there is a huge number of these devices that need to coexist
at the same tim Each one of them is using its own communication/transport
protocol and ahuge effort needs to be dowkiring the setup of theystem In
addition, there are also different kind of
the network setup is not sasy in this kind of heterogeneous environment.

The answer to all these problems can be found in the emerging cloud and edge
computing architectures, allowing new opportunities and challenglesy are
capable of enable elemand deployment of all the lo@rsices

In this thesis is proposed a Mu#tccess Edge Computing (MEC) approach to face
all the possible muklprotocol scenarios. All the services are transformed into MEC
based service even if they are running over multiple technological domains.

As result, was proved that this kind of solution is effective and can simplify the
deployment of IoT services by using some APIs defined by the MEC standard.

As above mentioned, one of the most i mpor
networks is to beelf-configurable in very low amount of time and this will be the
scope of my research.

The aim of this thesis is to try to reduce as much as possible the time that a certain
network requireso be selfconfigured in an automatic way considering an Indaistr

IoT as a Service (lloTaaS) scenario.
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| NTRODUCTION

In the last years, we have seemiacrease of the number of devices that are
connected to the Internet. Nowadays all the application fields, there is the
necessity of automation and control tthe granted by IoT devices. Considering as
example an industrial scenario, a huge number of 10T devices are used to manage
and control production lines.

The number of businesses that use the 10T technologies has increased from 13%
in 2014 to about 25% ¢ay. The worldwide number of lo€onnected devices is
projected to increase more than 40 billion by 2023 [1].

Another important aspect to consider, is the vehicular communication industry.
For sure in the next years, we will see an increasing number afleetill be
connected tsome kinds of networks

It is obvious that current networks and infrastructures are not suitable to handle
such number of devices that request a large variety of seandequirements

It is evident that we need to develogew infrastructures capable of a self
autonomous configuration to guarantee all the requested services and suitable
programmable platforms. This trend is also accompanied to the new 5G technologies
which enables hyperconnectathchines using massive mauiitype and ultra
reliable low latency communications.

This led to the concept of Industry 4.0, which can take advantage of the
integration of IoT devices into modern network technologies like Network Function
Virtualization (NFV) and Software Defined Nedrking (SDN).

One of the most i mportant tasks of these
configurable in very low amount of time. This will be the scope of my research.
There is a huge variety of components and different technologies from different
manufacturers which need to communicate each other.

All these factors led Edge and Cloud Computing a part of the answer of all these

necessities. That 6s why they are one of t

12



kind of solution bring some computepsige and network capabilities in the user
premises allowing a local processing of the data without the need to reach the cloud.

There are lots of standardization bodies, such as ETSI, GSMA (and the previously
mentioned 3GPP) which are trying to do desilga architecture of edge systems
which can handle and support all the characteristics previously mentioned.

NFV applies the Cloud Computing approach to the networking to make networks
scalable and adaptable. In this way it is possible to create a nethatrkis
configurable in an automated way despite the big number of services and
applications that are requested. All the resources and capabilities are virtualized and
of fered fias a serviceo.

After that this small introduction, it is clear that ttnansition to Industry 4.0 is
strictly related to the adoption and the development of these new technologies. In
this way IoT devices can benefit of high connectivity and processing in a full
automated environment using appropriate GUIs and platforms [Edi to the

inception of an Industrial 10T as a Service (lloTaaS) model.

The aim of this thesis is to try to reduce as much as possible the time that certain
networks require to be seatbnfigured in an automatic way considering an lloTaaS
scenario where a multitude of sensors using their own communication/transport
protocol, reed to coexist inside it.

During this research, | used Open Source MANO, OpenStack and Kubernetes to
manage and orchestrate the setup of a certain network, trying to reduce as much as
possible the time needed to complete the task. In this way was pdssihfy
under the same framework the orchestration fog and edge resources. In particular, the
framework used is compliant with the Mu#tccess Edge Computing (MEC) which
can bring all the functionalities offered by the Mib&@sed approach.

As result of this study shows that the automation setup and deployment of an
lloTaaS environment is feasible. The whole task can be accomplished in tens of

seconds (always under 1 minute).

The document is structured as follows. Chapter 1 briefly illustrates thef tise o

virtualization in modern technologies.

13



Chapter 2 has the role to introduce the Network Function Virtualization paradigm
and the architectural framework designed by ETSI.

Chapter 3 continues the illustration of the ETSI framework, introducing Open
Source MANO from the software point of view.

Chapter 4 is focused on a detailed explanation of an internal component of the
framework in question, which is called MEC Platform.

Chapter 5 is dedicated to the description of OpenStack, which is a softwdre use
for the management of virtual machines.

Chapter 6 introduces the two transport protocols used in this thesis. They are
MQTT and OPC UA (with more emphasis on the latter). Chapter 7 then is dedicated
to a detailed and deep explanation of the OPC UA pobto

In the end, Chapter 8 presents the activity that was carried out for the deployment
of the desired system, including all the testing and measurements carried. In the end,

conclusions are carried.
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CHAPTER 1:
VIRTUALIZATION TECHNOLOGY IN MODERN
NETWORKS

As previously mentioned in the introductigection,the number of servicebat
are simultaneously runningetworksis increasing day by day. If we take into
consideration 5G networks, it is necessary to prositieige number of services and
functionalities.

New networks implement a huge number of dedicated functionaktieieh are
generally call ed n ebtowoersko .f uAn cntiidodnl eobro xi misd ddi
intermediary device performing functions other than the normal, standard functions
of an IP router on the datagram path between a source host and destinafiah host

In general, functions that are implemented inside middle boxes are:

1 Security functions: Firewall, Intrusion Detection/Prevention Systems
(IDS/IPS)
1 Performance functions: Proxy/Caches, WAN optimizers, Protocol

accelerators

This newkind of network architectue cannot be sustained by classical networks
where we use specialized hardware for all the functions that are needed. Nowadays
the continuous evolution on services, require a new model, where all resources and
capabilities ar e visretruailciezoe ddetrmbdhradgfefde roend A

the cloud.

15
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Figurel.1l: Example architecture VNF

To do that, some solutions like fog and edge computing are adopted. It this way is
possible tadecentralize network resources in the premises of the final user. This is a
very power solution in an lloTaaS scenario because allow to implement all the
requested functionalities

In addition to this, 5G network slicing is an advanced approach that alldie
features of remote monitoring and dynamic service allocation that are requested.

And here is where the concepts of NFV and SDN comes to our aid.

Network Function Virtualization (NFV) and Software Define Networking

(SDN) are two approaches thatébased on the concept of network abstraction.

SDN A Separate network control functions from network forwarding functions.
It abstracts physical networking resources and moves decision making to a virtual

network control plane.

NFV A Abstract network drwarding and other networking functions from the
hardware on which it runs. As result virtualizesall physical network resources
beneath a hypervisor, which allows the network to grow without the addition of more

devices.

16



Even if the two paradigmsequite different, have a common final purpose that is
to make networks more flexible and dynamic allowing them to be adaptable to all

types of architectures and infrastructures.

Automation

Isolation

SDN ot NFV
Networking Abstraction Function Abstraction

Virtualization

Orchestration
Networking Resource Pooling
APlIs Elasticity
Cloud

Computation Abstraction

Figurel.2: SDN/NFV/Cloud paradigm in comparison

An important aspect that Network Virtualization can provide, is the possibility do
deploy a huge number of services and functions without the need of specialized
hardware components.

All the middleboxes previously mentioned are no more running on a specific
hardware but are running on a virtualized one. In this way there is no more the
problem to be restricted to a single vendor.

To clarify what | mean, | will consider an example:

Suppose a case where we have a network managed by a Cisco router. Cisco
provides specialized hardware thaan perform in a very efficient way all the
functionalities that are requested. Suppose now that a new protocol is realised.
Unfortunately, we would beot able to use that protocol, because we are restricted
to the functionalities provided by the vendor Cisco. If we want to use that new
software, we need to wait that a new update form Cisco will add that new

functionality.
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In this example is clear th#twe choose a classic network infrastructure, we are
bounded to commands and functionalities that are defined by the vendor we choose.
If instead of using a specialized hardware, we would have chosen a general
purpose hardware, we would have the pobsiltio virtualize the specific function
that is needed. In this way would be possible totbhaenew functionality as soas
IS realised.
From my point of view, this is the most important advantage that NFV can
provide. In old networks, VNF approagas not used. As consequence was used a

specialized hardware that execute all the services that are requested.

This approach cannot be used in modern networks. As previously mentioned, the
number of network services that are requested is increasing ddgybyFor this
reason, it is impossible to have a network infrastructure that has a specialized
hardware. In this case would be very difficult, if not impossible, to deploy a new

service that requires a certain hardware that is not present in that udinastr

NFV/SDN paradigm can solve all these problems because are able to provide:
91 Possibility to virtualize every kind of hardware: Therefore, it is possible to

deploy every type of service resolving the need of a specialized hardware.

91 Possibility of scalability: Allow to reconfigure and scale the network depending

by the traffic and services that are requested.

91 Portability: Possibility to deploy network functions over heterogeneous hardware

architecture.

1 Control and data plane arecdeipled.A Applications and networks services see

the underlying physical infrastructure as an abstracted virtual entity.

1 Network intelligence logically centralized.

1 Management and Orchestration: Node control plane functions are directly

programmable.

18



1.1 Network Function Virtualization (NFV) Architecture

The concept of NFV is standardized by the European Telecommunications
Standards Institute (ETS3].

The main goal of this concept is the possibility to make possible the dynamic
configuration of cloud enronments. In this way networks can be adaptable and

reconfigured based on the current demand of services and user traffic.

There are several advantages that NFV can offers with respect to the classical
networks:

- Portability and Interoperability

- Perbbrmance

- Management and Orchestration

- Security

- Network stability

- Energy efficiency

- Adaptability, ceexistence and integration with existing platforms

NFV Management and Orchestration

Os-Ma
: . NEV
. OS5/BSS
H { Oirchestrator
: =T Or-Vnfm
e
M 3 ~
‘ EM1 | ‘ EM 2 ‘ | EM 3 ‘ Ve-Vinfm VNE Service. VNF and
v 1 1 .
: i Infrastruciy
- —+ — ' Manager(s) 5“"_ P
_‘:__ 2sCrplion
l VNF 1 ‘ ‘ VNF 2 ‘ ‘ VNF 3 ‘
T T '
TV n-Nf T —+ Vi=Vnfm
(NFVI
Virmal Virtual Virmal
Computing Storage Nerwork
- NV Virtualised Or-Vi
| Virtualisation Layer ' Fnfractimchare :.
VIHa | Managen(s)
Hardware resource:
. Computing Storage Network
Hardware Hardware Hardware
—=& Execution reference points |- Other reference points  emfum Main NFV reference points

Figurel1.3: ETSI Architecture
As shown inFigure 1.3, there are some functional blocks in the NFV architecture.
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1.2 Methods of Virtualization: VM, LXC, Docker, Kubernetes

In this section is presented a briefly introduction about all the different
virtualization technologies that ansed for the purpose tiis thesis.
One of the goals of modern software development is to keep several applications
running on the same host, but at the same time, each one isolated from the others.
This can be done by using Virtual machines or Linux containers.
1) Virtual machine (VM):
Require a lot of resources (memory and CPU). It is needed to virtualize both
kernel and hardware.
Is based on the Hypervistwased virtualization.
Hypervisor is a process that is running in the host machine. Its job is to
separate OS and applicatibcom the hardware of the host.
This solution is widely used in supercomputer, where is necessary to run
multiple VMs simultaneously. All the VMs can utilize the CPU and memory
resources that are allocated for them, but at the same time are all irelgpend

one from each other.

2) Container Based

Are a very used solution nowadays.

Containers are piece of software that can be executed directly on the kernel of
the host. This means that is not required the virtualization of the hardware.

Only thevirtualization of the OS is needed.
The two types olvirtualizationsthat | have mentioned have the advantage to
allocate dynamically resources that are needed.
There are also some problems too:

Virtual machines Require resources of virtualize Hardware and OS
Containersh Require resources for the virtualization of the. OS

20



Here is where the Docker software acaame to our aidWhen the software is
launched, the Docker daemon can interact directly with the kieosé and allow the
interaction between the host machine and all the Docker containers that are running.

Docker A No need of virtualization of Hardware or OS.

The container is directly executed on the Kernel Host.

Hypervisor Container Docker

ETIN T

Docker Engine
Operating System

g

Guest OS

Guest OS Guest OS

Host Operating System

Infrastructure

Host OS5

AiA

Hardware

Tablel: Virtualization Technologies
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1.3 Kubernetes

Kubernetes (K8s) is an op@ource software designed forutamating
deployment, scaling, and management of containerized applicftions
To achieve this result, all the containers are organized inteléigt logical units

which allow the management and control of them.

The main features which are guaranteed by the software are:
1 Automated rollouts and rollbacks andAutomatic bin packing:
K8s can monitor the current status of the application and perform some
configuration changes in reiine. Based on the resource requirement can
guarantee besdffort services. This feature is also denotechaszontal

scaling

1 Storageorchestration

1 Secretandconfiguration management(extensibility)
The applicatiorcanscale, reconfigure or update the current configuration
without the need of building from scratch the entire application.

1 IPv4 or IPv6 dual stack

1 Self-healing
K8s canrestarts containers that fail or in case there are other problems in
an automated way, without the need of advertise of the problem to the

client.

All these features are obtained by means of APIs which are accessible through the

bash with the commandibectl.
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1.3.1Kubernetes Architecture

]

Kubernetes Control Plane :

1

] ] :
kube-controller cloud-controller

manager manager |

]

]

1

1

]

1

]

i —————————————— -
T

I
—(obeter ) (abelet ) (el ]
I

e g

kube-api-server T

I kube-scheduler

_____________________________

etcd

Figurel1.3: Kubernetes architecture: Control Plane + Nodes

As shown in Figure 1.3, K8architecturecan be splitted intowo different parts:
1) Control Plane (master node)
The control planeepresentshe core of the application. Inside it we can find
the master nodavhich is responsible to control the entire status of the system
through different functional blocks:
1 Kubecontrollermanager Is adaemonprocesswhich act as a
controller. In this way make possible to dmplthe wanted

application.

1 Cloud-controlle-manager Is responsibleof interconnection

the cluster withthecloudr ovi der 6s API

Kubeapi-server Is the functional block responsikiie manag
the REST API interface

1 Kubescheduler Depending by the nodes characteristic assign
to them all the tasks to be accomplished.
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i Etcd Is a sort of database which contains all the information
about the current state of the system.
2) Nodegpods
K8s generic node areall the machines which areesponsibleto execute all
the tasks assigned by the master nédsingle node is called pod. A gaan
be seen amstancehat has somtasksto executeTo execute thepeach node
has a runtime engineontainerwhat can behandledby some platform like
Dockeror Open Container.
To makeeverythingworking, some processes are running inside each:node
Kubelet Is a sort of daemon responsible of the interaction with the
master node. We can see it as a sort of agent which is responsible to

control that all the containers are running in the. pod

1 Kubeproxy. Is a proxyresponsibleof the management of the traffic

between the internal network dister and all the external ones.

In this chapter is provided only a brief introduction to K8s. A further development of
this can be found in Section 3.1@hen this software will be udan combination
with OSM.
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1.4 Virtualized Network Functions (VNFs)

Are all the network functiom that are virtualized through the utilization of
software components like Virtual Machines (VMs) or Contanérfe have multiple
ways to do that. lis in fact possible that a VNF is deployed in a single VM or can be
composed by several software components called VNF Components (VNFC).
Through the interaction of these components, it is possible to obtain the wanted

function.

—

—
I SWA4
1
VNF
— T T] Wy ——
palhaarr e
| | | | | swa3
SWA-1 b Ve-Vnfm-vynf
Vn-Nf Vn-Nf
SWAS | SWAS |

Figurel.4: VNF Architecture5]

We can also see that there are some interfaces that link all the VNFC that are
inside the VNF block with other functional blocks: EM, VNF Manager and NFVI
that will be descripted sm.

1.4.1Element Manager (EM)

Is the entity that is responsible of the management of FCAPS (Fault,

Configuration, Accounting, Performance and Security) of the VNF:
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-Fault: management of fault in the network function

-Configuration Configuration of the netwér function by means of several

parameters

-Accounting Tracking network utilization information, such that individual users,
departments, or business units can be appropriately billed or charged for

accounting purposgs].

-Performance collection of data regarding the performance of the network

function

-Security security management ftine acces$o the configuration of the network

function

1.4.2Network Function Virtualization Infrastructure (NFVI)

This block represents the core of #atire infrastructure because it includes the
totality of all generapurpose hardware components that is used by the
infrastructure.

All the virtual components that are created run over this geparpbse

hardware.

From Figure 5t is possible tesee that there are three types of resources:
1 Computer domain resourct is subdivided into 3 other categories
- Computing Hardware: In general, we have a COTS (Commercial
Off-Theshelf) hardware because as previously mentioned is
necessary to have a gengoakpose hardware where is possible to
implement every kind of function.
- Storage Hardware: volumes of storage either block or file

system level
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- Network Hardware: includes switching functions and links.

1 Hypervisor Domain resourceds the part related to the virtualization
process. Virtual compute and Virtual storage are classified inside this

category.

1 Network domain resourceThis includes Network hardware (physical

resources) and Virtual networking.

NFV Infrastructure (NFVI)

Virtual Compute: Virtual Storage: Virtual
Virtual Machine Block, File or Object Networking:

L
Storage Virtual switch/ router

Virtual Infrastructure

Virtualization Layer
Host Operating System & Hypervisor

Compute Hardware: Storage Hardware: Network Hardware:

Industry Standard Server External SAN or NAS L2/ L3 Switches

O v W = - . s 3 - S

Physical Infrastructure

Figurel.5: NFVI Infrastructure

It is clear that NFVI resources can be both virtualized andvirtumlized

resources.

Is defined NFVI Point of Presence (NFWPbP) a node that allocates some
resources that are needed for a centéiF.

The allocation of those resources can be a complex task. To manage and
orchestratall theseoperatiors there is a specific entity called NFMANO that will
be explained in the next section.

As already said in the introduction part, the NFVI hagy important role in the

process of virtualizatiant is in factable to provide to all those software components
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of the VNFs to be decoupled from the hardware resources. As result, is possible to
ensure portability on different hardware platform. We sae it as a sort of laaS
because has the possibility of delivering VNFs that support the actual services that

are provided by a Network Operator.

1.4.30peration Support system (OSS) and Business Support System (BSS)

Is the functional block that is in general used by vendors and telco operators for
the management of the entire system.
In particular, the OSS has the role of monitoring the Quality of Service (QoS)
while the BSS has a role related to the managemeneoftb o mme r ci al transa

telco operator with its customers.

1.5Physical Network Functions (PNFs)

In general, Physical Network Functions are implemented using a set of software
modules deployed on a dedicated hardware.

Nowadays the approach is moving in the direction of a cloud environment where
everything is based on cloud resources.

In this way is pssible to offer scalability, security, and the possibility to upgrade the

PNF as soon as is needed.

1.6 Containerized Network Functions (CNFs)

In the previous sectiohhave explained and analizedhat are the characteristics of
virtualization offered by aatainers.

As general case is possible to use containers as boxes inside which is possible to
deploy the wanted service.

We can use LXC or a software container manager like Docker or Kubernetes for the

deployment of the container.
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In case is used Kubernsetethe NF that is created is called Kuberndé@sed
Network Function (KNF).
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CHAPTER 2:
NFV MANAGEMENT AND ORCHESTRATION
(MANO)

We have previously mentioned the NFVI. It is the entity that can guarantee the
decoupling of Network Function from the hardware infrastructure which they are usually
tight to. This process of decoupling imposed by NFV exposes a new setittdse
(VNFs) and a new set of relationships with the NFVI.

This process is quite complex because regulre collaboration of some functional
blocks described beforélo handle the management and orchestration of all these
blocks, comes to our aid tiNFV-MANO.

The NFV Management and Orchestration (NMMNO) is in charge of manage the
NFVI and orchestrate the allocation of resources needed by the Network Services and
VNFs. This functionaimanagement block has all the components to coordinate all the
operations neded for the deployment of them.

NFVI A Manage and orchestrate virtualized and -uotualized resources.
Virtualized resources are catalogued to be offered as abstracted services. They can be
distributed over multiple NFVYPoPs and the management andhestration. The
allocation and release of them is a dynamic process that is very complex and is done by

the VNF lifetime (explained in the next section).
VNFs A FCAPS and lifecycle management. Thre essential tasksecause provide
some monitor KPIs thiare stored inside a monitor template and will be used for scaling

operations.

NS A Responsible for the Network Service lifecycle management (will be treated

soon)
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2.1 NFV MANO architectural framework

The NVF Management and Orchestration (NPMANO) architectiral framework
has the role to manage the NFVI and orchestrate the allocation of resources and
Network Functionsrequested for the deployment of Network Services and VNFs.
The decoupling imposed by NFV requires a new and different set of management
and ordestration functions

The NFV MANO architectural framework identifies the following functional

blocks:

2.1.17 Virtualised Infrastructure Manager (VIM)

The Virtualised Infrastructure Manager (VIM) is responsible for controlling and
managing the NFVI compute, storage and network resources, that are provided by an
operator.

All these resources are kept under the control of the VIM nietagesheir

virtualizationusinghypervisors and other network controllers.
Some important aspects and functions are performed by the VIM:
1 Manage and orchestrate the allocation of upgrade/release/reclamation of

NFVI resources.

1 Control the assignment of the virtualisegbources to the physical compute,

storage, networking resources.

1 Supporting the management of VNF Forwarding Graphs

1 Managing the information reladdo hardware and software resources. In this
way it is possible to known advancewhat will be the performancse

provided.

1 Management of the virtualised resource.
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1 Management of software images (add, delete, update, query, copy) as
requested by other NFMIANO functional blocks (e.g. NFVD

1 Collection of performance and fault information (e.g. via dtfons) of
hardware resources (compute, storage, and networking) software resources

(e.g. hypervisors), and virtualised resources (e.g. VMs);

2.1.21 NFV Orchestrator (NFVO)

The NFVO is the entity that has the role of taking orchestratgamisions over the
virtualization of all those resources that are under his authority. In general, has the

role of managing physical, computing, storage, and network resources.

The two main important functionalities that it performs are:

1) Lifecycle management of NSs, fulfilling the NS Orchestration functions.
This is done by the Network Service Orchestrator. The Resource
Orchestrator keegpunder control of all the instances and resource that are
allocated for all the VNFs. In this way is pide to keep track of the

utilization of them but also manage their utilization.

2) Orchestration of NFVI resources across multiple VIMs. This is done by
the Resource Orchestrator (RO). An important functionality performed by
the Orchestrator is the deplognt of theso-called Network Service
Descriptors (NSDs). A descriptor can be seen as a sort of catalogue where
are stored some information and characteristics regarding a specific NS.
(NSDs will be described in the nesgéction)

These two functionalitieghat | reported above can summarize in an exhaustive
way the role of the NFVO.
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All the functionalities and capabilities offered by the NFVO through the Network

Service Orchestrator afé]:

T

Management of NS deployment templates and VNF PacKaggson-
boarding, validatin).

NS instantiation and NS instance lifecycle managem@@nd;., update,
query, scaling, performance measurement, event collection and
correlation, termination

Management of the instantiation of VNF Managers (where applicable)

Management of the instantiation of VNFs, in coordination with VNF

Managers

Validation and authorization of NFVI resource requests from VNF

Managers
Management of the integrity and visibility of the NS instances through
their lifecycle, and the relationship between the NS instances and the

VNF instances, using the NFV Instances repository

Management of the NS instances topolo@yg, create, update, query,
delete VNF FGp

NS instances automation management

Policy management and evaluation for the NS instances and VNF

instances

Validation and authorization of NFVI resourgequests from VNF

Managers
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1 NFVI resource management across operator's Infrastructure Domains
including the distribution, reservation and allocation of NFVI resources to
NS instances and VNF instances by using an NFVI resources repository

1 Supporting the management of the relationship between the VNF
instances and the NFVI resources allocated to those VNF instances by
using NFVI Resources repository and information received from the
VIMSs.

1 Policy management and enforcement for the NS instances and VNF
instances €.9., NFVI resources access control, reservation and/or
allocation policies, placement optimization based on affinity and/or anti
affinity rules as well as geography and/or regulatory rules, resource usage,

eto).

71 Collect usage information of NF\fesources by VNF instances or groups
of VNF instances, for example, by collecting information about the
quantity of NFVI resources consumed via NFVI interfaces and then

correlating NFVI usage records to VNF instances

All these functionalities provided by the Resource Orchestrator allow to the
NFVO to perform correctly all the tasks required. In particular the NFVO services
are used to support the access to the NFVI resources in an abstracted manner
independently of any VIMs, asvell as governance of VNF instances sharing

resources of the NFVI infrastructure.
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2.1.37 VNF Manager (VNFM)

The VNFM is the functional entity that has the role to manages lifecycle
management of VNF instances. To each instance is associated a VNF Manager that
perform some important functions:

A VNF instantiation

A VNF instantiation feasibility checking

A VNF instance software update/ upgrade.

A VNF instance modification.

A VNF instance scaling out/in and up/down.

A VNF irelaset eoltectien oNFVI performance measurement results and

faults/events informatian

A VNF instance assisted or automated heali
A VNF instance termination.

A VNF lifecycle management change noti ficsé
A Management of the integrifecycke. of the VNF i

All these instances for the management of the lifecycle specified and
contained inside a template called Virtualized Network Function Descriptor (VNFD).

All the VNFDs are stored inside the NFV catalogue. NMXNO uses a VNFD
to create instazes of the VNF it represents aaldoto manage the lifecycle of those
instances.

The NFVO is a very important function block because through the information
that are stored inside the templates VNFDs can guarantee the flexible deployment
and portability ® VNF instances on mulvendor and diverse NFVI environments.

To do that, hardware resources need to be properly abstracted, and this is done by
creating the proper VNFDs.
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2.2NFV-MANO data repositories

FromFigure 2.1is shown thathere are four types of data repositories:

1) NS Catalogue

It is a sort of repository that store all thelmmarded network services and is
used during the creation and management of the deployment templates (will

be describedn section 2.3

2) VNEF Catabgue

3)

4)

It is a sort of repository that store all thelwarded VNF Packages.

NFV instances Repository

Holds information of all VNF instances and Network Service instances. For
each Network service we have a different record that is updiabedg its
lifecycle to have a full description of the actual status of all the NS that are

currently offered

NFEVI Resources Repositary

Contains all the information about all the NFVI resources (available or
reserved or allocated). NFVI Resources Répos has a fundamental role
because through the cooperation with the NFVO can track the
reservation/allocation of NFVI resources.
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NFV-MANO
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(VIM)

Figure2.1: NFV-MANO Architecture
We can alsadentify somereference pointsthat can be seen as interfaces that

interconnect two different blocks of the structure.
- OsMa-nfvo, interface between OSS/BSS and NFVO
- Ve-Vnfm-em, interface between EM and VNFM
- Ve-Vnfm-vnf, interface between VNF and VNFM
- Nf-Vi, interface between NFVI and VIM
- Or-Vnfm, interface between NFVO and VNFM
- Or-Vi, interface between NFVO and VIM
- Vi-Vnfm, interface between VIM and VNFM

2.3MANO Descriptors

All the services that need to be deployed by the vendor operator need to be described
in some way.

The description of a NS is done though some specific elements:

1 Virtualised Network Function Descript¢¥NFD):
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It is a sort of indextemplate that contains all the references to all other
descriptors which describe components that are part of that Network Service.

It is stored inside the VNF catalogue.

1 Physical Network Function Descript@PNFD):
Describes alllie resources and connectivity information that are necessary
for the interconnection between a Virtual Link (VL) and a Physical Network
Function (PNF)

7 Virtual Link Descriptor(VLD):
It is a template that describes resource requirements of a virtuahlinkese
information is used by the NFVO to correctly orchestrate all the other
functional blocks in order to satisfy them.

1 VNF Forwarding Graph DescriptofVNFFGD).
It is a description of the Network Service that we want to implement. It
contains allthe references to the VNFs and PNFs and Virtual Links that

connect them.

1 Network Service DescriptgdNSD)
The Network Service Descriptor is a template file, that contains all the
information and parameters used by the Orchestrator (NFVQjefoloying
network servicegg].
It can be seen as a sort of container or index that keeps all the data of the
other descriptors. Also provides a description of some components that are
part of the Network Service. Through the NSDs the NF@@handle thdife

cycle management of a Network Service.

2.4Forwarding Graph

Each network service can be represented in a schematic way using a VNF
Forwarding Graph (VNH-G).
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This means that a NF can be fully described through this abstract representation that
definesthe sequence of VME-PNFsand the set of logical and virtual links (VLs)

that a certain packet has to traverse in order to make possible the wanted service.

CP = connection point, VL = Virtual link

Figure2.2: Example of a Forwarding Grap8]

To summarize,a Forwarding Graphcan give some information tdhe service
providerthat is working to develop the N&hd understand how thieaffic is flowing
insidethe network.

Some Network Forwarding Paths (NFPs) can be identified and be used todforwa

the packet to the correct interface depending by the service that we are considering.
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Figure2.3: Network Service Descriptor elements

At the end of the daywe can state that NS can be seen as an interconnection of
multiple Network Functions arranged as a set of functions with unspecified

connectivity between them or according to one or more forwarding graphs.

40



CHAPTER 3:
OPEN SOURCE MANO (OSM)

As previous mentioned, management and orchestration are essential elements in a
network deployment. There is huge number of different services that liedusant
to deployanda big number of vendogzovidingdifferent VNFs.

For this reason, is very important to find a way to combine all these different
VNFsand #Ahope that everything wildl wor k fi
descriptors, is difficulto predict what would be the integration of different VNFs
under the sameetwork.

The reason of thas because VNF descriptors are oalyheoretical description of

a certain service and does not represent the complexity of the real environment.

NFV Management and Orchestration

OSS/BSS _Dsi_ML‘ NFV
T i | Orchestrator
i Open Source
r“““-“““““““i __________________________________________________________ i M A N O
EM 1 EM 2 EM 3 i WVe-Vnfm i VNF Service, WNF and
: H : H —_— ) Infrastructure
_i s = = i i Manager(s) Deseription
P VNF 1 VNF 2 VNF 3 i I
=................I........................Ivn_Nf...............{.............J
NFVI - - -
Virtual Virtual Virtual ’J
Computing Storage Metwork p— gr—
- = 2| v |0 10 = | orvi
. WKV M: — '
= v — , i
o L vl =
; L} Open vSwitch t y
fued| [TCOmpULTE Storage TYCrwoTE u 0 ens ac \o
Hardware Hardware ‘ Hardware
&—=& Execution reference points | Other reference points === Main NFV reference points

Figure3.1: ETSI Architecture Services and Vendors
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The problemoft he approach fAhoping that everythi
applied in all the application domains.

If we consider the case of a vehicle communication domain, we must be sure that
the network will be stable and working as expectdd that domain, netark

operatorand enginecers ave peoplebs |life in their hand.

Here is where OMS software shows itdés pot
ecaosystem where different VNF vendors can offer their service and apply it to
different network infrastructes.
OpenSource MANO (OSM) is an opesburce management and orchestration
(MANO) platform aligned with the ETSI NFV specificatiofis])].
As shown inFigure 3.1the OSMarchitectures responsible of the orchestration
of the NFVO and VNFM.
The VIM instead is out of the focus of this functional block. This because it
already exists a certain number of existing management infrastructures like ONOS or

OpensStack that are specialized iotree VIM functionalities.

The OSM software can be described by means three different software
components:
1) Resource Orchestrator (RO)
Acts as NFVO as described for the MANO architecture. It is responsible of
the orchestration of resources and is coragoBy some software python
scripts.
It is possible to interact with this software component by means of the

NorthBound Interface (NBI), by using some specific &RM].

2) VNF Configuration and Abstraction (VCA)
Is responsible of the lifecycle managemehthe VNF and manage them in
real time, like the VNF Manager in the MANO framework. To do that is
required the Juju software that has the role to concentrate all the resources
needed for the deployment of the VNF in a single application.

Juju Software wi be treated in a next section.

42



3) Service Orchestrator (SO)
Is responsible of the correct functioning of the VCA and RO, but also other
important functions. In fact, can control the interaction between JUJU and
RO.
In addition, provides a GUI for thentire management of the whole OSM
framework.

OSM is an open software that offers a welbwn Information Model (IM) aligned
with standard ETSI NFV SOLO0O06 that can be used to model all the Network Services
required by operators without worrying of thetwualization of resources and the
underlying structure. SOL0O06 is described through YANG models.

YANG is a data model language that is used to define entities and their structure, but
also how all those entities relate each other.

The YANG model is defing by standard, but it is possible to add new features that

are not yet present in the standaadgments shown in Figure 3.3).

ETSINFV

[ T o \
SOLoo6 | SOLoo6 |

OSM DM YANG

OSM 0osM
Modules Modu

"%’

Cl/CD
(Testing)

BSD-3-Clause “

OSM
Modules

Figure3.2: YANG model
At the end of the daythrough this software is possible to define which entities exist
within the NFV domain and how to relate thetm create descriptors for the

deployment of the Network Service we want to implement.
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Through these entitieis possible the management and gwtomation of the entire
lifecycle of NF or NS or Network Slices.

A Network Slice (NSI) can be seen as an aggregation of Network Service. This is an
independent entity that can be deployed repeatedly. This means that the same slice

can deployed multiplerhes choosing the NSs contained inside every slice.

3.1 Network Service Lifecycle

During the deployment and cycle of Network Service, we can identify a series of
common eps thanheed to be followetb properly accomplish the task.
We can call lifecycle of a VNF all the steps that allow to the VNF to be instantiated,
managed, scaled up or down, and terminated wdem more neeetl
As previously mentioned inside the MANO framework there are some functional
blocks that work together for the correct bgment of the VNF.

1 NFVO A Responsible of the VNF Orchestration but also controls the

management of the VNF Manager.
1 VIM A Is responsible of the management of the virtualized network
resources.

The VNF lifecycle is not controlled by a sindlenctionalblock but involve many of
them. To enter more in details, the validation of the VNF Lifecyle is a complex work
made mainlytirough the collaboration of the NFVI, NFVM and the NFV Function.
This process igssentialn the efficiency of the Network Service. If all the steps are
done correctly, we can reduce a lot the time for the deployment of certain services.
To do thaf soe validation steps are performemachieve the best performance for
the setup of the service.
The MANO framework performs some evaluation tests that can be seen as a sort of
benchmark tests. In this way is possible to evaluate what are the actual pec®rma
offered in terms of features and scalability that are provided by the NFV.
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Figure3.3: VNF Lifecycle

3.1.1Setup and configuration of a VNF

VNF Package 1
(unique)

1. Instantiate Network Services/Slices,
making VNFs manageable (“Day 0”)

2. Initialize VNFs so they provide the
expected service (“Day 1”)

3. Operate the service: monitoring,
reconfigurations and (closed-loop)
actions (“Day 2”)

Network Service

- Instance
Open Source
MANO
” VNF1 VNF2

(instantiation with
optional parameters)

. vmware .
S ' vCloud i
openstack.

aws

Figure3.4: VNF Configuration[13]

The aim of the OSM is to take a Network vendor software and break it down into a

series of descriptors written in SOL0O06 code. Through them is possitnledel the

wanted service and make it mandgeaDay 0).

The service so far created can be located somewhere in the ndtwihrk moment

the service is launcheprovidessomebase functionalitiedJay 1).

The service so far create can be modelled and scaled in a horizontal way by adding

new instaces to that servig@®ay 2.

The setup of a VNF is based on some packages catlacdms
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A Charmscan be seen as bockntaining some information and pieces of software
Some useful and weknown scriptan bestored inside therfi3].

This means that they are quite useful when we want to implement a certain
application. By looking athem we could find some useful information for the
implementation of the NS he aggregation of multiple charms is calBahdle

The concepts a€harmsand Bundlewill be treated in section 3.3.

The OSM platform is based on this concept for the deployment of network services.
To do that, are used three types of software. They are daije@ndCloud-init and
Charms.

3.2Cloud Init

Cloudinit is developed and released as free software undeGRh&3 open
source license. It was originally designed for thmintudistribution of Linux in
AmazonEC2 butis now supported on many Linux and UNIX distributi¢bS].

This software isused for the execution of scripts that can be uploaded un the
cloud before the deployment of a service or virtual machine.
In particular it is possible to identify three different types of scripts:
71 Cloud config (used in OSM)
1 Script shell
1 Textonly

Thosescripts are executed in the beginning of the deployment of the VNF.
The cloud image that needs to be used by the VNF and initialize the system based
on that.
The cloudinit scripts can execute some actions:
1 Configure the users and hasts
1 Configure ssh kes.
1 Create passwords
)l

Add repository
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3.3Charms

A charmis a collection of scripts and metadata that contains all the data and
knowledge about a particular software product. Charms make it easy to reliably and

repeatedly deploy applications, then scale themeguired with minimal effoftL6].

In the OSM system, charms are used for the deployment of cloud resources.

There are some important concepts related to the softthateae: Cloud,
Container, Controller, Model, Bundle and Machjhé].

3.3.1Cloud

Is the term that identify all those resources (machinstancesand storage) that
are used for the deployment of the wanted NVF. As mentioned before, it is the
component that classify Juju as laaS like other cloud services such as AWS,

Microsoft Azure OpenStacibased cloud.

3.3.2Container

Is not a keyword inside the Juju concept. It is used to refer an-thaded

machine.

3.3.3Controller

The Juju controller is responsible of the initial creation of the cloud instance.
Through the use of APlsan manage and control all the cloud resources that are

needed.Juju controller will be explained more in detail in a next section.

3.3.4Model

Is a sat of virtual space where all the cloud resources requested by the controller
are allocated. It can be seen as a sort of VM. All the resources that are allocated for a

specific controller are isolated form ththers.
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Figure3.5: Collection of Charms

3.3.5Bundle

A bundle is a collection oflifferent charms that offer different services that are

complementary each other and can be linked together to deploy the NS wanted with

all thefunctionalities required.

3.3.6Machine

Represents the cloud instance that is requested by Juju.
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3.4 Types of charms

We can identify two types of charms depending by the type of workload that is

requested by the service:

1 Native Charm Are much easier to be implemented. Only the Juju

controller (that will be explained in the next section) is hosted inside the

OSM host. In this case the Charm is running directly inside the VM.

1 Proxy Charms The OSM host contains both the Juju controller and the

charm. All the complex code is running inside the OMS hosisagdnt to
the targeted VM (in this case managed by Geck VIM) by means of

ssh.

They run outside the application like in a spedifC container that can

be configure depending by the VNFs that we want to obtain. This is a very

powerful solution because enabléhe possibility of configuration

properties to PNFs and HNFs.

(& ) O =

* ]
_® X

Juju Controller J \
( ré ) (8 )
L@ @ \ = VNF
Juju Controller Charm _/

NATIVE CHARMS
VNF

PROXY CHARMS

Figure3.6: Differences between Proxy Charms and Native Charms
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A proxy charms can be seen as a layered structure like the ISO/OSI layer
structure. Each layer adds new functionalities underneath ones.

The diagram below describes an example of some of the layers contained in a charm, the completed
charm is available in the juju-charms &repository :

o +
| |
| Layers |
| |
| +---- - + |
|| |
| |  basic | |
| |
| +---- - + |
| | o +
Eu— . | |
| | | | 'charmlame’ |
| | wnfproxy | +------—--——-- > |
| | | | charm |
R N— . | |
| | i +
| - + |
|| ||
| | metrics | |
| |
| - + |
| |

Figure3.7: Example of layers contained irCoarm[18].

To enter more in detail, therome basic layerthat are common in all the
charms:

- Basic layerA Contains the core needed for other layers for function
properly.

- Vnfproxy A Imports the required functions to run actions in the VNF via
SSH. This layer has been designed to aid in the development of proxy

charms.

- MetricsA Imports the required functions to get metrics from the VNF.

- RESTAPIA Imports the required functions ton actions in the VNF via
REST API.

- NetconfA imports the required functions to run actions in the VNF via

Netconf primitives.
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To deploy a NS could be necessary to use multiple Charms. By interconnecting
multiple Charms and allow them to interoperateheaiher is possible to obtain the
wanted functionality.

As shown in Figure 8, each charm offeresne or morematching integration points
which are used to interconnect two different charms andasge data and
information.

Lines of integration between
matching integration points on
different charms

Figure3.8: Interconnection between Charms
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3.5JUJU

Juju is aropensource application developed by Canonittak used as modelling
tool for the deployment, configuration, scaling and operates cloud infrastructures
quickly and efficiently on public clouds such as AWS, GCE, and Azure along with
private ones such &8AAS, OpenStack, andSpherd19].

Its role in the OSM ecosystem is to manage and orchestrate cloud resdorces.
compareit with other existing technologies, cde classified aan laaS like in
Operstack.

To understand better whtte role of Juju isis betted to define first what are the
modules that we can find inside the Juju architecture:

1 Juju Deployer/ControllerA Allows to interact with the cloud software
through some APIs.

1 Juju CLIA Is the command line interface that allow to access and interact
with the Controller.

Ve ™ Ve ™,

/ Juju controller Juju client /" Juju controller

#7 Jujucontroller

I'.‘ -'_IIII
b cloud z

Figure3.9: Juju architecture

1 Juju GUIA Isthe same concept of the Juju CLI but in this case the software

also provides graphical interface with some useful tools.

1 Juju State Served It is the entity in charge of the management of the data

that is uploaded on the cloud by the software
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1 Charm StoreA It is a sort of repository where preconfigured bundles and
scripts can be downloaded and used.

1 Juju AgentA It is a software that is execute inside every Juju machine and
operate at the application level. Usually is responsible of trackiaig s

changes, respond to those changes, and pass updated information back to the

controller.
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Figure3.10: Example Juju

Represented ifrigure 3.11 there is anexample of the deployment of an laaS
service.The Controller send all the instructions to the State Server that download
from the cloud (Charm Store) the platform needed.

Alter that it is possible to instantiate 4 Virtual Machines that are running Ubuntu
as OS.

3.5.1Juju controller

The Juju Controller is a core component inside the OSM architecture because can
be seen as a lifecycle manager.

The VCA functional block is represented by the Juju Controller which deploy all
the Charms&ndactions that are needed.
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3.6 Juju and Proxy Charms

Referred to the OSM ecosystem, Juju software act as an orchestrator. Through the
data and functionalities that are described inside Charamsmanage the VNF in
terms of configuration and lifeycle management. All the resources that are needed
for a cerdin VNF are managed by this application. This means that for what concern
the MANO framework, all functionalities of the VNF Manager and Element
Manager are provided by Juju.

Only instantiation and termination operations are not controlled by it.

This sdtware is installed inside the VCA modwsshown in Figure 3.2.

©iaNo ven)

/ Juju
Controller

i Proxy |: SSH

\ VNF VNF VNF

NFVI

i EM " proxy : SSH J

\ EM " proxy | SSH )

Figure3.11: Depbyment of a VNF through Juju and Proxy Charms

All the Charms are supported by the Juju software.
Charms can be seen as a piece of codes to be exéosetip a certain service

required by a vendor operator.
In the real applications, bothrdxy and NativeCharms areised

In case we want to devgla PNF, the operator code cannot be inside the NF. In

this case is necessary to use Proxy Charms that are running outside the actual NF.
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LXD/K8s Operators K8s Operators

Proxy Charm ' Proxy Charm
Ops Code Ops Code

Figure3.12: Implementation using Proxy and Native Charms

In cag we want to deploy a VNF we can use both approach:
1 In case the VNF is already configure with the softwareeds, is possible
to operate using Proxy Charms. By means of APIs offered by the VNF is

possible to execute the wanted functionalities from datsi

1 In case the code of the operator is in the same VNF is possible to operate
by means of Native Charms.

In general, charms are installed intea@ntainer that is responsible for dayand
day-2 configuration. These actions are typicakecuted remotely via ssh.

All the commands and steps that are needed for the deployment of the VNF are
transformed into Juju actions.

Juju actionsare the set of scripts and commands that need to be executed to
provide the wanted service.

OSM primitives ae Charm Action scripts. Each primitive is a charm action script
that produce an output given some parameters in input.

Generally speaking, the functioning of Juju Actions is similar to that one of a

software automatiotools (like Ansible). In the casefduju all the action parameters
are defined inside a YAML file calleaction.yaml
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The followingprimitivesrepresents Char@actionsscripts

= =4 =4 -4 -4 -4 -8 A -5 -2

actions: list actions defined for a service.

run-action: queue an action for execution

showactionoutput: showoutput of an action by ID
showactionstatus: show status of all actions filtered by optional 1D
Backup

Monitor

Debug

Add userspolicies rules, etc.

Manage certificates, keys, etc.

Rotate logs.

Figure3.13: OSM workflow for the deployment of \@NF [20]

In Figure 3.2 is shownan exampleof how a proxy charm fits into the OSM

workflow:

f

f
f
f

A VNF package is instantiated via the LCM.

The LCM requests a virtual machine from R@.

The RO instantiates a VM with your VNF image.

The LCM instructs N2VC, using the VCA, to deploy a VNF proxy chand

tells it how to access your VM (hostnameernamgand password).
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3.7 Virtualized Network Function Descriptor (VNFD)
In the previous chaptéhave discussedbout theole of Descriptors.
Now | want toexaminemore in detail what is the rolef the VNFD in the OSM

architecture.
Generally speaking, a VNFD is a component that has inside

- Metadata

- Charms
The integrationbetween these twallow the definition of some actions and

primitives

VNFD
Metadata - DECLARATIVE

“Charms” - operations code

Lifecycle

Configuration CODE

Integration
Actions / Primitives

Figure3.14: VNFD Structure

Inside the metadata are contained all the description of the network service like

connectiormpoints, VDUs etc.

Inside charms instead is contained all the code for the real deployment of the NF.

Primitive are actions exposed by the operatarother worldOSM primitives are

actions exposed by the Charm
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3.8 VNF Workflow

Juju andcloudinit software have to work together for the management of the

VNF configuration.

cloud-init J UJ U J UJ U
@ Day-0 Day-1 Day-2

Figure3.15: VNF steps
Starting from the VNF Packaderhich contains all the details of the service that

® O

L 3

we want to dejoy), the main steps that we have to follow are:

Onboarding Requirements

Day 0: VNF Instantiation & management setup
Day 1: VNF Services initialization

Day 2: VNF Runtime operations

Termination

rwnN PO

3.8.10n-boarding

In this stage we have the validation of the descriptors of the NS. If they pass the
validation of the OSM dashboard, it means that they can be used for the deployment
of the service ad are added to the OSM catalogue.

As previous mentioned, for each NS meed two descriptor packages:

-VNFD packages

-NSD packages
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3.8.2Day 0

At this phase we have a first initialization of all the VNFs. By using all the
packages that are stored in the catalogue during ti®anming phase, it is possible
to create an initial cdiguration for the VNF. All these configurations are used by
the VDUSs for the first deployment of the VNFs.

All the cloudinit scripts, functions and parameters that are needed for the
deployment of the service that is described inside the descriptaggregated.

At this step, the VNFs that are created do not correspond to the final one. They are
just a Afirst releaseodo that wildl be modi fi
scripts identified by the clodhit software can be changed or adagtethter stages
by different infrastructures.

Just for completeness want to mention that in the last release of OSM, native
Charms can be used during the Elagonfiguration replacing the clotdit scripts.

3.8.2.1Requirements

In all these stages we have some minimum requirementsdédtto be satisfied.

Not all the NSsrequire the same amount of resources. Depending by the VNF that
we need for the realization of the NS, we need some physical and hardware resources

that muste present in the infrastructure.

VDU Description
vLB External frontend and load balancer
uMgmt Universal VNF Manager (EM)

sBE Service Backend of the platform

VDU vCPU RAM (GB) Storage (GB) External volume?
vLB 2 4 10 N
uMgmt 1 1 2 N

sBE 2 8 10 Y

Figure3.16: VNF Requirements

In Figure 3.17s reportedan exampléhat shovs the definition of requiremers of
different VDUs (VDUis main function of every VNEomponent

59



3.8.3Day 1

In this phase we have the first real deployment of the service. At the end of this
stage, all the servicekefinedinside the VNFareautomatically initialized

All the steps that are necessary to do,thet defined inside a proxy Charm that
need to be properly created for the scope in a Linux machine. In this way it is
possible to provide all the steps and instructions that are needed for the creation of
the VNFs that are required by the NS.

As example ame actions that cabe install packages, edit config files, execute
commands, etc.

At the end of this step the machine is configured for providing services

3.8.3.1 Requirements
At this stage, requirements are
- [dentifying dependencies between components
- Defining the required configuration for service initialization
- Identifying the need for instantiation parameters: Non all the parameters have
the same importance. Some of them are more important than others and can be
requested immediately during the Dayphase, while others can be requested
after. For this reason, it is important to identify those parameters that are require
immediately for the instantiation of the service.
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3.8.4Day 2

The scope of this phase is to provide all the elemente@ng@onents in the VNF
package to allow thee-configuration ofthe VNF. In this way its behaviour can be
modified during runtime, being able to monitor its main KPIs, and running scaling or
other closedoop operations over it.

To achieve that level or rtime reconfigurability, the OSM platform creates a
Proxy Charms and include it in the descriptor.

Some on demand actions are performed like dump logs, backup mysqgl database,
etc.

3.8.4.1 Requirements
At this stage, requirements are:
1 Identifying dependencies bet®n components: It is necessary to identify
if a certain VNF component need to access to a specific parameter that is
coming from another component. This is essemntiainderstand what is

the correct workflow that permit the runtime operations.

1 Definingall possible configurations for runtime operations

1 Defining KPIs: some relevant metrics need to be collected.
Some examples of them could be:
- Metrics collected from the VIM/NFVI:
o CPU Usage
0 Memory Usage
o Network activity indicators like bandwidth usage or packet
drop rate.

- Metrics collected from the VNF/RM:
o0 Active users
0 Size of the database

o0 Application status
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3.8.5Termination

This is the last step on the Network Service lifecycle. All the resources that we

allocated by the VIM are freed (both virtual and hardware resources).

MySQL simplified example
- N 4 —
=]
DAY-1 # apt install mysgl ='
— | VNF
Proxy Charm ) \_
o \ (&)
Bl
# mysgldump -u root
DAY-2 -p db > backup.=sql 3
© 7 —| vnF
Proxy Charm _/ \_

Figure3.17: Example MySQL Dayl and Day2 [21]
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3.9 0OSM Primitives for PNFs

Before proceeding to the Primitivencept is necessary to analyse more in detail
the difference between PNF and VNF.

PNF A Is a fixed asset and it is not possible to manage the lifecycle. We can
define it as a higlzost unit.

An example of a PNFs are all the purpose build appliancesa likewall. When
you need a firewall in your network, you order it and the vendor that produce it will
ship to you a piece of hardware with the software already installed on it. In this case
it is not possible to have the control over that softwiiie.only possible tanteract

with the firewall by using a set of APIs which are defined by the vendor.

VNF A We can define it as a lewost unit. OSM can create and destroy a VNF
on demand. In this way it is possible to make VNFs recyclable. It is pogsible
instantiate VNFs depending by the service required or by the overload state of the

network.

There is another category which is called Hybrid Network FunctiNiF) which

is the composition of both physical and virtual elements.

After having analysa the difference between PNF and VNF, a question naturally
arisesDoes a PNF always mean pure Bare Metal?

If we remain stick to what is written above, the answer could sesm

Thatis not completely true.

A PNF is a network function thas tightly coupled between theoftware andhe
hardware that it's runningn.

It is a fixed functionthat is executed over a specialized hardware but there can be the
possibility that the PNF is a Virtual Machine.

This mans that a PNF can be seen as black box that is executed in a VM without the

possibility to have any lifecycle control over it.
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As stated before, the trend today is to try to visualize as much as possible all the
network infrastructure, but we have to ewmer also the reaborld scenario that
could be messy and crowded.

There can be some situations where the ability of orchestratidiltHéecycle of

the PNF is unwanted.

To clarify what | mean, I 61 | make an exampl
We take as reference a compangttis quite small and has an internal network that

is composed by a server and some hosts interconnected. This company requires a

firewall which can protect the exchange the access and the exchange of data between

the internal network and the rest of tAenletwork.

In this case the company is quite small and does not want to use OSM to manage the

entire lifecycle of the Virtual Firewall with the risk of creating a second instance of it

and perhaps mess up network firewall rules which were previouslytpméfined.

This is an example just to make understand that PNFs can be Network appliances

and carbeexecuted over VMSs.

Now that we have analysed the PNFs in detail, a new question ariNEs: are
always a VNF or a Container?

The answer i®NO. VNF does not always mean running in VM or a Container.

Inside Operstack (a software which will be treated in a next Chaptegreis a
functional block calledronic which takesbaremetal serverswhich arepreviously
commissionedcan be seen as black boxasyd it exposes them OperStack as if
they werevVMs.

From an external point of view, iboks like aVM. Actually, Ironic is taking the
image that was stored @perStackandcopy it to the physical disk anabt the bare
metal server based on that image.

The baremetal servercan be seen as a sort of VM but is runnihgvithout a

hypervisor.
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At the end of the day, gossible to understand thatal worldnetworks aremessy.
It is possible to have VMsunning onbare metal but also PFNsunning in
virtualizedenvironments

1 In aPNFthe software is alreadystalled

1 InaVNF OSM hagheroleto installthe software in a new Vhat is created

on demand for that software to liveth it on runtime.

The role of OSM is to manage this complexity. From the point of view of OSM,
there are no difference between VNF, or PNF or HNF.

Now that we have understoechat the real difference between VNF is and PNF is
possible to analyse more in detail how OSM manage the lifecycle of PNFs.

When OSM need to create a PNF it simply createsodel(execution environment)

of thenetworkservice After launching thenodelwhich represent the PNRe can
communicate with it as if it wer@VM thatOSM launched

This execution environmermould be in LXC Container or Kubernetped Inside

this environment the proxy code is injected. This code can communvithtehe

PNF.

This approach is simply building up an environment where the code can act over the

PNF but keeping it pure without any modification.

Execution Environment

Proxy Charm
(Ops Code)

¢
|



3.10The role of Kubernetes inside OSM

Kubernetes can be seen as a system which provide soraevAieh can be used
for the management of the lifecycle of NFs.

Those APIs can be seen akigh-level servicé sbjectswhich are modelled with
K8s manifest files in YAML formatThose objects can be quite complex, and it is
common the creation glackages which contain all the necessary software.

Two typesof package format can be present:

1 Helm Charts: Indirect call to the K8s API via helm

1 Juju charms and Bundles Indirect call to the K8s API via Juju.

The major functionalities offered by thesghrlevel object components can be:

1 Pod sets Deployment of containers (called Pod in K8s) either stateless or
stateful.

M ServicesClusterlP. NodePort, LoadBalancer

1 Storage of persistent volumes

K8s API

kubernetes ~

Figure3.18: K8s APIs
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From the Figure8.19, it is possible to see that in the K8s architecture there can be
some Master nodes which offer the APIs previously mentioned.
There arealso a set of nodes (workers) which are running in Warkload, like
containers.
To run a service on K8s is necessary to run a K8s Cluster which can created in
different ways:
1 Standalone: Using some specific software peenShift Charmed K8s or
Ericsson CCD.
1 Public cloud Is possible to use the APIs afpublic cloud like AWS or
VMware Cloud PKS to deploy @uster.

1 Can run over a Bare Metal or in VMs running in a VIM.

After the cluster is created, independently by the way @one it provides all the
K8s APIs. The fullcatalogueof K8s objects ismtirely incorporated.
1 All the Helm Charts are stable applications that are ready to be used.

1 Juju bundles are widely used for intdyject configuration.

In OSM there are different kind ofleploymentunit which are used for the
composition of the wanted Network Function:

1 Virtual Deployment Unit (VDU): Are VMs

1 PhysicalDeployment Unit (PDU): Are Physical nodes

1 KubernetesDeploymentUnit (KDU): Are K8s applications.

K8s, like OSM is a moddlriven platform.To beused anatonfigured are necessary
some files or descriptors which contains all the data and steps necessary for the
deploymenbf the K8s applications.
Inside each descriptor, there are some sections whepessible to define some
fields related to the network function
In general, a network function can require:

1 KDUs that are based on helm charts or juju bundles.

1 K8s cluster requirements

1 Link cluster networks to external connection points
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All the OSM lifecycle operations can be done also by K8s applicasisrshown in

Table2.

OSM operations

K8s

NS instantiate

Install

NS primitive

Update and rollback

NS termination

Delete

Table2 : Translation OSM primitives

3.10.1Association of K8s clusteo ta VIM

Every time we deploy Network Function or a Networgervicewe need to specify

the VIM where they are going to bleployed

To do that we can have tvpmssibilities

1) The K8scluster is running inside the VIM itself, as shown in Figug®.3.

2) The K8s cluster is outside the VIM. In this case all thedes are

interconnectedhough an external network to the VIM, as shown in Figure

3.21.

K8s cluster deployed inside a VIM

Ve ~

VIM

K8S Cluster SingleMulti node

?@@@@
Lo L L[ mettvininet (osm-oxt)

Figure3.19: K8s cluster inside the VIM
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K8s cluster deployed outside a VIM,
connected to a VIM network

Vim

K85 Cluster Single/Multi node

QOO0 0

t vim-net
(osm-ext)

Figure3.20: K8s cluster outside the VIM



3.10.2Helm charts

Kubernetes uses tlielm-chart concept to manage and deploy applications.

Helm a package manager for K8s applicatiovisich uses a package format called
Charts

A Helm-chartis a packaged format for deploying of K8s applications.

All the packages that are available dBs applications are stored inside some

repositories. The most used repositories are c&8lladle IncubatorandBitnami
All the updated repositories cae found af22].

will generate valid Kubernetes manifest files.

wordpress/

Chart.yaml # A YAML file containing information about the chart
LICENSE # OPTIONAL: A plain text file containing the license for the chart
README . md # OPTIONAL: A human-readable README file
values.yaml # The default configuration values for this chart
values.schema.json # OPTIONAL: A JSON Schema for imposing a structure on the values.yaml file
charts/ # A directory containing any charts upon which this chart depends.
crds/ # Custom Resource Definitions
templates/ # A directory of templates that, when combined with values,

#

#

templates/NOTES.txt # OPTIONAL: A plain text file containing short usage notes

Figure3.21: Helm chart file structure

Figure 3.2 reports allthe structure cAnHelm Chart.
There are some fields inside the structure that are important:
1 Chart.yaml: is a sort of README file that contains all the information about
the Helm Chart

1 Values.yamlt contains all the values of the variable that are needed for the
correct deployment of the application. Those values campbated to create

reattime changes inside the application.

1 Templates is a directory that is necessary for the creation of tigs K

manifest file.
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3.11Summary OSM andconcepts

In this chapter were introduced many concepts amgiments This final section

contains a sort of summary of how the OSM platform works.

NF Packages NS Network Slice
(VNF, PNF, HNF) Package Package
Mgmt Mgmt Mgmt Open Source
Procedures [ Procedures Procedures MANO
“Resource INFORMATION
Description Topology Topology MODEL
—r——— .
Physical units NFV' \ V|M S NB|/;

Figure3.22: OSM packages

OSM provides platformto createNaasand to manage them.
From this platform, we can creaftdetwork Functions or Network Services or
Network Slices by aggregating multiple NSs.
To achieve this result there are some files, called packadmsh contains all the
informationand resource descriptofaritten in YANG languagé SOLO006)about
the three setces previously mentioned: NSs, NFs éfal.
This the reasorwhy OSM iscalledmodetdriven platform It allows to make VNFs
and NSs as portable and reusable as possible
Those packages are provided by the vendor and fully described the function:

1 Topolagy

1 Parameters

1 Actions for Day0, Day1, Day-2.
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All packagesust describe the service fromfanctional point of view. Theydo
not care about the target infrastructure or the harde@rgonent®on the top if
it they would bedeployed
Thanks to a set of W connectors, OSM can deploy thikevice described in the
descriptors inside a NFVI. This phasecalledinstantiationand deployment of the

services.
NF Packages NS Network Slice
(VNF, PNF, HNF) Package Package
— — { T — T T — 3 A
f- Mﬁmr Mgmt Mgmt y fﬁlgﬁﬁ
_Prosldﬂes_ Procedures Procedures
Resource T INFORMATION
Description Torology Topology MODEL
I
\ ’ ! Ry Open Source
OSML NB JMANO
- ”
—
o -
7
— 4" ——
s = Y T
Physical unll; NFV' ‘ ~ o \ \\VIMIS NBI ’ VIM
"-__l- ------ l ----- \-_ﬁ\ "-._—//
| VNF 2
, IR
| Y
Il PNF 1 VNF 1
———— rI ——————————————— -

Figure3.23: OSM actions and procedures

In addition to the information contained in the packages, OSM require some actions
to be performed over the VNFs that are instantiadidhese actions are performed

by means of Charms.

This is almost all the theory that is behind the OSM model.
During the development phase of a Network Service, we can identify 3 different
stages:
1) Design time
Is the stage where are build all the NF and NS descriptors, bulbB3ay-1
and Day?2 logic to complete all the packages
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2) Provisioning time

Is where theonboarding happens. All the packages are onboarded into the

OSM platform.

3) Run Time

Is the time wherbeingpossible to see in action the VNFs and NSs.

Two phases can be identified:

1 Instantiation Is the phase whelis required the choice which VIM

to deploy the NS and which instantiation paramdtersse

All these tasks are performed byay-0 and Dayl operations

o Day-0: Is the minimal configuration that allow to a VNF to be

reachable through a management interface.

o Day-1: Action that are done once the NF is reachable.

1 Operation phasé¢Day-2)

VNF: myvnf

VL: internal
A

IR

VDU: dataVM
- Image name: US1604
- VM Flavor: 1 CPU, 1GB RAM, 10
GB

VDU; mgmtvM
- Image name: US1604
- VM Flavor: 1 CPU, 1GB RAM, 10

GB disk
- Interfaces:
- mgmtVM-eth0: VIRTIO
- mgmtVM-eth1: VIRTIO

s
- lataVM-eth0: VIRTIO
lataVM-xe0: VIRTIO

VNF package

UNFD <]

VNF
artifacts

Additional
metadata?

N

A

Resource description aspects

|7

VNF resource orchestration info
(EPA resources and internal
connectivity)

Management procedures

VNF primitives
- Day-1
- Day-2

/

Charms/EE

Additional info

Icon, README, etc.

Figure3.24: Example modelling a NEhrough a NF package

3.11.1Modelling NFs though packages

As previously mentioned, a package contains all itfiermation for the correct

deployment of the NS or NF.

A NF packages mainly composed by two elements:

1) Descriptors: are written in YAML
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2) Other files:

1 Charms

1 KDU objects: Juju bundles and helm chart
1 Day-0 configuration files for cloudhit
1

Checksums

An example of that structure is represented in Figurg 3.2
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CHAPTER 4.
MEC PLATFORM

In the previous chapters | have introdudkd principa concepts of theNFV and
MANO frameworks.

In this chapter is presitedthe Multi-access Edge Computing (ME€)ncept It can

be one of the possibleolutionsthat allow to achieve the requirements previously
mentionel.

MEC initiative is an Industry Specification Group (ISG) within ETeé8ild canoffer
application developers and content providers cloaighputing capbilities and an IT

service environment at the edge of the network.

In this thesis MEC platiorm functionalities are used with the aim of unifying the
orchestration oheterogeneous fog and edge resaarcethis wayall the advantages
of a MEGbasedsdutions can be used for the development and the deployment of

lloTaaS applications.
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4.1 Introduction

The MEC Platform is an environment where MEC applications can register and
advertise their services

It can be seen as a DNS proxy/server that contains all the endpoints of all the MEC
applications that has registered their services.

The platform can alsadvertiseand offer MEC servicet other MEC applications

that request endpoint information how to reach certain servicewénatpreviously
registered to it.

All the reference poist between the ME@latform and the MEC applications, as
defined in ETSI GS MEC 00R3).

Some of tle most import functions that are implanted by the platform are:
1 MEC service assistance:

- Authentication and authorization of producing and consuming
MEC services

- A means for service producing MEC applications to
register/deregister towards the MEC platiothe MEC services
they provide, and to update the MEC platform about changes of the
MEC service availability

- A means to notify the changes of the MEC service availability to
the relevant MEC application

- discovery of available MEC services
1 MEC application assistance:
- MEC application startip procedure
- MEC application graceful termination/stop

1 Traffic routing: traffic rules updateactivation,deactivation

9 DNS rules: DNS rules activation and deactivation
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1 Timing: providesaccess téime-of-dayinformation

1 Transport informationprovidesinformation about available transports.

4.2 Multi -access Edge Computing framework

Multi-access Edge Cqmting is the software entity that allowo all the MEC

applications toun over a virtualized infrastructure.
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Other Mm7
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Figure4.1: MEC system reference architecture

In Figure 4.1is representethe MEC frameworkAll the entities can be grouped into

two groups System levelndHost level
I nside those two | evel s, there are some fu

how they are organized from the architectural point of yieecause some of them

are already described in Chapter 1 and Chapter 2.

76



4.2.1System level

1 Multi-access Edge orchastor (MEAO): is the coreof the entire MEC
system level becauss responsible to maintain an overall view of the
MEC system.

Relies on the NFV Orchestrator (NFVO) for resource orchestration and for
managemenf the set of MEC application
In particular, the main functionalities of it are:
o On-boarding of application packagegchecking the
integrity and authenticity ofthem validating application

rules and requiremenégic.)

o Depending bythe application constraintsand available
resources, selecs the appropriate MEC host for the

instantiation of the applications.

o Management ahstantiation and termination of application

4.2 .2Host level

1 MEC Host Is the entiy which offers all theresourcesqompute storage,
and network for the handling of th&/irtualization Infrastructure\(l) and
the MEC platform itselfln particular, the VI executes all ttemmands
received by the MEC platfornThis is madd hr o u g h datalpkeneV 1 6 s
that routes the traffito the coresponding service or application

1 MEC Platform: This term refers to all the services and functionalities that
are requiredo all the MEC applications that are running on a certain VI.
In particular, the main functionalitigbat this entity is in charge of, are:
o Setup the environment where all the MEC applicaticanrs
find or discover alle the MEC services that previded by
the platform.
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0o Management of the traffic rules among alk tdifferent
MEC applications This is done bysending some

commands to the data plane.

1 MEC Applications All the MEC applications that need to be executed are
instantiatedhrough virtual machinethat are running inside thél of the
MEC host

All these applications have somequirements and rules that need to
be respected (latency, resourete). All these requirements need to be
respected end validated by ti&EC system level.

In case some requirements are missing, they can bedsfatdt values

1 MEC Platform manager Has the roleof the management of the
appl i cbfdacycle nTo sdo that, controls and manageall the
applicationgequirements and rules.

It is also responsible toeceive from the W all the performance

measurement® process them.
1 Virtualization Infrastructure Manager | mention this entity jus for

completeness. The working principle thie VIM is already described in
Section2.1.1.
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4.3 MEC architecture in NFV
The MECconcep can be overlapped to that one of NFRfom the point of view of
the ETSI MANO framework, the ME@latformis deployedas a VNF
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Figure4.2 : MEC reference architecture

In Figure 42 is shown theMEC architecture. We can see it as an extensidheo

previously describedMANO architecture because many components are the same

andare previously described.
All the referencepoints inside the architecturare described in the reference

RGS/MECGO0003v211Archapproved by ETSI. The document can be fourj@4t
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CHAPTER 5:
OPENSTACK SOFTWARE

So farthere has been talk of the OSM software that is responsible of the management
of the VNFO and the VNFM.

The MANO frameworkalso includeshe VIM. For the management of it a new
software is required. In this case OpenStack software comes to our aid.

NFV Management and Orchestration

il NFV
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i Open Source
E EM 1 EM 2 Ent 3 : Ve-Vntm VNF Service, VNF and
H 4 F : , t . ) Infrastructure
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’................I........................Ivn_N[...............I..............l
NFVI N N - e
Virtual Virtual Virtual
Computing | Storage Network m
® ] - Nf-Vi D . D E Or-Vi
| AKVMEOYS)—i——
H - v ' T T 1
. 1 i —
: | | Open vSwitch t y
- . Computing STOrge TVCTWIITE u o ens aC L ¥
Hardware Hardware l Hardware l
&—=& Execution reference points | Other reference points  ==p=Main NFV reference points

Figure5.1: ETSI Architecture Services and Vendors
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5.1 OpenStack

OpensStack is a cloud operating system that controls large pools of compute, storage,
and networking resources throughout a datacertrés possible to see ias
Infrastructure as a Service (laaS) whaset of cloud resources are all managed and
provisioned through Application Programmable Interfaces (APIs) with common
authentication mechanisfi2s).

Resources and functionalities are abggddoy means of virtualization techniques
(like hypervisors, LXC or VMS).

It is an opersource software that is widely used in all the Infrastructure as a
Service projects.

GSMA andLinux Foundation wrk together for the definition of th€ommon
NFVI Telecommunications Taskfor¢ENTT). The scope of the CNTT is to identify
all the properties of a Telco Cloud. They identify OpenStack as the reference

architecture form the management of virtual machines.

It is a very powerful tools that isidely used in Network Function Virtualization. In
our casestudy the management system offered by this software can be used inside
the MANO Framework for the control of the cloud infrastructure. At the end of the

day, we can say that Opgtack software ds as a VIM.

/ Open Source = =openstack \
éMANo =P

LXD
Containers

®®
OIOIO),

\ Proxy Charms _/

Figure5.2: Opertack as VIM inside the MANO architectuf26]

Managemenk

l

VNFs

[
L
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5.1.10per8ack to deploy a VNF

From the introduction section of this chapter, it is easy to understand th&bt@gen
software is used by OSM every time a new V{Mich contains some code to be

executedike Native or Proxy charmsieeds to be deployed.

As reference example suppose th&traxy charnneeds to be executed. Tlrisarm
contains all the code necesstrycreate the wanted NF.

To do that, OSMtells Opersstack to launch a new VM based un a basic Ubuntu
image installing only shh and some essential packages. All the code contained in the

Proxy charm is executed inside this VM.

Now is possible to unduste@tber what is the role of a proxy charm.
A charm has the role feerformoperation®n aVNF and install the needed software
on demand. The base image of the VM (Ubuntu in this example) can be changed at

any time.
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5.2 OpenStack Logical architecture

The logical architecture of the softwdi®/] can be seen as an interconnection of a
huge number of independent blocks, that are c@leeiftack Shared Services
All theserunningprocesses, need to communicate each othauild up therequired

service.

To do that, Advanced Message Queuing Protocol (AMQP) message broker is used.

This means that the list of services with the correspondent state is stored inside a
databaseDepending by the service that is required, the broker can chooseadinese

that are needed.

There is an administrator (controller node) that has the role to mage all these
services. To distinguish between them, eashauthenticategself by means of an
Identity service (that work in an independent way with respect to all the other).

For each service there is one or more services/processes/nodes that are running in the

background.

In particular there can béhreetypes of nodes:

- Computing node8, Repregent the real computing and storage capability.

- Network nodeg, Are responsible of the network configuration and management.

- Storage nodes

An API process is runningvaiting for API requests. In case a request is receive, it

is immediately forwarded internally to tihelatedservice to be accomplished.

From the user view point it is very easy to interact with OpenStack because the
software provides a webased usemterface (using Horizon Dashboard). The user
can interact with the Dashboard by inserting some commands or issuing API requests

through tools like browser pluigs orurl.
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Standard Hardware

Figure5.3: Operstacklogical architecture

The functionalities thaDperStack softwarecanprovide are
1 Seltservice
The OpenStack cloud service that is offered should be able ta@nfigure

itself without the need the human interaction.

9 Bidirectional Compatibility.
All the software components should be compatible independently from the

version of the cloud architecture that is used.

1 CrossProject Dependencies
All the operators have to choose as much as possible-knan
functionalities that arel@eady presented and used. In this way is possible to
focus the attention of few software and functionalities and keep them
updated. In this way is possible to avoid a large variety dfcadsolution or
proprietary software.
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5.3 OpenStack architecture

Inside the Opes&tack architecture, is possible to identify some functional ldock

that perform all the functions that are needed.

m
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Figure5.4: Operftack architectur§2g

OpenStack architecturerigsported m Figure 5.4.
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The core componentdf theOperst ack 6 s architecture ar e:

5.3.1Nova

It is the component that is responsible of the creation and management of VMs
and Container§29]. All the functionalities that are provided by this component are
executed by means of a certain number of daemons that are running on the top of

Linux servers.
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Figure5.5: Novaarchitecturd 30]
From Figure5.5, we can see som# functional block that are workingogether

to achieve the wanted functionalities:
1 DB: sgl database for data storage.
1 API: component that receives HTTP requests, converts commands and
communicates witlother components via tleslo.mesagingqueue or HTTP.
1 Schedulerdecides which host gets each instance.

1 Compute manages communication with hypervisor and virtual machines.

86



1 Conductor handles requests that need coordination (build/resize), acts as a

database proxy, or handles object cosims.

1 Placementtracks resource provider inventories and usages.

5.3.2Cinder
Is the OpenStack Block Storage servi@d] for providing volumes to other
components like Nova virtual machines, Ironic bare metal hosts, etc.
In particular, volumes functionalities that provided are:
1 Create a volume.
Attach a volume to an instance.
Detach a volume from an instance.

)
)
1 Create a snaghot from a volume.
1 Edit a volume.

)l

Delate a volume.

From the user perspective, is possible to create and manage volumes using

Horizon interface or directly by means of REST API.

5.3.3Horizon:

Is the componenin charge of providinga user web dashboard to rage and

control all the components of the OfSack architecture
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5.3.4Neutron

Neutron is an OpenStack projd@2] that can provideNetworking as a Service
(NaaS) between interfaces and devices managed by otheSt@gerserviceg33]
(e.g., nova).

To do that a series of APIs and plugs are used. The logical architecture, has
some functional blocks inside it:

1 Neutronserver Act as a controller that receives all the APIs and route

them to the correspondent ptug

1 Networking Pugns and agents Are responsible of create networks or
subnetworks with thecorrespondinglP addresses. Different types of
plugins and agentdependby the vendor and cloud technology we are

working on

1 Messaging queudias mainly two jobso handle:
- Route information between the neutrserver and all the agents

- Act as database to store information regarding networking states and

plug-ins.

Neutron is also responsible of the support tontioéti-tenancy isolation

Multitenancy is a verymportant concept in cloud computing. It is referred to the
case where multiple costumers of a cloud vendor need to access to the same
computing resourcesn case there amaultiple users in a cloud infrastructuteere
can be the possibility thalhey are requesting a certain common resoufites kind
of technology allowto share the resource between them all. In the meanwhile, cloud
customers are not aware of each other, because the data is kept totally separated.
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Single Tenant Multitenant

Figure5.6: Multitenantvs SingleTenant34]

To achieve this, are used some techniques to isolate the incoming traffic from the
different vendors and redirect it to the correspondent resource. Protocols like VLAN
in trunk mode or VXLAN tumnels are used to do that.

At the end of the day, all these functionalities are neddechaintain traffic
isolation across Layer 3 devices.

This is also called Virtual Routing and Forwarding (VRF).

5.3.5Heat

Is the component responsible of threhestration of cloud applicatiof35]. This
is achieved by means of some templates that can be seen as a sort of Network
Descriptors which contain the necessary information for the deployment of the
service.

A Heat template describes the infrastructimea cloud application in text files
which are readable and writable by humans and can be managed by version control

tools.
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5.3.6Tacker

Is the component that behave as a VNF Manager and NFV Orchestrator in order
to take control of Network services avtliFs [36].

NFV Infrastructures can be Kubernetes or OpenStack.
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Figure5.7: Tackerarchitecturd37]

As we can see fronrigure 5.7 aboutthe architecture, there are some functional
blocks and packages:

1 Packages:

o python-tackerclient - is the package for CLI an@EST APctalling.

tacker - is the main package for Tacker project.
T Components:

(o]

o tacker-client- provides CLI and communication withTacker
via REST API

o server- providesREST APBnd calls conductor via RPC.
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o conductor - implements all logics to operate VNF and call required
drivers providing interface to NFV infrastructures.

o infra-driver - is responsible for exact actions to operapestack or
Kubernetes resources.

o vim-driver -is responsible for registration of VIM.
o mgmt-driver - is responsible for exact actions to configure VNFs.
o monitor-driver - is responsible for exact actions to monitor VNFs.

o policy-driver - isresponsible for policy based VNF operations.

5.3.7Glance

It is an image service inside the Otk architectur¢38]. Usinga REST API
interaction,each useican perform operations that involves images like discovering,
registering and retrieving virtual machine images.

This is a central component for Oj8taick because lays the foundations of laaS.
Is able to accept APIs requests but also supports the stafrdggk or server images

that can come from different repositories.

5.3.8Swit

It is the component of the Op8tack architecture which provides mtiiginant
Object Storage syste[39].
Can offer a high scalability. For this reasagn manage large amountof

unstructured data.
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5.3.9lronic

Ironic [40Q] is the functional block dedicated for the configuration of the Ironic
Python Agent (IPA) for the deployment of bare metal nodes instead of virtual
machines.

The bare metal concept is the opposite with resfmethe virtualization onel
have previouslystatedthat the virtualization allows to run every type of function
over a genergburpose hardware.

This solution does not fit in all allocative fields. There are some specific tasks
where the virtualization approach cannot be taken. Here is where the bare metal
solution can be useful.

The bare metal solution provides a specialized hardware for theitiexeof

specific tasks.
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CHAPTER 6:
OPC UA ProTOCOL

As previously discussed in thetroductory section,industry 4.0 scenaris require

new types of protocols and network architecture to be able to satisfy requirement of
services.

All the interconnected intelligent devices that are installed over machines lead to the
I[loTaaS concept.

This is also called CybdPhysial System (CPS) becausan combine statistics,
computermodelling and reaktime data measured on physical systems. The final
scope of this approach is to create a model that can be efficient and responsive under
multiple working scenarios.

To dothat is necessary to deploy a distributed network infrastructure. In this new
kind of architecture there are some devices in the premises of sensors that act as
collectors and broker The intelligence and the storage insteadptzalizedin a

cloud serer that is capable of high performance in terms of storage and
computational power.

Those solutions are respectively called cloud and edge computing.

In addition to thatthere are allthe paradigm of virtualization so far described.

Resources and secds are virtualized and offered as a service.
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An example of a possible lloTaaS could be the following as described Hgine
6.1:

1 The things. Are all the sensors that we have in the premises of machines
for monitoring and control them.

1 Sensorsand actuators& Data aggregationand Gateways
They represent the Fog cloud. Are placed near machinadlect all the
data coming from IoT sensors and manage all communication and
commands to send to them.

1 Edge IT: It is capable of a certain computatal power for the
deployment of a quick data analytics based on data coming from loT

devices. This local processing is essential for low latency services.

i Data centre& Cloud IT: Are servers with huge computational power and
large amount of storage availablknhey cardeeply analyse lonterm data
received from the factory premisaadall the data coming from the IoT

Sensors.
Operations Information
| Technology Technology
oade ) Iél
a UJ THE EDGE
e Dat:
The Things Sensors & ata Data Center &
Aggregation EdgelIT
« Wearables  « Mobile Devices Actuators & Gateways Cloud IT
= Cars + Meters "
+ Motors + Rebotics % ” ‘. .
» Buildings = Generators ¢ —
DATA GENERATION DATA SENSING DATA COLLECTION EARLY DATA DEEP DATA
AGGREGATION ANALYTICS ANALYTICS

Figure6.1: lloTaaS examplapproact41]
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To implement these concepis required the use @in I0T messaging protocols.
Well known protocols that could fit these requirements are:

-MQTT : Message Queuing Telemeffyansport

-MAQP : Advanced Message QueuiRgotocol

-COAP: Constrained Application Protocol

-DDS: Data distribution Service

-OPC UA: Open Platform Communication Unified Architecture

All those protocols above mentioned could satisfy requirements of Industgnd

implement an lloTaaS.

This thesis will be focused on the use of th®PC UA protocol for the

implementatiorof aVNF service based on that protocol.
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6.1 OPC Protocol

OPC stands for Open Platform Communication. With the term OPC we are not
referring to a specific protocol but more in general we are referring to a multitude of
different protocols.

| report here some history to contextualize the OPC puétocol that is sed
nowadays.

In 1996 was launched the OPC Foundation and Monitoring of Industry Equipment.
The aim of this project is to find a way to solve all the interoperability and
communication problems that are always present between devices of different
vendorswhich could also have different functionalities.

This first protocol that was launched in 1996 was based over a Client/Server
Architecture where an ORClient and an OCiServer exchange between each other
data and information.

This approach is no moresable nowadays because of several problems that | will
not deeply explain in this thesis.

Just to mention, one of the big problems of this protocol is security in the flow of
information between ORClient and OP&erver (and vice versa).
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6.2 OPC UA Protocol

The main scope of this project is to find a way to standardize the exchange of data
and information inside an industry 4.0 scenario.

In 2008 the OPC UA (Unifiedrchitecturg was releasedt is possible tsee it as an
improved version of the original @PClient/ServerThis new releasean fit all the
requirements requested in tim@dernindustrial field.

This new protocol is now based @nserviceoriented architecturg(SOA). This
means that all the software components can be used and assessed #&moogh s
interfaces that are using common standards.

This is a key aspect becausvery type of software componeoan be easily
integrated in new applications without any problem of compatibility.

For this reason, starting from 2015 the new protocol ORGUnified Architecture

was recommended by International Electrotechnical Commission (IEC) as a
reference architecture model to be followed inititistry4.0[42].

OPC UA is a standardized cliesg¢rverarchitecture. A big improvement with
respect tohlte original OPC protocol is related to the security aspect. For the reliable
end to end transmission of data from the IgEnerallysensor placed inside the
maching to the decentralized cloud seryé& used TCP and HTTP protocol. For
what concerns theuthentication process done by each client and server is used

OpenSSL protocol.

The main features that are offered by this protoco]48e

1 Secure, reliable and vendimdependent exchange of information

1 Vendor-independent platform: The OPCUA offers no dependency from
any vendor that is producing a certain application. The communication is
independent from any programming language or operative systems on which

the application is executed.

1 Secure TCP and HTTP as previously merdthn
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1 Protection against unauthorized access: Some standards like SSL, TSL or

AES are used to guarantee security

1 Accessibility and Reliability: The architecturean offer a reliable
communication mechanism capable of automatic error detection (by means of
redundancy functions). In this way it is possible a reliable communication
between the OGElient and OPEServer.

6.3 OPC UA Architecture

A ServiceOriented Architeture is a sort of service provider that offers a certain
number ofservicesthat process some requests and send back the response to the
client that requested it.

All these services are running inside a server. A generic client can invoke a service
by means ofservice cak. Any time a client requires a new service, a new session in
established and is based on a secure channelc#tmguarantee integrity and

confidentiality for the reasons previously explained.

Encodin Secure
- ) Channel

g g

CLIENT SERVER

Figure6.2: OPC UAStack Architecture

In Figure6.2, is represented a first overview of the stack architecture of this protocol.
As previously mentioned, the OPU UA is based on a efienter architecture. In the
real implementatios instead, it is possible that a single applicatanact both as
cloud and server at the same time.

The entire software stack could be implemented in many different programming
languages to conciliate the vendodependent platform concept previously

mentioned.
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In general, the most common programming languages used for the Software stack
canbeJava, C, C+or Python

The implementation of applications can be done through the ORGSdftware
Development Kit (OPC UA SDK).

6.4 Information modelling and Address Space

An important aspedio a vendotindependent platform e necessityo design an
information model that can fit all the requirement from different vendors
applications.

OPC UA provides only a simple infrastructure of the infation model, but it is
possible toadaptit by means of extensions. This means that each vendor could
implement the information model (or object) that is needed inside its application.
Starting from the base information model offered by the OPC UA isilgesto
model some extension models to obtain the wanted result.

When a certain vendor has produced its own extensions could share it to all clients
that are requesting the application implemented by it.

In this way is possible to obtain an address sghat allow to OPQJA-Servers to
represent objects in a standard wagltddPCUA-Clients.

Those objects are container for Variables and Method as shdviguire6.3

Data Change

Notifications
-4
Read / Write
References to
other objects
Call
Event
Natifications
4

OPC UA object model

Figure6.3: OPU UAObjects[44]
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6.4.1Nodes

Nodes are the base component of the information model. Objects and all components
that compose them, are described in the address space by means of interconnected

nodes.

Each node is identified by:
1 nodeid: Identify in a unique way a certain nod@PC UA utilize two types
of variables:
o name Is the real name of the node.
0 namespacdt is the URL that identify that node.
In a next section will be developed deeply the concepbdéid

1 attributes Are descriptors and contain all the information of the node.
Attributes are different depending by thRodeClass of the node.
(NodeClassewiill be explained in the nexectior).

Inside attribute descriptions are stored some fields that to descriveaia ce
node:
0 Attribute id

Name

Description

Type of data

©O O O o

Mandatory/optional Additional field that indicate if the attribute

needs to be applied when the node is executed.

A client can access to attributes using servié&sad Write, Query, Subscription
Monitoredetc.

An important aspect is related to the fact that the set of attribtite<ertain node
cannot be modified or exteed by client or servers. Once they are defined, they
cannot be modified anymore.

All the attributes nodesandreferencesare assigned as soonNodeis instantiated
inside theAddress Space
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Theaddress spacean be seen as a sort of catalogue that contains all the information
of a certain information modeThis structures stored in the OPC U&erver

An OPC UAClient can access to it for gathering information about the model.

Node A ) attribute list
altribute list
Node A )
reference list {ref B}
attribute list
( Node B
£ reference list {ref A}
g attribute list
Node C attribute list Node C :
reference list |
( Node B attribute list

Figure6.4: OPC UA Nodes, Attributes and References

6.4.2References

Referencesra the interconnections betwesodesas shown in Fige 6.4.
The OPC UA defines a hierarchical structurenotles By means ofeferencesis
possible to define this structure.

To achieve thisa single reference is represented through a triad of parameters:

1 Source nodels the source of thisrocess and kegstored inside all the data
referred to the reference.

1 Target nodeGenerally, is in the same address space of the-84#¢er, but

it is possible to be located inside a different one.

1 Reference type nodére NodeClassegwill be explaned soonin the next
sectior).
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6.4.3NodeClasses

The OPC UA usedNodeClasse to define attributes and references for different
nodeq45|.
As for nodes NodeClassesannot be redefined or extended by Client or Servers.

OPC UA define two macroategorieghat identify eight different node classes:

1) Access classes
1 Object used to represent systems, system componentsyodalobjects,

and software objects.
1 Variable used to represent the content ofCirject
1 Method used to represent a Method in the seadglress space
1 View used to restrict the number of visidd®desand Referencesn a

large Address SpaceBy usingViewsservers can organize thélddress

Spaceand provideviewson it tailored to specific tasks or use cases.

UA Node Classes

Figure6.5: OPC UA Node Classes

102



2) Type classes:

1 ObjectType represents a type of node for objects in the server address
space. ObjectTypasan be seen atasses imbjectorientedianguages.

1 VariableTyperepresents a type of node for variables in the server address
spaceAre typically used to define which erties are available on the

Variable instance.

1 ReferenceTypeused to represent the type of references used by the
server

1 DataType representedsNodesof theNodeClassn the Address Space

ey Base Attributes View
value - R el ContainsMoLoops | Boolean
DataType Modeld NodeClass NodeClans EventNotifier Byle
bl L It BrowseName Qualifieddame
ArrayDimensions | Uint3 [ DisplayName LocalizedTaxt ReferenceType
Isabstract Boolean Dascription T
WriteMask uint3 IsAbstract Boolean
UserwriteMask Uint3 Symmetric Boolean
Variable InverseName LocalizedText
Value
DataType Hodeld Method
ValueRank Int3
AmayDimensions uine3 [] Executable Boolean
AccessLavel Byte UserExecutable | Boolean
UserhocessLeval Byte
MinimumSamplinginterval | Duration DataType Object ObjectType
Histarizing Boolean
IsAbstract | Boolean EventNotifier | Byte i3fboomet |l (Baoinen

Figure6.6: Attributes of OPC UANodeClasses
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6.4.4Variables

Variables are of couraesed for the representation of certain values.
Inside the OPC UA protocol are defined two different types of variables:
1 Properties Like attributes propertiescan be seen as a sort of descriptors.
They can contain servatefined meta data of objects, data variables. With
respect toattributes propertiescan be defined and modified by the OPC

Server.

1 Data Variables Are the content of an object.

6.4.50PC UA NodelD Concept

As mentioned in a previous section, to uniquely identiljoaeinside the OPC UA
address space we use thedelD

The Namespacect as aURI that is responsible of the assignment of certain
identifierselement which identify in a unique way eddbdeld In this way, multiple
OPCUA Sererscan use the same identifier to identify the sabigect This
enable<Llientsthat connect to thoseervergo recognisébjectsthat they have in
common.
Namespace URIs, likBervemames, are identified by numeric values in OPC
UA Servicegthis allows an easy and more efficietatble lookups and transfer of it).
The numeric values used to identify nmespaces correspond to the index into
theNamespaceArray
A basic example of a possible URI an OPC UA namespace is:

http://opcfoundation. or g/

whose corresponding index in the namespabkeis 0, as showmiFigure 6.7.
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Identifier

Identifier MyTemperature

Nodes with the same identifier in different namespaces

Figure6.7: Namespace Server and NodelD

To enter more in detail, eattodelDis composed by three elements:
1 Namespace Indexit is a number used to identify the namespace URI. As
shown inFigure 6.7 all the valus of the Index are stored inside the Server
Namespace Table.

9 Identifier Type: represent the format and data type of the identifier. The
possible types of data that can be represented are:
o Numeric value
o String
0 Globally Unique Identifie(GUID)
o Opagte: that is referred to a specific formatBgteString
The type of data to be used depend by the requirement to satisfy in our

service.
9 Identifier: The identifier for a node in the address space of an OPC UA

server. It is possible to use the sdatentifier for differentnodesthat are part

of a differenthamespacas shown in Figuré.7.
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6.4.6 XML Notation

There can be also a different XML notation:
ns=<namespacelndex>;<identifiertype>=<identifier>
1 <namespace index®# The namespace index formatted as a base 10 number.
I f the index is 0, then the entire fAns-=

1 <identifier type> A A flag that specifies the identifier typ@s shown in

Figure6.8
Value Description
NUMERIC_O Numeric value
STRING_1 String value
GUID_2 Globally Unique Identifier
OPAQUE_3 Namespace specific format

Figure6.8: Identifier Types

Identifier 5001 Identifier M/RbKBsRVkePCePcx24oRA==

Identifier MyTemperature Identifier 09087e75-8e5e-499b-954f-f229603db28a

Figure6.9: Examples of possible NodelDs representation

In Figure 6.9 are reported sopeo s si bl e exampl es of Nodel D6s

different Identifiers and Identifier Types.

In Figure 6.10 is shown a particular case where are defined in the same way for what
concernddentifier andldnetifierType We can distinguish them becauseytbelong

to a Namespacelndex.
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Identifier

Identifier MyTemperature

Figure6.10: Nodes with the same identifier in different namespaces
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6.5 Access to the Namespace of a Server

So far, | have introduced the structure of ifiermation model that is used to store
data and variables inside a Server.

Now | need to explaithow a client can get access to timatdel

To make possible tgetaccess to theamespacef the server, the cliemhustkeep
update hisnamespaceln this way thetwo namespaceof thetwo entitiescan match
allowing the client to know how to access the diataeal time.

Figure6.11is presentedcin example wittall the stepsthat are implementet carry

out the procedure.

Client

Server
read namespace table

Identifier MyTemperature

return namespace table

-

1 update namespace indexes

read (ns=3;s=MyTemperature)

return value

Identifier MyTemperature

Namespacelndex _

Identifier MyTemperature

Figure6.11 Read the namespace of the Server

In this example, the client wants to read the Node represented by the identifier
fiMyTemperature whi ch bel ongs t o t he namespace
fiurn:MyCompany:UaServer:Modei2.
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From the point of view of thelient, theNode fiMyTemperaturé has a namespace

A

indexih @butd oesnbt yet know the corresponding
namespace tablewh i c3d.) i s A

To correctly access to the Nodbge clientmustget access to the namespace of the
server (ead namespace tab)le

The Serversend backhen a me s p a c¢ 3 whiclh cbespon to theamespace

U R lurniyCompany:UaServer:Moded2nside his namespace

Theclient cannow updatéhis namesace ind& whit the currenvaluefi 3 0

From this moment the Clietias allinformation that is needed to access the correct
nodeinside the namespace of the seyveri n 0 u rns=g;scMymgniperatui@

in XML notation.

6.6 OPC UA Subscription

The OPC UA protocol offer a mechanism calgdscriptionthat allow toan OPC
UA-Clients toget access to information and services. In particular, a Client can
request the subscription to a groupMNddeswhich are providing some important
servicesnecesary for the correct deployment of a certain application.

After the subscriptionthe Server manages all these items, meaningitimatifies to
Clients only when changesccur This mechanism is implementéd reduce the
amount of data exchanged andhdbaidth utilization.

This means that if the OPC U@lient does not receive any status change from the
server, nothing is changing inside the Classes.

To accomplish the subscription there is an entity cdeditored Item(MI) that is
created as soon asetsession is created and has the role of notify status changes that
are happening in the classes.

The subscription process starts from the Client side, by add a Monitor Item to the

subscription.
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The MI can notify only tdsregodeduohFigufe®éi2ent type
Subscribe to data changes of Variable Values (Value attribute of a Variable)
Subscribe to Events of Objects (EventNotifier attribute of an Object &

EventFilter Set)
9 Subscribe to aggregated Values, which eaéculated in clientlefined time

intervals, based on current Variable Values.

- O_m o
T~ 2\ .
L N>y
Publish Publish

Interval  Enabled
(il —

2 ) Sampling Interval D Filter mImH Queue —"— Monitoring Mode

Figure6.12: Subscription Process

Monitored Item

It is also necessary to establislsessionbetween OPC U#&erver and OPC UA
Client. To do that &ecure Channe$ established between the two entities.

Monitored Item Service Set

Subscription Service Set

Session Service 5Set

Secure Channel Service Set N

Figure6.13: Subscription process and Secure Channel
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There are other parameters tblaaracterize the Subscription:
1 Sampling interval: Its value must be defined for each MI and represent the

frequency at which the server checks the data source for changes.

1 Publishing interval (reporting): When a change is detected, the
correspondent upta is not sent immediately. This because also the
Notification Message (reporting) is sent periodically. It can happen that the
sampling interval is much smaller than the periodicity of the reporting. In this
case the server stores inside a queue all #tectlon and wait the next
reporting. The size of the queue is not fixed eegliire tobe set for each Mi
depending by the application requirements. In case the queue is full a discard

policy is applied to the oldest report in the queue.

1 KeepAlive: In case no notification changbave to be reported, the Server
send aKeepAlivenotification to the Client. In this way the Server make the
Client aware of the fact that nothing is changed in the status of the node, but
the service is up and running.

If nothing is received at the Client side that could be the possibility that the

Secure Channel is no more active.

6.7 Certification

All the OPC UA devices to be identifiable from the other devices need {balled
Application Instance Certificatassociated #h a public/private pair of keys.
- The private key is secret and is used for encrypting messages

- The public key is used to verify the trust relation and encrypt messages

A digital certificate is used for the certification of the ownership of a puldic k
Everything is managed by tl@ertificate Authority (CA) that acts as a trusted third
party. The CA is aware of the entire list of public keys and can verify the ownership

of them. The CA certificate is added to the trust list of all the applications.
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This is an essential point because allow to all applications that are signed by the CA
to communicate each other.
All the certificates are located inside @Gertificate Store
1 Trusted certificatesSelfsigned certificates of trusted OPC UA application o
CA certificates from trusted &s. In general, are used for secure connection

to a server.

1 Own certificates Application Instance certificatendprivate key

1 Issuers All the certificates that are not directly trusted. In this case they

require a chain of CA certificates.

1 Selfcertificates All the certificates that are released by the application itself.
In general, are created as soon as the application is sfargdg this first
procedure, is necessary to establish a trust connection between Client and
Server. To do that the client certificates are added to the trusted list inside the

server and vice versa.

1 Rejected certificatesAll the certificate referred tapplications that are not

able to establish trusted connection are classified as rejected.

6.8 Discovery process

The discovery is the process performed by the OP@liént for the research dhe
necessaryinformation to setup a subscription to a certainCOBA-Server that
contains one or more classesl variable$46).

A Discovery Serve(DS) contairs the list of Servers and the related information of
them. Inside this list are specified all thendpointsthat are necessarfpor the
connectiorto a certain serve©PC UA Protocol ensure that all servers have at least

one endpoint. This is essential, otherwise clients were not able to connect to it.
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Whenan OPC UAClient wans to implement a certain application, must search it
inside theDS and find all the information to establish a connection with the wanted
server.

This last procedure is done through tetEndpoints or Discovery URtervice for
gathering information from a serveXfter this procedurethe clientcanestalish a

connection with the Server.

Discovery Server

Find Servers Register Server

Get Endpoints -
OPC UA Client > OoPC UAI

Figure6.14: Subscription Process

The endpoints that are required for the correct subscription procedure are:
1 Endpoint URL Protocol and network address
1 Security Policy Naméd-or a set of security algorithms and key length
1 Message Security Mod8ecurity level for exchanged message
1

User Token Typelypes of user authentication supported by the server

The discovery process so fare described can be alothree different levels:
9 Local Discovery
9 Multicast subnet Discovery

1 Global discovery
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6.8.1Local Discovery

Is used when a Client has the knowledge that the server he is looking for, is located
on a certain host.

The standard OPC UA defines thaical Discorery Server (LDS$ervice is up and
running ondefaultport 4840.

All servers must be registered to the LDS service which also include security

configuration by adding the server certificate in the trust list of it.

6.8.2Multicast Subnet Discovery

Is used Wwen the Client hasnly a restricted knowledgehere to find the Server. In

this specific case the OPC UA foresees the use of multicast DNS (mDNS).

The mDNS is a service used in small networks or subnets like in the case of OPC UA
ecosystem. Thevorking principle is the same of the DNS but instead of sending the
request to the server DNS, it is sent in broadcast to all the devices connect to the
network by means of a multicast request. When the wanted Server setteve
requestrespond directly to the Client.

Every time we send a multicast request in the network, we increase a little by the
traffic insidethe network, but the objective of this approach is to reduce as much as
possible the complexity of networks.

The overall result is to obtaidero Configuration Network (Zeroconf). In this
approach all the devices of the netwadnfind and to talk each other without the
need of a network configuration because the multicast procedure is embedded inside
the TCP/IP protocol.

This functionality s far discussed is implemented by LSD with Multicast Extension
(LSD-ME).

It is important to notice that this procedure is not directly implemented by the OPC
UA-Clients. They simply send thieéindServerOnNetworkequest to the LSIME.

The latter sersithe multicast to all the other LSIMES to find the wanted OPC UA
Server.

All the procedure is schematized in fhigure6.15 down below.
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RegisterServer2 "
LDS-ME - OPC U#

l MulticastAnnounce

FindServersOnNetwork

OPC UA Client > LDS-ME

Figure6.15; Multicast Subnet Discovery

6.8.3Global Discovery

This approach is used when the discovery of the server is no more restricted to a
small subnet (solved through mDNS) but is referred to wide networks composed by a
huge number of Servers.

For these cases, tl@PC UA Global Discovery ServéGDS) act as a@ort of DNS
server. Is in fact responsible of the central certificate management and the
distribution of CA certificates.

To make possible thatldhe OPC UAServerswill be included in the research done

by the GDSis necessary that they asgyisteredas application to the GDS.

QueryServers Register Application

Figure6.16: Global Discovery + Client and Server are in the same Subnet

In case the GDS is not in the same subnet of the OPIdAt it is necessary to
pass through the LSME suing the previously explainedindServerOnNetwork

function.

FindServersOnNetwork
OPC UA Client > LDS-ME

®

@ I RegisterServer2

QueryServers Register Application
® - GDS - o OPC UA

Figure6.17: Global Discovery + Client and Server are into two different subnets
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6.8.4Certificate Managememnith GDS

The GDSdoes not only @ as discovery entity but plays an important role also in the
process ofcertification managementof all the OPC UAapplicationsthat are
registered This because all the applications that are regadten the GDSrequire
administrative rightsGenerally, this operation is handled by the CA, but there can be
some cases where the GDS take its place.
It canhapperthat the GDSs responsible of

- Management ddelf-signed certificates

- Generation of CA signed Application Instance Certificates

- Distribution of the CA related Certificate Revocation Lists (CRL)

The procedure of the generation of administrative rights of the application registered
inside the GDS is composed two stepshown in Figure 6.18
1) All the clients and serves are registered through DirectoryType
RegisterApplication

2) A call to CertificateDirectoryType StartSigningRequstthe creation of the
CA signed certificateln this way he private key otheentity (could be client
or server) ionly used to sign the requestd is not revealed outside.

The CA can now signand createthe public keyusing the request of the

entity.
GDS
OPC UA Client RegisterApplication DirectoryType
Admin
orC StartSigningRequest  Certificate
DirectoryType

Figure6.18: Registration of applications
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6.9 Configuration process

Now thatl have introduced all the principal concepts of the OPC UA Protocol is
possible to see more in detail the procedure for the correct setup of the service. This
procedure starts from the configuration of server and client and dswsgith the
connection between them.

6.9.1Server Configuration

The configuration at the server sidedonethrough
T An application instance certificate identifying the server installation.
1 A certificate store, including a list of trusted and rejected application instance
certificates.

1 Atleast one endpoint

OPC UA Server

[ enconil [ enoocii
R

Figure6.19: Server Configuration

6.9.2Client configuration

The configuration at thelientside is donghrough
1 An application instance certificate to identify the client application.
1 A certificate store, including a list of trusted certificates.
1 The Ist of server endpoints

OPC UA Client

Server Trust Li N\
Connection
®

Figure6.20: Client configuration
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6.9.3Connection between client and Server

A clientis looking forthe wanted service. As previously mentioned, this operation is
done using the Discovery Server that provides all the necessary tools:

1 Endponts to reach the wanted Server

1 Public key of the server

9 Certificate of the server

Get Endpoints

* Endpoint 1 SeN
* Endpoint 2 ®

Figure6.21: Exchange of data during the configuration between Client and Server

The client hasat disposathe public key of the server and its certificate. These two
elements are necessary to add the server inside thed&Cherst listat the Client

side

Oncethis operation is don¢he secure connectiocanbe establishetfom the Client

to the server.

It is important to make notice that the secure channel that is established so fare is not
bidirectional. It is only a secure channel from the Client to the Server, but on the
other side is missing the secure channel becaus@s step the Server already does
not trust on the Client.

To do that, is often required the direct intervention from an administrator that moves
the client certificate form the list of rejected to that one of trusted certifieastes

shown in Figures.22.

OPC UA Server OPC UA Server

[ensromea ] [ envoma ] [Cerspomeal] [ enapancan]
& [IF

Figure6.22: Adding the Client to the trusted list at the Server side.
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Now the procedure is completed. A bidirectional channel is established between

client and server.

> OPC UA Server

i s [ [Ceeona ]

Server Trust List
Connection List >
A Create Session Re,
* Endpoint 1 -
* Endpoint 2 o Username/Password

Activate Session

Figure6.23: Bidirectional channel established between Client and &erve

6.10MQTT Digression

The final aim of this thesis is the orchestration otlaifaaS environment, where
all the services are offered by entities that use OPC WAQ@TT as communication
protocol. So far, | describe in detail the OPC UA protocol, because my work is
focused on that. This section is dedicated to a small digression on the MQTT
protocol.

As mentioned in the introduction part of this chapter, MQTT is dnie> most
used communication protocols in an loT environment. Is a-{ogse protocol that
runs over TCP/IP and is based on a pubdishscribe mechanism.

All the entities that are defined by the MQTT protocol can be partially overlapped
with those of tk OPC UA.

The entities defined by the protocol are:

1 Publisher. Act as the OPC UA Server. Is responsible of offer a certain

service.

1 Subscriber/Client: Is the entity that is look for a certain service offered by a

certain server.

1 Broker: Can be seen as a sort of Discovery Server of the OPC UA

architecture.
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MQTT-Broker

=

Figure6.24: MQTT entities
In this case the formation model is organized in a hierarchy of topics. Each

publisher must send to the Broker all the items that it wants to distribute. The Broker
is now aware of all the topics that are offered by the Publishers and make them
available to all the clientdn this way clients can subscript to the topics they are
interested in to receive updates of their state.

When a Publisher has an update from a certain topic, notify it to the Broker.

The broker finally distributes the information with all the clientsatt are
subscribed to that specific topic.

It is evident, that the major differencatlwrespect tahe OPC UA case is that
Publishers and ClientsSubscribes d on 6t interact directly
Clients/Subscriberare not aware of the location or the configuration of Publishers
because everything is managed by an intermediate entity that is represented by the
Broker.

This is a big difference with the OPC UA protocol, where clients need to &tow

the endpoininformationof theservice they are interested in.

MQTT is also a bidirectional communication protocol. This means that Publisher
and Clients (but also Broker) are not constrained entities, and they are able to publish
data and subscribe to certain serviaeshe same timerThis possibility can happen
also with the OPC UA Protocol.
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CHAPTER 7: OPC UA IMPLEMENTATION

For the implementation of OPC UA have evaluatedmo possible solutionto
find which one is the best fony study case

These two possible implementatien of the OPC UA functionalities are
Open6254Dr the utilization ofPython Libraries.

7.10pen62541

Open62541s anopensourceC (C99) implementation dPC UAlicensed under
the Mozilla Public License v2 [217].

C99 (previously known as C9X) is an informal name for ISO/IEC 9899:1999, a
past version of the C programming language standard

This softwareimplements the OPC UA binga protocol stack as well as a client

and server SDK

7.1.1Channelestablishment between client and Server

In this paragraph is shown an experimental scenario where is established the
connectiorbetween a OPC UA Server and Client.

For the deployment of the scenarwo virtual machinesare create@nd handled
by OpenStack
As shown in Figuré/.l, the two mackmes are connected to the same mgmtNet. In
this way they can see each other.
The IP addresses of the two machines are:

- ServerA 10.15.2.53

- ClientA 10.15.2.19
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Instance

Figure7.1: OPC UA Server and ClieMMs

As applicationexample | created a Server that generates a random number every
second This service i€xposeé on a certain porthat can be defined by the uskr

this case the servicendpoint isthe ens3interface of tle Server (with IP address
10.15.2.53exposed on pof555

From the Serverside, the service can bmin through the following command:
JmyServerp addresgport_number

ImyServer

Figure7.2: OPC UA Serverandom number generation

In Figure 7.2 is reportedthe creation of the server and tgeneration of random
numbers
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Now that the service is up and runnirte client can access to that service by
accessingte server on that pors%55.
To do that | created a python scritp that ask to the user to inser ip address and port

number for the connection with the server.

It is possible to seom Figure7.3 that the application is working correctly. All the

numbers generated by the server are correctly received by the client.

Figure7.3: OPC UA Client

An additional confirmationthat everythingis working correctly can be spottéal
Figure7.4 at the Server die. After the correct establishment of the channel, we have

the following output in the bash:

Connection 4 | New connection over TCP frbfn15.2.19

Connection 4 | SecureChannell | Secure channell opened with securitiiplifypcfoundation.org

Connection 4 | Session 5¢c1176850-8c8a7687f8nf26a24a14

Figure7.4: OPC UA Server channel established message

To see whats the set oimessageshat areexchangedetween thewo entities for
setup the service, | captured the trafficthe server po555
In Figures 7.5 and 7.6 are shown lathe messages that are exchanged to properly

create the session between the Client and the Server.
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Once the session is established, the client asks to the server the data to read through a
ReadRequest

The servesendshe value through ReadResponse

Time Source Destination Proh(;\col Length Info

4 8.881855
6 8.882254
8 @.883285
9 @.ee4838
18 @.885980
11 @.886563
12 @8.808431
13 @.888962
14 ©.889938
15 8.810248
17 2.814800
18 2.814789 16.15.2.53 16.15.2.19 Opcla 148 UA Secure Conversation Message: ReadResponse
26 4.819128 16.15.2.19 18.15.2.53 Opcla 198 UA Secure Conversation Message: ReadRequest
21 4.819855 18.15.2.53 18.15.2.19 OpclUa 148 UA Secure Conversation Message: ReadResponse
23 6.824497 16.15.2.19 18.15.2.53 Opcla 198 UA Secure Conversation Message: ReadRequest
24 6.825021 10.15.2.53 10.15.2.19 OpcUa 148 UA Secure Conversation Message: ReadResponse
26 5.829336 16.15.2.19 18.15.2.53 Opcla 198 UA Secure Conversation Message: ReadRequest
27 8.829952 18.15.2.53 18.15.2.19 Opcla 148 UA Secure Conversation Message: ReadResponse
29 10.634239 16.15.2.19 18.15.2.53 Opcla 192 UA Secure Conversation Message: ReadRequest
38 18.834948 16.15.2.53 168.15.2.19 Opcla 148 UA Secure Conversation Message: ReadResponse
32 12.839227 18.15.2.19 18.15.2.53 OpclUa 198 UA Secure Conversation Message: ReadRequest
33 12.839928 18.15.2.53 18.15.2.19 Opcla 148 UA Secure Conversation Message: ReadResponse
35 14.644835 16.15.2.19 18.15.2.53 Opcla 198 UA Secure Conversation Message: ReadRequest
36 14.8445627 16.15.2.53 168.15.2.19 Opcla 148 UA Secure Conversation Message: ReadResponse
38 16.849218 18.15.2.19 18.15.2.53 Opcla 198 UA Secure Conversation Message: ReadRequest
39 16.849803 16.15.2.53 16.15.2.19 Opcla 148 UA Secure Conversation Message: ReadResponse
41 18.854101 10.15.2.19 10.15.2.53 OpcUa 198 UA Secure Conversation Message: ReadRequest

Figure7.5: Traffic captured between Client aBerver

I Hello message I

I Acknowledge message I

I OpenSecureChannel Request I

I OpenSecureChannel Response I

Client Server

I CreateSesionRequest I

ICreateSesionResgonse I

I ActivateSessionRequest I

I ActivateSessionResponse I

ReadReqguest

| ReadResponse |

Figure7.6: OPC UA Session creation

124



7.1.2Creation of a DockeContainer

The case study of this thesis requires tilathe application that are implemented
are running over a containéfor this reason, is necessary thath Client and Server
are running on a Docker container.

| createdtwo Docker imagesand uploaded thermto the Docker Hub They
contain all the necessary softwdoe the Deployment of thewvo applications.

The image of the server imade withan environment variable calletime It
represents the periodicity at which the server generates random numbers
This variablecan beset during the launching phase of the contawgng the

command:

sudo time docker rurtnet=host-rm -e lorenzobassi/opcua_server_reconfigurablg

whereX representshe periodicity in seconds that we wéntset.
After the command is launched, it requires some time bdferserver is effentely
up and running. Thiss because the server is written in C99 cdteneans thatt

mustbe compiled anduilt to generat@an executable file that is launched.

The entire operation requirasound 30 secondsefore the server is up and running.

Unfortunately this time required folaunch a container is too higimd cannot match
the low delay requirements thete requested for the scope

For this reason,l choose to not proceed with the softwadpen6254because
requirescompilingand rebuild the server every time a small chaaggpliedinside

the lines of code ahat are controlling ifand the same is for the client side).
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7.20PC UA with Python Libraries

Python libraries for themplementation of OPC UAA48], can solve some ofthe
problems that are shown byp@n6254software.lIt is a more flexible andeasier
solutionto be implementedAll the softwares written in Python scrigtthat can be
executedmmediately without the needouild an executable fileequired by the C99
solution

Al l the software needed opsuac arhtaai nfeodl lionw a |
62541 standard and can be installed using pip command. It contains some libraries
c al Iclerto , $ernved0 a mad  firhuatbe imported inside the code. This
python implementation of the OPC UA is quasi complete and has been tested against
many different OPC UA stacks.

All thesepropertiesare compliant with th@pplication | am lookindor. At the end

of the daythis second approaatepresena goodsolutionfor my scopeand | choose

to proceedn this direction.

The installation of this softwaren Ubuntuis very easy iad can be made through

these commands:

pip install opcua

In this waythe Pythonpackageopcuais installed. It contains all the functions that

are needed for the executiontbé OPC UA software.

apt install pythoropcua # Library

apt install pythoropcuatools # Commandine tools install opcua

With theselatter, are installed some Python libraries asmime command line

tools needed.

7.2.1Analysis of the traffic exchangéeétween client and server

As in the case of @en62541 haveevaluatd the trafficexchanged between client
and server for the establishn@fh the channelWith respect tdhe case of Pen6254
| implemented additional functionaligelt is possible for the OPCUA Client to ask

for subscription of a variable inside the server
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That iswhy newtypes of packetareusedin thecommunication.

In this casethe protocol used for the establishment of the secure chen®&C

UA Secure Conversation (UASCjhat uses binary encoded Messages

This protocol is useth several applications where there is the neeaptrate with
trangort protocols thabave a limited buffer size.

In this specific casethe protocol does nobperate directly over the enti@PC UA
message. Thepacket is instead segmented into multiplehunks called
MessageChuks This is an essential step becaaliéhe chunksnust not overcome
thebuffer size that is set at 8192 bytes for ThasportProtocal

The securityis achievedover the entire OPC UA message &sting over all the
single chunk®f which it is spitted.

At the receiver side, all the chunks are receieaed need to be reordered to
reconstruct the original OPC UA message.

This operation can be done thanksata@tbyte sequence that is assigned to each
MessageChunls shown in Figure 7.mhese bytes are sequence numbers used to

detectreplay attacks and possibly avoid them.

Message
% Chunk 1 Chunk 2 ‘ Chunk 3
¢hunkt
u V7 ExtensionObject Prefix
Ny Message Header (Intermediate Chunk)
Message Header (Final Chunk)
Chunk 2

. 1 Security Header

w u [l sequence Header
[TT] Message Signature

| Padding

== Signed Data

= Encrypted Data

Figure7.7 : UASC Message Structure

During the establishment of the secure chasosle messages are exchahd@»own
below | briefly describehe most importarfields inside them(the full description of

the content of the packets can be found4#.
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- Hello message
0 ReceiveBufferSizeThe largesMessageChunthat the sender can
receive.
o SendBufferS& The largesMessageChunthat the sender will send.
0 MaxMessageSiz&he maximum size for any resporidessage
0 MaxChunkCount The maximum number of chunks in any
respmseMessage
o EndpointUrt The URL of theEndpointwhich theClientwished to
connecto. The encoded value shall be less than 4096 bytes.
- Acknowledgemessage
0 ReceiveBufferSize:
o SendBufferSize:
o MaxMessageSize:
0 MaxChunkCount:

The conversatioffor the creation of the secure channel betwibentwo entitiecan

be made starting eith&nom clientor servelby creating a ransportConnection

UASC uses TCP/IP protocol for the communication between client and ,server
becauseanguarantee futduplex communication between the two entit®socket

of the TCP/IRcan be seen aslaansportConnectiom this newparadigm.

- If the client starts theTransportConnectionthe first message that is
exchangeds a Hello messagésent by the client itselfiised to specify the
maximum buffer size handled by tidient.

The serverespondsvith anAcknowledgdvViessagéo start the negotiatiofor

the buffer size.

At the end of the negotiatipthe SendBufferSizield specifies the size of the
MessageChunkhat will be used during the communication between client
and server.

At the end of the negotiatiothe clientsends @penSecureChannelRequest
In case the seer accepts it, a new channelelated to the

TransportConnection is created witlsacureChannel
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Secure

Cllent Channel

Transport
Connection

Transport  Secure

Connection  Channel
Open Connection

Hello

Acknowledge

Open Secure Channel Request

Open Secure Channel Response

Create Session

Figure7.8: Initiation of theTransportConedion by the Client

Server

- If the server starts thprocedureof the creation of th&ransportConnection

the only differencewith respect tothe previous casesithe first message

exchanged. In this cagheserver sends ReverseHelldo the client

When theTransportConnectiois accepted by the client,iéespondswith an

Hello messageAt this point, the situation is thesame described in the

previous caseThe negotiation procedure will stddllowing the same steps

described before.

Client gﬁt::; el Transport Transport  Secure
annel  Connection _ Connection ~ Channel
Open Connection
Reverse Hello
Hello
Acknowledge
Open Secure Channel Request
Open Secure Channel Response
Create Session
Figure7.9: Initiation of theTransportConncetioby the Server
4 0.001024 10.15.2.88 10.15.2.231 OpcUa 124 Hello message
6 ©.002215 10.15.2.231 16.15.2.88 OpcUa 94 Acknowledge message
8 ©.003296 10.15.2.88 10.15.2.231 OpcUa 198 OpenSecureChannel message: OpenSecureChannelRequest
9 0.004597 10.15.2.231 10.15.2.88 OpcUa 201 OpenSecureChannel message: OpenSecureChannelResponse
10 6.005868 10.15.2.88 10.15.2.231 Opcua 337 UA Secure Conversation Message: CreatesessionRequest
11 ©.0807295 10.15.2.231 10.15.2.88 OpcUa 613 UA Secure Conversation Message: CreateSessionResponse
12 6.008910 10.15.2.88 16.15.2.231 Opcua 222 UA Secure Conversation Message: ActivateSessionRequest
13 ©.009700 10.15.2.231 10.15.2.88 Opcua 162 UA Secure Conversation Message: ActivateSessionResponse

Server

Figure7.10: Capture of the traffic related to creation of the secthiennel.
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In Figure 710 are reported thpacketexchangedetween client and server for the

procedure of thereationof the secure channel.

Theway the two entities are interacting each otlzar loe seen asVdebSocket.

A WebSocket is a protocol that is used in case is needed-daebiional
communication between two entities like in the case of OPC UA.

The procedure for the setup of the web socket is represented in Figliesd.4tats
with a HTTP GET request

Client Server
T T
| |
L Create Socket » L
TLS Upgrade Request: » RFC 5246
—|-—< ——————————— TLS Upgrade Response- — — — — — — — — — — = T
| |
HTTP Upgrade Request p—
} RFC 6455
== HTTP Upgrade Response — — — — — — — — — —

< —————=- OPC UA Connection Protocol Acknowledge— — — — — — Inside
OPCUA RFC 6455
———OPC UA Secure Conversation Open Secure Channel Request—» Frames

T<_ —OPC UA Secure Conversation Open Secure Channel Reponse — — ——

Figure7.11: Steps for the creation of a WebSocket

At this point the secure channel isreated Server and Client know how to send
messagesach other
Now that the channel is creatdte otheifunctionalties can be implemented.

In casethe clientrequiresthe subscription to a viable inside the serveother types

of messages are exchanged.

First, the client is not aware how to reach the variatdede the server. This means
that itmustdiscoverthe Reference of that specific node tthegt client is interested in
the subscriptionTo do that, the Client uses theowseserviceto navigate inside the

AddressSpacef the serveiand find referencesf that nodelIn general,are called
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fibrowse path and are composed lay startingNodeand aRelativePath The Node
identify theNodeitself from which theRelativePaths referred to.

This operations achieved through BrowserRequedrowserResponse

After that the client has discovered the reference of the naae
TranslateBrowsePathsToNodeldssent to the server for the translation of the paths

previously mentioned in the correspondéatelds

Now the clientis aware of all the information needed to reach and identify in a
unique way the variable inside tiNameSpacef the server that it is interested to
read. The client requests the subscription to that variable through a

CreateSubscriptionRpiestCreateSubsriptionResponse

After the subscription, aMonitoreditemis needed toupdate changesf the
variableas described iBection6.6 by means oNotifications
EachMonitoredltemsendsa Notification by looking at theSubscriptiongo a certain
variable. A Notification is createdat every occurrence of data changes or event
which involve the subscribed variable.

All  Notifications are not sent immediately but are packaged into
NotificationMessageshat are sent periodically to the aiit following a specific

Publishing interval

In Figure 7.2 arereportedall the stepshatare involved in the subscription.

Thereare four parameter that charactegzehMonitoredltem[50]:

- Monitoring Mode
This parameter is used for thetivation and deactivation of a sampling or the

reporting of Notifications.
- Filter

It is a criterion that isapplied to each sample generated by the server and

evaluate if in necessary to generate the Notification related to it.
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- Sampling Interval

This periodis referred to the fastest rate at which the sesaenplesall the

data changes of the items of the suription.

This parameters established by the client as soon asNtomitoredltemis

createdIn case isset to a negative numbaet refers to thedefault value that

is defined during theastantiation.

It is important to notice thadloes notrepresat the maximumthresholdat

which the serverc a n

sampl e

t he dat a. | t def i

sample the datdt is possible that theerver could go beyond that threshold

and sample at a fastaate butwould be useless with the typéitem that the

server is managing.

A sample rate equal toif used in two situations:

0 In case the client is interested only in the subscription of events

0 The clientneeds the fastest sampling rate that the Server catehand

There can be the possibility thée client requests a sampling rate that is not

supported In this case the servassigns the most appropriate interval that

can met the request of the client.

All the mechanism explained so far is referred sampling model

There can béhe possibility to defineraexceptioAdbased modelin this cae

there is not a definition ad samplinginterval,and he server simply reports

all data changes.

Reporting may Reporting for the
be enabled or monitored item

disabled for the
subscription.

/

<«—"~—| Subscription

Queue attributes describe the / \

queueing of notifications to a
subscription

The monitoring mode defines whether sampling Sampling for the
and reporting of notifications is enabled or disabled monitored item

~IM<<FH

Monitored Item

<

~

Attribute Q
N The sampling interval

~{IMM<{

Monitored ltem

[«

Variable — defines the cyclic rate

f

Monitored Item

)

used by the server to
Node Q

Filters are used to select
samples or events to report

sample the real item.

A monitored item may monitor an attribute,
a value, or a node providing events

Figure7.12: Monitored Item block diagram
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- Queue parameters
After that a sample has passed the criteria previously descabledification
is generatedAll the notificatiors that are generated in the sampling interval
are stored inside a queweaiting the end of the sampling interval.
The queue size is determined at ttreation of theMonitoredltem also
including the FIFO or LIFOdiscad policy to be applied in case of queue
saturation.

This mechanism is schematized in Figure3r.1

Sampling  Sampling Sampling  Sampling Sampling Sampling

Value 1 2 3 4 5 6
Node1 | | | | | | Time axis
1 | T 1 1 1 >

Monitored Item 1 1 ?
1]

NodeToMonitor = Node 1
DiscardOldest = TRUE

QueueSize =4

<4

= [Mo]eo]
[=>]eols]
N (WA
[@]~]o]o]

Overflow
bit set
/

NodeToMonitor = Node 1
DiscardOldest=FALSE [ |

QueueSize =4

Monitored Item 2 T Z
1

[TT]
|
(ERE]
EREE]
YRR
\

Change of queue content

Figure7.13: Handling of the queue saturation

Now that the subscription procedurg finally completed, client and server can
exchange packets containimglues of the variablsubscribed by the client.

The clientsendsa PublishRequedtib the serverWhen the server wilteceive it,is
allowed to transit aPubishResponsdor the notification of an event over the
subscribed variable.The PublishResponseis not immediate As previously
mentioned, lte instant of transmission depends on several factorghiék®ampling
interval or the ingant at which there is a change in the stafube variable.

This procedureallows to achieve th best performancein terms bardwidth

consumption.
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In case the Client does not requasy subscriptionvariables are reported with a
polling method. This means certain variable is reported cyclicallysing
ReadRequeffteadRespongie in thecase of Open62541.

This caseis shown in Figure 74, where alle thdReadRequedteadRespons&arts

to be exchaged starting from packetl3evenif there are no changes in the variable
andwith a veryhigh periodicity.

4 9.001312 10.15.2.88 10.15.2.231 OpcUa 124 Hello message

6 0.003132 10.15.2.231 10.15.2.88 OpcUa 94 Acknowledge message

8 0.004256 10.15.2.88 10.15.2.231 OpcUa 198 OpenSecureChannel message: OpenSecureChannelRequest

9 0.006401 10.15.2.231 10.15.2.88 OpcUa 201 OpenSecureChannel message: OpenSecureChannelResponse

10 ©.008244 10.15.2.88 10.15.2.231 OpcUa 337 UA Secure Conversation Message: CreateSessionRequest

11 ©.010421 10.15.2.231 10.15.2.88 OpcUa 613 UA Secure Conversation Message: CreateSessionResponse

12 9.012738 10.15.2.88 10.15.2.231 OpcUa 222 UA Secure Conversation Message: ActivateSessionRequest

13 0.013386 10.15.2.231 10.15.2.88 OpcUa 162 UA Secure Conversation Message: ActivateSessionResponse

14 0.015171 10.15.2.88 10.15.2.231 OpcUa 172 UA Secure Conversation Message: BrowseRequest

15 0.016433 10.15.2.231 10.15.2.88 OpcUa 187 UA Secure Conversation Message: BrowseResponse

16 ©.018172 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message: ReadRequest

17 ©.019091 10.15.2.231 10.15.2.88 OpcUa 271 UA Secure Conversation Message: ReadResponse

18 ©.020883 10.15.2.88 10.15.2.231 OpcUa 193 UA Secure Conversation Message: TranslateBrowsePathsToNodeIdsRequest

19 ©.021932 10.15.2.231 10.15.2.88 OpcUa 145 UA Secure Conversation Message: TranslateBrowsePathsToNodeIdsResponse

20 0.023523 10.15.2.88 10.15.2.231 OpcUa 173 UA Secure Conversation Message: TranslateBrowsePathsToNodeIdsRequest

21 9.024438 10.15.2.231 10.15.2.88 OpcUa 145 UA Secure Conversation Message: TranslateBrowsePathsToNodeIdsResponse

22 9.025785 10.15.2.88 10.15.2.231 OpcUa 150 UA Secure Conversation Message: CreateSubscriptionRequest

23 0.026725 10.15.2.231 10.15.2.88 OpcUa 138 UA Secure Conversation Message: CreateSubscriptionResponse

24 9.028176 10.15.2.88 10.15.2.231 OpcUa 132 UA Secure Conversation Message: PublishRequest

25 0.028529 10.15.2.88 10.15.2.231 OpcUa 132 UA Secure Conversation Message: PublishRequest

27 8.029896 10.15.2.88 10.15.2.231 OpcUa 185 UA Secure Conversation Message: CreateMonitoredItemsRequest

28 9.031655 10.15.2.231 10.15.2.88 OpcUa 149 UA Secure Conversation Message: CreateMonitoredItemsResponse
10.15.2.88 10.15.2.231 OpcUa 172 UA Secure Conversation Message: BrowseRequest

31 9.136887 10.15.2.231 10.15.2.88 Opcla 621 UA Secure Conversation Messageg

33 0.140827 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message fll ReadRequest

34 9.142245 10.15.2.231 10.15.2.88 OpcUa 145 UA Secure Conversation Message ll ReadResponse

35 0.143928 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message fll ReadRequest

36 0.144986 10.15.2.231 10.15.2.88 OpcUa 145 UA Secure Conversation Message | ReadResponse

37 0.146482 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message ll ReadRequest

38 ©.148199 10.15.2.231 10.15.2.88 OpcUa 145 UA Secure Conversation Message |l ReadResponse

39 @9.149802 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message ll ReadRequest

49 9.151045 10.15.2.231 10.15.2.88 OpcUa 147 UA Secure Conversation Message ll ReadResponse

41 8.152553 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message ll ReadRequest

42 9.153667 10.15.2.231 10.15.2.88 OpcUa 147 UA Secure Conversation Message llReadResponse

43 9.155110 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message ll ReadRequest

44 9.156416 10.15.2.231 10.15.2.88 OpcUa 147 UA Secure Conversation Message llReadResponse

45 9.158116 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message i ReadRequest

46 0.158751 10.15.2.231 10.15.2.88 OpcUa 148 UA Secure Conversation Message | ReadResponse

47 9.160292 10.15.2.88 10.15.2.231 OpcUa 165 UA Secure Conversation Message ll ReadRequest

4§ gliigai7 10.15.2.231 10.15.2.88 OpcUa 148 UA Secure Conversation Message R n

Figure7.14 : Traffic before the creation of tteubscription

After completing thesubscription things are improves a lot in termshahdwidth
consumptionIn case a certain variabthat the client is subscribed in, is changing
slowly, there is a big reductiahe packet exchangedhere is no more the need of
cyclically send and receivReadRequeffiteadResponsdll the variables that are
included in the subscription are included in the same
PublishRequeffublishRespongeacket.

This means that in case of subscription to multiple variables, the saving in terms of
bandwidth is bigger, because all the notification changes are grouped irssngdgea

PublishReque#fublishResponse
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This mechanisntan beverified in different traffc capturesreportedfrom Figures
7.15to 7.18. The first columrnrepresentshetime passed since the capture is started.
It is possible to see thaby increasing the Sampling interval, also the

PublishReque#PublishResponsgeriodicity increases.

251 0.420645 10.15.2.88 10.15.2.231 Opcua 1894 UA Secure Conversation Message: CreateMonitoredItemsRequest
252 0 4317205 10.15.2.231 10.15.2.88 OpcUa 149 UA Secure Conversation Message: i emsResponse
255 1.025083 10.15.2.231 10.15.2.88 OpcUa 208 UA Secure Conversation Message:§PublishResponse

257 1.027548 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:§PublishRequest

259 2.028015 10.15.2.231: 10.15.2.88 OpcUa 190 UA Secure Conversation Message:§PublishResponse

260 2.030553 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:§PublishRequest

262 3.030400 10.15.2.231 10.15.2.88 OpcUa 190 UA Secure Conversation Message:§PublishResponse

263 3.032567 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:l§PublishRequest

265 4.032752 10.15.2.231 10.15.2.88 OpcUa 190 UA Secure Conversation Message:§PublishResponse

266 4.035162 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:§PublishRequest

268 6.036893 10.15.2.231 10.15.2.88 OpcUa 190 UA Secure Conversation Message:§PublishResponse

269 6.039363 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:§PublishRequest

271 7.039598 10.15.2.231 10.15.2.88 OpcUa 190 UA Secure Conversation Message:.PublishResgonse

Figure7.15: (Servempublicationtime = 1s) (Sampling interval &)

251 0.393030 10.15.2.88 10.15.2.231 OpcuUa 1894 UA Secure Conversation Message: CreateMonitoredItemsRequest
10.15.2.231 10.15.2.88 OpcUa 149 UA Secure Conversation Message: CreateMonitoredItemsResponse
10.15.2.231 10.15.2.88 OpcUa 262 UA Secure Conversation Message:fPublishResponse
10.15.2.88 10.15.2.231 Opcua 140 UA Secure Conversation Message:fPublishRequest
10.15.2.231 10.15.2.88 Opcua 262 UA Secure Conversation Message:@PublishResponse
10.15.2.88 10.15.2.231 Opcua 140 UA Secure Conversation Message:fPublishRequest
10.15.2.231 10.15.2.88 OpcuUa 226 UA Secure Conversation Message:f@lPublishResponse
10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:[@PublishRequest

109.35:2.23% 10.15.2.88 OpcuUa 262 UA Secure Conversation Message:f@lPublishResponse

Figure7.16: (Servempublicationtime = 1s) (Sampling interval 59)

251 0.405911 10.15.2.88 10.15.2.231 Opcua 1894 UA Secure Conversation Message: CreateMonitoredItemsRequest
253 0.414003 10.15.2.231 10.15.2.88 Opcua 149 UA Secure Conversation Message: CreateMonitoredItemsResponse
. 6 10.15.2.231 10.15.2.88 Opcua 352 UA Secure Conversation Message: P
257 10.034761 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:§PublishRequest
259 20.034336 10.15.2.231 10.15.2.88 OpcUa 316 UA Secure Conversation Message:@PublishResponse
260 20.037786 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:lPublishRequest
262 30.037708 10.15.2.231 10.15.2.88 OpcUa 280 UA Secure Conversation Message:f§PublishResponse
263 30.040737 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:fPublishRequest
265 40.041242 10.15.2.231 10.15.2.88 OpcUa 334 UA Secure Conversation Message:flPublishResponse

Figure7.17 : (Servemublicationtime = 1s) (Sampling interval‘

251 0.414081 10.15.2.88 10.15.2.231 Opcua 1894 UA Secure Conversation Message: CreateMonitoredItemsRequest
253 0.427329 10.15.2.231 10.15.2.88 Opcua 149 UA Secure Conversation Message: CreateMonitoredItemsResponse
255 2.026793 10.15.2.231 10.15.2.88 OpcuUa 190 UA Secure Conversation Message:@PublishResponse
257 2.028738 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:@PublishRequest
259 8.031375 10.15.2.231 10.15.2.88 Opcua 190 UA Secure Conversation Message:flPublishResponse
260 8.035225 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:@#PublishRequest
262 18.038166 10.15.2.231 10.15.2.88 OpcUa 190 UA Secure Conversation Message:@iPublishResponse
263 18.043422 10.15.2.88 10.15.2.231 OpcUa 140 UA Secure Conversation Message:@#PublishRequest
265 28.044850 10.15.2.231 10.15.2.88 OpcUa 190 UA Secure Conversation Message:@PublishResponse
266 28.047925 10.15.2.88 10.15.2.231 Opcua 140 UA Secure Conversation Message:fPublishRequest
268 38.052045 10.15.2.231 10.15.2.88 Opcua 190 UA Secure Conversation Message:fPublishResponse

Figure7.18: (Servemublicationtime = 10s) (Sampling interval = 2s)
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Just to make a roigestimationl also reporthe amount of data savedmparingthe
cases shown iRigure7.14 andFigure7.17.
Figure 7.1

ReadRequeffteadResponsare exchanged with an approximate peiddy of

represents the case before the subscription where

0.0027 second#\ ReadRequesdtas a size 0165 bytes, while &#eadResponsanly
145 bytesConsidering a period of 0.05 secontig total amount of data exchanged
usingthese two types of packets6708bytes.

In this case if we consid&0 secondsn approximate data flow between client and

server is around@34160 bytes

Figure 7.7 instead, is the case ofilsscription and thélonitoredltem procedure

already completed with a Sampling interval equal to 10 seconds.

Time Source

*REF* 10.15.2.231
9.003945 10.15.2.88
10.003520 10.15.2.231
10,006970 10,15.2.88

Destination Protocol  Info Cumulative bytes  Rel time Delta time

10.15.2.88 OpcUa UA Secure Conversation Message: PublishResponse 352 *REF* *REF*

10.15.2.231 OpcUa UA Secure Conversation Message: PublishRequest 558 ©.003945 ©9.003252
10.15.2.88 OpcUa UA Secure Conversation Message: PublishResponse 240
10.15,2,231 OpcUa UA Secure conversation Message: PublishRequest 1080
10.15.2.88 OpcUa UA Secure Conversation Message: PublishResponse 1426
10.15.2.231 OpcUa UA Secure Conversation Message: PublishRequest 1566

16.003520
10, 006970

9.958733
0,003450
20,006892
20.009921

10.15.2.231
10.15.2.88

20, 006892
20.009921

9,999886
0.003029

Figure7.19: Data saving with (Server publication time = 1s) (Sampling interval = 10s)

In this case the amount of data exchanigetl0 secondss 1566 bytegas show in

Figure 7.8). Thisrapresenain improvement of almost 98% of the previuos case.

No subscription

Pubblication time = 1s

Subscription

Pubblication time = 1s

Sampling interval = 1s

Subscription

Pubblication time = 1s

Sampling interval = 5s

Subscription

Pubblication time = 1s
Sampling interval = 10s

134160 bytes

8194 bytes

2304 bytes

1566 bytes

Table3: Traffic referred to a Servgublicationtime = 1s

In Table3 are reported all the different traffsize in different onditions

In Figure 720 is reported the trend of the traffic size. As previously mentioned, by

increasing the Sampling interval, the trafBize decreases because all tieaw

changes of a variable are groued reportedhside a single packet.

136



160000

140000
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=—a—Traffic packets between client and server

Figure7.20: Traffic packets between client and server
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7.3Code OPC UA Client and Server

In this section how a simpleexamplewith a brief explanationof the Python code
used for the interaction betweean OPC UA Client and Server including the

possibility of subscription.

7.3.1Python code OPC UA Server

OPC UA Server script

import  uuid

from threading import Thread
import copy

import logging

from datetime import datetime
import time

from math import sin

import sys

import random

from opcua.ua import Nodeld, NodeldType

sys.path.insert(0, "

try:
from IPython import embed
except ImportError:
import code
def embed():
myvars = globals()
myvars.update(locals())
shell = code.InteractiveConsole(myvars)

shell.interact()

from opcua import ua, uamethod, Server

class SubHandler(object):

def datachange_notification(sel f, node, val, data):

print("Python: Newdata change event', node, val)
# method to be exposed through server
def func(parent, variant):

ret = False

if variant.Value %2 == 0:
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ret = True

return [ua.Variant(ret, ua.VariantType.B oolean)]

@uamethod
def multiply(parent, X, Y):
print("multiply method call with parameters: ", X, )

return X * vy

class VarUpdater(Thread):

def __init__(self, var):
Thread.__init__(self)
self._stopev = False
selfvar = var

def stop(self):
self._stopev = True

def run(self):
while not self._stopev:
v = sin(time.time() / 10)
self.var.set_value(v)
time.sleep(0.1)

if __name__ =="_ main__":
# optional:  setup logging
logging.basicConfig(level=logging. WARN)
# now setup our server

server = Server()

hostname = str(sys.argv[1])
port = str(sys.argv[2])

domain = "opc.tcp://"
ddd = ™"
final_address =~ = (domain+hostname-+ddd-+port)

server.set_endpoint(final_address)

server.set_server_name("FreeOpcUa Example Server")

server.set_security_policy([
ua.SecurityPolicyType.NoSecurity,
ua.SecurityPolicyType.Basic256Sha256_SignAndEncrypt,
ua.SecurityPolicy Type.Basic256Sha256_Sign])

# setup our own namespace
uri = str(sys.argv[4])

idx = server.re gister_namespace(uri)
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# create a new node type we can instantiate in our address space
dev = server.nodes.base_object_type.add_object_type(idx, "MyDevice")
dev.add_variable(idx, "sensorl", 1.0).set_modelling_rule(True)
dev.add_property(idx , "device_id", "0340").set_modelling_rule(True)

ctrl = dev.add_object(idx, "controller")

ctrl.set_modelling_rule(True)

ctrl.add_property(idx, "state", "Idle").set_modelling_rule(True)

# populating our address space

# First a folder to organise our nodes

myfolder = server.nodes.objects.add_folder(idx, "myEmptyFolder")

# instanciate  one instance of our device

mydevice = server.nodes.objects.add_object(idx, "Device0001", dev)

mydevice_var = mydevice.get_child(["{}:controller".format(idx), "{}:state".format(idx)])

# get proxy to our device state variable

# create directly some objects and variables
#Definition of the new object
obj = str(sys.argv[5])

myobj = server.nodes.objects.add_object(idx, obj)

#Definition of sensors

sensorel = str(sys.argv[6])

sensore2 = str(sys.argv[7])

myvar = myobj.add_variable(idx, sensorel, 6.7)

mysin = myobj.add_variable(idx, sensore2, 0, ua.Var iantType.Float)

myvar.set_writable() # Set MyVariable to be writable by clients

mystringvar = myobj.add_variable(idx, "MyStringVariable", "Really nice string")

mystringvar.set_writable() # Set MyVariable to be writable by clients

myguidvar = myobj.add_variable(Nodeld(uuid.UUID('1be5ba38 - d004- 46bd- aa3a-
b5b87940c698"), idx, NodeldType.Guid),

‘MyStringVariableWithGUID', ‘Nodeld type is guid’)

mydtvar = myobj.add_variable(idx, "MyDateTimeVar", datetime. utcnow())

mydtvar.set_writable() # Set MyVariable to be writable by clients

myarrayvar = myobj.add_variable(idx, "myarrayvar", [6.7, 7.9])

myarrayvar = myobj.add_variable(idx, "myStronglytTypedVariable", ua.Variant([], ua.Varian
tType.UInt32) )

myprop = myobj.add_property(idx, "myproperty”, "l ama property")

mymethod = myobj.add_method(idx, = "mymethod"”, func, [ua.VariantType.Int64], [ua.VariantTyp
e.Boolean])

multiply_node = myobj.add_method(idx,  "multiply", multiply, [ua.VariantType .Int64, ua.Var
iantType.Int64], [ua.VariantType.Int64])

# import some nodes from xml

server.import_xml("custom_nodes.xml")
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myevgen = server.get_event_generator()

myevgen.event.Severity = 300

# starting!
server.start()
print("Available loggers are: ", logging.Logger.manager.loggerDict.keys())
vup = VarUpdater(mysin) # just a stupide class update a variable
vup.start()
try:

var = myarrayvar.get_value()

copy.copy (var)
var.append(9.3)

var

myarrayvar.set_value(var)
mydevice_var.set_value("Running")
myevgen.trigger(message="This is BaseEvent")

server.set_attribute_value(myvar.nodeid, ua.DataValue(9.9))

sleep = int(sys.argv[3])

while 15 == 15:
temp = random.randint(1,10)
server.set_attribute_value(myvar.nodeid, ua.DataValue(temp))
print("Nuovo  valore myvar : ", temp )

time.sleep(sleep)

embed()
finally:
vup.stop()

server.stop()

The script of the Serveequires paramters to be executed:

- Theip addreswhere the server is executed

‘ hostname = str(sys.argv[1]) ‘

Theport where the service is exposed

‘ port = str(sys.argv|[2]) ‘

Theperiodicitybetween a publication and the following ones

Theuri to be set in the namespace containing the variables of the server.

uri = str(sys.argv[4])

idx = server.register_namespace(uri)
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- The name of the object which contathe variables.

obj = str(sys.argv[5])

- The names of the variables.

This script is capable of the creation of an object with two variables inside the

namespace of the Server.

# create directly  some objects and variables
#Definition of the new object

myobj = server .nodes.objects.add_object(idx, obj)

#Definition of sensors

myvar = myobj.add_variable(idx, sensorl, 6.7)

myvar.set_writable() # Set MyVariable to be writable by clients

After that the server can be started:

# now setup our server

server = Server()

As example the variableensorlisadded i nsi de the object of
(referenced through the variabigyva). Is alsoinitialized at aninitial value 6.7 and

set as writable by the user

myvar = myobj.add_variable(idx, sensor el, 6.7)

myvar.set_writable()

Then a random number is generated and associated to that vasidlbieférenced

throughmyvai) usinganinfinite loop while.

while 15 == 15:

temp = random.randint(1,10)

server.set_attribute_value(myvar.nodeid, ua.DataValue(temp))
print("Nuovo  valore myvar : ", temp )
time.sleep( )

The periodicity of publication is respected through the paramétepdefined by

the user.
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Inside the server is also defined a methaliedmultiply that can bexccessed by the
client using command line. This method takes in input two variavldsgives back

their product.

@uamethod
def multiply(parent, X, Y):
print("multiply method call with parameters: ", X, V)

return X * vy

As example,lieserver can be executed using the command:

python3 serveexample.py 0.0.0.0 4840 1 http://examples.freeopcua.github.io objectl sensorl sensor2

In this case the parameters are:

- hostname = 0.0.0.0
Using 0.0.0.0 we arexecuting the server in all the addresses available.

- port = 4840
- uri = http://examples.freeopcua.github.io
- o0bj = objectl

7.3.2Python code OPC UA Clin

OPC UA Client script

import sys
sys.path.insert(0, "..")
import logging

import time

try:

from IPython import embed
except ImportError:

import code

def embed():
vars = globals()
vars.update(locals())
shell = code.InteractiveConsole(vars)
shell.interact()
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from opcua import Client
from opcua import ua

class SubHandler(object):

def datachange_notification(self, node, val, data):
print("Python: myvar is: ", val)

def e vent_notification(self, event):
print("Python: New event", event)

if _name__ ==" main__"
logging.basicConfig(level=logging. WARN)

hostname = str(sys.argv[1])

port = str(sys.argv[2])

domain = "opc.tcp://"

ddd =""

final_address = (domain+hostname-+ddd+port)

client = Client(final_address)

try:
client.connect()
client.load_type_definitions() # load definition of server specific
structures/extens  ion objects

# Client has a few methods to get proxy to UA nodes that should always be in address
space such as Root or Objects

print(" ")
root = client.get_root_node()
print("Root node is: ", root)

objects = client.get_objects_node()
print("Objects node is: ", objects)
print(" ")

# gettting our namespace idx
uri = str(sys.argv[4])
idx = client.get_namespace_index(uri)

# Now getting a variable node using its browse path

print(" ")
print("Informazioni variabile myvar")
myvar = root.get_child(["0:Objects", " {}:objectl".format(idx),

"{}:sensor1".format(idx)])
obj = root.get_child(["0:Objects", "{}:object1".format(idx)])
print("myvar is: ", myvar)

print(" ")

# subscribing to a variable node

handler = SubHandler()

tempo_aggiornamento = 1000 * int(sys.argv[3])

sub = client.create_subscription(tempo_aggiornamento, handler)
handle = sub.subscribe_data_change(myvar)

time.sleep(0.1)

# we can also subscribe to events from server
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sub.subscribe_events()

# calling a method on server
print("
res2 = obj.call_method("{}:multiply".format(idx), 3, 2)
print("method result is: ", res2)

print(" ")

embed()
finally:
client.disconnect()

The script of theClientrequires4 paramters to be executed:

Theip addreswhere the server is executed

‘ hostname = str(sys.argv[1]) ‘

Theport where the service is exposed

‘ port = str(sys.argv[2]) ‘

Thesampling rateat which the data is reported to the client.

Theuriof t he serverds namespace where

uri = str(sys.argv[4])

idx = client.get_namespace_index(uri)

This piece of softwarallows the connectioto the Server identified by the endpoint

informationpassed as parameters.

Once the user set the addressand theport of the serverthe connection can be

established:

try:

client.connect()

Through the variablenyvaris referenced the variabkensorlcontained inside

the objecbbjectli nsi de t he serverds namespace:

myvar = root.get_child(["0:Objects", "{}:objectl".format(idx), "{}:sensorl".format(idx)])
obj = root.get_child(["0:Objects", "{}:object1".format(idx)])
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Now the subscription to that variable can be requested specifyingathe

# subscribing to a variable node
handler = SubHandler()

sub = client.create_subscription(tempo_aggiornamento, handler)
handle = sub.subscribe_data_change(myvar)
time.sleep(0.1)

The subscription in controlled by the functiatatachange notificationthat
publish the value of the variable (or the list of values that are published during the

sampling intervat

def datachange_notification(self, node, val, data):
print("Python  : myvar is: ", val)

Is also set theubscription to all the events of the server:

# we can also subscribe to events from server
sub.subscribe_events()

Finally, two numbers are passed to thethodmultiply defined by the server:

# calling a method on server
print(" ")
res2 = obj.call_method("{}:multiply".format(idx), 3, 2)
print("method result is: ", res2)
print(" ")
As result the server respondgh the result of their product

In Tables 4 and 5 are reported all thepoitoash of the Server and the Clidhis
possible to see that all the values published by the server are correctly reported by to

the client.

OPCUA Server

ubuntu@lorenzerm:~/ $ python3 serveexample.py 0.0.0.0 4840http://examples.freeopcua.github.io objectl sensorl sensor2

WARNING:opcua.server.server:Endpoints other than open requested but private key and certificate are not set.

WARNING:opcua.server.binary_server_asyncio:Listening on 0.0.0.0:4840
Nuovo valore myvar 9

Nuovo valore myvar : 5

multiply method call with parameters: 3 2

Nuovo valore myvar : 3

Nuovo valore myvar: 5
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Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valoremyvar :
Nuovo valore myvar : 2
Nuovo valore myvar : 8

Nuovo valore myvar: 5

-]
Table4: OPC UA Server bash

OPC UA Client

ubuntu@opaia-serverl-mgmtvmO:~/$ python3 clierpython.py 10.15.2.231 4840http://examples.freeopcua.github.io
Root node is: i=84

Objects node is: i=85

Informazioni variabile myvar

myvar is: ns=2;i=13

method result is: 6

Python 3.6.9 (default, Jan 26 2021, 15:33:00)
>>> Python: myvar is: 5
Python: myvar is: 3
Python: myvar is: 5
Python: myvar is: 4
Python: myvar is:
Python: myvar is:
Python: myvar is:
Python: myvar is: 5
Python: myvar is: 2
Python: myvar is: 8

-]
Table5: OPC UA Client bash
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Server (Publish interval = 1s) Client (Sampling interval = 1s)

Nuovo valore myvar :

Nuovo valore myvar : >>> Python: myvar is: 5
Nuovo valore myvar : Python: myvar is: 3
Nuovo valore myvar : Python: myvar is: 5
Nuovo valoremyvar : Python myvar is: 4
Nuovo valore myvar : Python: myvar is:
Nuovo valore myvar : Python: myvar is:
Nuovo valore myvar : Python: myvar is:
Nuovo valore myvar : Python: myvar is:
Nuovo valore myvar : Python: myvar is:
Nuovo valore myvar : Python: myvar is:

Nuovo valore myvar :

Table6: ClientServer communication with sampling intervals

Table 6 reports theside by side the output of Tables 4 andThese results are
referred to a caseereserver and client are set respectiveiyh the sameoublish
interval and sampling intervalto 1 secondIn this case the client is continuously
updated at every publication of the server.

In case tk sampling interval is set to 5 seconds (as reported in @blal the

publication of the server in thperiodare groupednd reported in arsgle message.

Server (Pubblish interval = 1s) Client (Sampling interval = 5s)

Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :

Nuovo valore myvar :

Nuovo valore myvar :
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Nuovo valore myvar :

Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :

Nuovo valore myvar :

Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :

Nuovo valore myvar :

Nuovovalore myvar :
Nuovo valore myvar :
Nuovo valore myvar :

Nuovo valore myvar :

Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :
Nuovo valore myvar :

Nuovo valore myvar :

Nuovo valore myvar :

Table7: ClientServer communication with sampling intervabs

It is important to noticdrom Table7 that even if the server publication time is 1s
and t hesangpleiineenval 8 & secondsot all the publication grouped are
conposed by 5 sampldhighlighted ingreer). There are some cas@sghlighted in
red) where the samples reposted are only 4. This is becauseedzonsiderthe

network in betweethe two entitiesThere can be some packets lost that need to be
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retransmittedor maybe some packets follodifferent routeswhich translatesn
different RTTs.

7.40PC-UA GUI

There & also the possibility to usegraphical user interfac€his GUI is available
for client ancthere is also Modelerversion that allow t@reatea customnamespace
without the need tavrite python codelt can be installed on Windows or Linwtere

| report how to instélanduse the GUI only in Linux OS.

7.4.1Client GUI

Is written usingfreeopcuapythonapi andpyqt[51]. This GUI canimplement the
most needed functionalities including subscribing for data changes and events, write
variable values listing attributes and references, and call methods.

It can be easily insli?@d and launchedith the following commandgython 3.6+

and pythorpip are required)
pip3 install opcualient
pip3 install--user pyqt5

. aptget install pythonayqts

. aptget install pygtedewtools

. opcuaclient #Run the GUI

As example an OPA UA servgenerates random number with a periodicity of 1

secondjs running on address 10.0.2.THhe service is exposed on port 5555

Once the GUI is launched, is necessary to inselipthedressand theport of the

server where the service is running as shown in Figure 7.21 with the red line
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FreeOpcUa Client - o

Actions

Iopc.tcp:f/10.0.2.15:5555I * |Connect options| | Connect | |Disconnect
Attributes B®
DisplayName BrowseName Modeld
Attribute  ~ Value DataType
Refresh
Subscriptions BE

Figure7.21: FreeOpcUa Client connection with the Server

Once the connection is established,theClient GUl areshown all the variables

and objects which populate the namespace of the sas/shown in Figure 7.22

It is possible to see that all the objects and variables which populate the
namespace of treerver match perfectly with their definition
All the objects and variable are defined inside a Json file that is accessed by the

Server to properly builds namespace.

"opcua": [
{
"port": "5555",
"uri": "http://fexamples.freeopcua.github.io",
"objects": [
"object_name™: "
"variables": [
" LUCELY,
"ACQUAL,
" GAST
]
h
{ nm, n "

"object_ name™: ,
"variables": [

"LUCEZ,

" ACQUA2,

" GAS2,

"TERRAZ
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]
}
{

"object_name": "
"variables": [

" LUCES,

"ACQUASZ

" GAS3,

"TERRAS,

}
{

"object_name": "
"variables": [

" LUCE4,

" ACQUAA4,

" GAS34,

"TERRAA4,

]

Figure7.22: FreeOpcUa: connection with the server established

Now is possible to ask the subscription to a certain variable talsd®e changes

of that variableThe serverip ubl i shi ng numbers over
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