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Abstract

La crescente adozione del cloud edoe nt e | nf lemergeeadt a d ¢
tecnologie chemirano amigliorare i processi di sviluppo e deployment di
applicazioni di livello enterpriseL 6 o bi et ti vo di qgueasta t

queste soluzioni c hi amat a A e dinautre net dettaglia tome n o
guestatecnologiapossa essere dtita in infrastrutture cloudh alternativa a

soluzioni complementari come le macchine virtuédino ad oggi, il modello
tradi zi onal e nfstaiala soluzdne predomimante eeb mercato.

L6i mportante di f ¢heircantaizeffrano latportate questar al e
tecnologia ad una rapida adozione poiche migliora di molto la gedieliee

risorse laloro condivisionee garantisce significativi miglioramenti in termini di
provisioning delle singole istanzeNella tesi, verra esamina la
Acontainerizationo sia dal punto di \
guanto riguardail primo aspetto verranno analizza¢ le performances
confrontando LXD, Docker e KVM come hypervisor del |
OpenStack mentre li secondopunto concernelo sviluppo di applicazioni di

livello enterprise che devono essere installate su un insieme di server distribuiti.

Il n t al caso, abbiamo bisogno di .servi
Pertantop verranno confrontaé le performanes delle seguenti soluzioni:
Kubernetes, Docker Swarm, Apache Mesos e Cattle.



Abstract

Theincreasing adoption of cloud computirggstrongly influencedy emerging

of technologieswhose aim is tamprove the development and deployment
processesf enterprise applicationd’he goal of this thesis is to investigatee

of these solutionzalledi c o nt a i @ anddeeplaanalyperhow this solution
can be includedin cloud infrastructures as an alternative to complementary
solutions like virtual machines. So far, thietual machine modehas beerthe
predominant solutionThe key differentiator naturéhat containes offer has
stimulated an increasing adoptiontbis technologybecausemprovesresource
managementresource sharing, and it guarantesgstantialimprovements
regardingprovisioning timeof single instancedn this work, wewill analyzethe
containerizatiomparadignfrom both infrastructure and appligat point of vievs.

For the first ong we will investigate the performances by comparing LXD,
Docker, and KVM as hypervisor of OpenStack cloudrastructure, whilehe
second one concerns the development of enterprise applications atteat
distributedover a set of server hosts thiscase, waneed toexploit high-level
servicessuch as orchestratiofiherefore we will comparethe performances of
the following container orchestrators: Kubernetes, Docker Swarm, Apache
Mesos, and Cattle.
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Introduction

Introduction

Cloud computing is a paradigm where a large poaonfiputerss connected in
private or public networks to providesources or applications dynamically
Theseareavailableon the Internet andfive essential features characterize them
on-demand seikervice, broad network access, resource pooling, rapid elasticity,
and measured servicda. this way,consumersanfocus ontheir core business
without the need to buy or maintain the IT systems.

Virtualization is thecore technologyf cloud computing since it is the enabling
solutionallowing us to concurrently rumultiple operatingsystems on the same
server, thereby providing for efficient resource utilization and reducing costs.
More preciselythis is called servewirtualization andt he Avi rt ual
model is the most known type of virtualization that isvolved in cloud
deploymentsServer Virtualizationntroduces overhead &nulate the underlying
hardwareandload an entire operating system for eaehverinstanceand, as the
demandfor cloud computing increases dajter day, theinterestin traditional
technologies is decreasing

At the same timeés increasing the demand for new virtualization technology as
Acontainerizationo or o . Wnlike gtiet esstingg h t
virtualization approachg¢ontainerizationdoes notinvolve to load a complete
operating systery reducingin this way systenmoverload.In fact, as opposed to
traditional hypervisors, containers share tnederlying kernel used by the
operating system runmgrnthe host machin&urthermore, this alsoffers most of

the benefitghatareprovidedwith the traditional virtual machine model.

The thesisvas developedt Imola Informatica S.p.A. in Imola (Bod consulting

and skill transfecompany that works alongside customers, in management and
development of mission critical projecth@ objectiveof this workis to evaluate

the adoption of containerizatioas cloud hypervisor in opposition to the
traditional virtual machine model. Inagticular, wewill investigateboth cloud
solutiors in order tounderstand what is more suitable and particularly when is
more appropriate to use containerization instead of machine virtualizateon in
cloud environment.

12



Introduction

The first chapter provides awverview of virtualization technologiebow they
are adoptedn the IT industryanda comparison between containerization and
traditional virtualization model.

The second c h a pcontiner rmamapens® Bhis apmsistsh of
providing users the possibility to deal witbntainers regardless to explore fow
level details thaareexploitedthrough an independent API.

The third chapter concerns the usage of containers in cluster deployments by
introducing a new highrdevel: orchestrationlhisis necessartp offer users other
features that ararchitecturedependent

The fourth chapteis basedn the highest level of abstractiotontainerfocused
operating systemslhis is the possibility to build glatform which provides
services on distributedarchitecture by exploiting the containerization paradigm.

The fifth chapteis dedicatedo analyang a cloud infrastructuresolutionthat is
OpenStackThisis introducedsinceit is theplatformwherethis analysiswill be
performedon.

The sixth chapter is aimed to show the experimamsliltsthat addressedhe
containerization paradigm in cloud deploymeantsiconcern bothnfrastructure
and application level.

The last chaptedescribes case study that aims to provideloud-based service
in orderto evaluate the behaviaf two types of servevirtualization fromthe
applicative point of view

13



Virtualization and Containerization

1 Virtualization and Containerization

1.1 Overview

Innovationis necessary to ride the inevitable tide of change and, for this reason,
most of the enterprisesare striving to educe their computing cost. The most
important answer to thlemand of reducing the computing dsgheintroduction

of Cloud Computindl]. Thisis rapidly becoming the standard for hosting and
running software applications on the Intern@loud computing is not a new
technology but an IT paradigm which offers the reduction of upfront
capitalizations, rapigcdability, and ubiquitous accessibilit¢€loud computing

has been designedhrough the evolution of other existing solutions such as
virtualization.Thisis one of the fundamental technologies that made up the cloud
paradigm. e to this new model, nowadaynsumersre ableo concentrate
more on the core application functionalities instead of focusing on not business
aspects.

The term virtualizatiomroadly describes the separation of a service request from
the underlying physical delivery of that servi@. Therefore, a new layeas
includedbetween client anslerviceproviderwhichis able tamplement operation
requests regardless thaderlying physicainfrastructure

Modern application infrastructure techniques and methodologies incentivize an
accelerated adoption of cloud computing technologies as well as various
virtualization technologs. The most popular virtualization techniqigeabout
server virtualization, in which thertualization layer allows multiple operating
system instances to run concurrently on a single computer dynamically
partitioning and sharing the available physiedouces seh as CPU, storage,
memory and input/outputevices.

However, the virtual machine is not the unique model solutssdfor cloud
deployments An alternative solution to machine virtualization is the
containerization. Thigechnologyinvolves encapsulating an application in a
container with itown operating environmerandincludes many of the benefits

of using virtual machines as running on everything, from physmabpacters to
virtual machines, barmetal servers, private cloud clusters, public instances and
more.Therefore, this chapter will investigate the state of the art of virtualization
technologies.

14



Virtualization and Containerization

1.2 Virtualization in cloud computing

In computingyirtualization means creating a virtual representation of a resource,
such as a servesforage device, network or alaa operatingystemwherethe
middlewaredivides the resource into one or more execution environnjghts
Something as simple as partitioning a hard driseconsideredvirtualization
becausdt is possible tdake one storage device and partitiom ibrder tocreate
two different hard drivesThis does not impact the behavior of devices,
applications and huam users whiclre able tanteract with the virtual resources
as if they were single logical resourcésen if server virtualization is the most
known type, nowadays the term involv@sxumber ofcomputing technologies
such as storage virtualization, opating systerievel virtualization, network
virtualization.

1.2.1 Storage virtualization

Companies are increasingbyoducingso much information thatow IT figures

are coming up with different approaches to consolittege systemsTherefore,

the increasing amount of data involves the increasing amount of storage devices
in ordernot tolose dataHowever, managing all those devices can soon become
difficult and of course is needed a solution to make easier the management of the
storage service level. A new way to combine drives into one centrally manageable
resource is possible due to the introduction of storage virtualizatigare1

shows a storage system which t@ndescribeds a storage array.

Serveri Server2 Server3
\ -.‘ i I :,' ... -"/
SAN : . AP
ﬁﬁ @ Virtual Disks
Physic) Virtualization Layer Logical Mapping
Infrastructure / / - \

Figure 1 - Storage virtualization system
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Virtualization and Containerization

Typically, it is used special hardware and software along disk dnvesler to
provide fast and reliable storage for computing and data proceshisg@nables

better functionalities and more advanced features in computer data storage
systems, taking advantages as well as with server virtualization technologies.

Two storage typeare providedthrough storage systems: bloakdfile storage.
Block level storage can be seentashard driveon a server but with the need to

be installed in a remote chaspl$. With this storagéype, raw storage volumes

are createdandthena sever-basedoperating system connects to these volumes
usingthem as individual hard drive$his makesblock-level storage usable for
almost any kind of application, including file storage, database storage, virtual
machine file systenfVMFS) volumes, and morédowever with block storage
accessit is usualfor an organization to be able to use operating systemenativ
backup tools or thirgharty backup tools such as Data Protection Manager(DPM)
to back up files

Block level storage is extremely flexibleut nothing beats the simplicity dite-
level storage when all that is needed is a place to dump rawThesconsists of
a solution with centralization, higéavailability, andan accessible place to store
files and foldersUsually, Network Attached Storage (NAS) devica® usedn
order toprovide a lot of space at whatgenerallya lower cost than block leV
storage.

To conclude the comparison between the two storage types we can summarize
that inthe block level worldit is necessary to create a volume, deploy an OS, and
then make an attachment the created volumehereasat the file level, the
storage device handles the files and folders on the device.

1.2.2 Network virtualization

The introduction of cloud computing has put the focus on server virtualization
even if theravereother critical implications of that technology. In fact, the ability
to create virtual environments means that we move resowiti@s the cloud
infrastructure. This elasticity and mobilityave several implications for how
network services are definedjanaged and used to provide cloud services.
Therefore,there are niojust serversvhich benefit from virtualization but there
also advantages that are necessary from the network point ofiimachallenge
was addressedie to the introduction of netwovkrtualization.

16



Virtualization and Containerization

Network virtualization is a process of abstraction which sepath&ogical
network behavior from the underlying physical network resolybje$hisallows
network aggregation and provisioning, combining different physical networks
into a single virtual network, or breaking a physical network into multiple virtual
networks that are isolated from each other.

As enterprises had moved frotraditional server deployments to virtualized
environments, the network issue was to provide security and segregation of
sensitive data and applications. The solution to those requirements waklto bui
the so-calledmulti-tenancynetworkng [6].

Multi-tenant networks are data center networks that are broken up and logically
divided into smaller, isolated networks. They share the physical networking gear
but operate on theiown network without any visibility into the other logical
networks. Often this requirement comes from business processes of the
organization or from federal regulatory in which there is the need to isolate and
control parts of the network system.

Network virtualization lends itself to cost savings, efficiensgcurity and
flexibility. In a virtual environment, logical switch ports are created and abstracted
from the underlying physical port$his allows more virtual switch ports to be
added and connected to other switch ports quickly without having to commit real
ports or cable them together in the data cerigure2 shows a typical network
system used in cloud solutions.

VMO VM1 VM2 VM3

Virtual
Ethernet =
adapters

A Y 4

ESX Server 3
virtual =
switches

Y 3

Physical
Ethernet «
adapters

Management
LAN

Figure 2 - Network virtualization system

17



Virtualization and Containerization

It consists of using a layered architectural pattern in which the bottom level
includes the physical devices used to communicate as well as in the classical
network design. In the middle, we have software componentsptbaide
middleware services) order tocreate multiplexefunctionalities to the top layer,

the virtual network adapters.

Network virtualization can be split umto external and internal network
virtualization. External network virtualization combines or subdivides one or
more local area networks (LANS) into virtual networks to impribneefficiency

of a large data center networko do that the key components are virtual local
area network (VLAN) and networkswitches This allows for a system
administratotthe possibility taconfigure systems physically attached to the same
local network into separate virtual networks. Conversely, an administrator can
combine systems on separate local area networks into a single VLAN spanning
segments of a large network.

Internal network vitualization configures a single system with software
containers As it will be explainedater, this approach consists of a method in
which the kernel of an operating system allows the existence of multiple isolated
userspace instances, instead of juseoBuch instances, which are sometimes
called containers, may look like real computéiem the point of view of
programs running in them.

With the usage of internal network solutipagphysical network can be emulated
by softwareimplementationsThis can improvehe efficiency of a single system
by isolating applications to separate containers or pseueidaces.

1.2.3 Server virtualization

The most common form of virtualization is thetual machingVM) [7]. A VM

is anemulation of a computer systeandit is basedn computer architectures
providing functionaliies of a physical computer. The ingshentationmay
involve specialized hardware, software, or a combination. With this improvement,
a physical machine could spa more virtual machines for each physical
computer systemThis allows better machine consolidation aadgmented
security In fact, if the service becomes unstable or compromised, the other
services on the physical hagill not be affected.

Server virtualizatiornidesserver resources, including the number and identity of
individual physical servers, processors, and operating systems, from server users
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[8]. The server administrator uses a software application tdedmne physical
server into multiple isolated virtual environments.

In order tocreate, run and control VMs, a new software layeequiredbetween

the application and the hardware which is called hypervisor. The hypervisor
presents the guest operating systems with a virtual operating platform and
manages the execution of the guest operating sgsidns software component
uses a thin layesf code in software or firmware to allocate resources in real time.
It is even the traffic cop that controls input/output and memory management.

As shown inFigure 3, numerous studies haetassifiedthe hypervisosolution
withtwomodelsthaar e cal |l ed respectived.y AType

s =

Operating System

Hardware Hardware

Type 1 Bare Metal Type 2 Hosted
Figure 3 - Hypervisor Types

Figure 3 represents the architectural model of the two types of server
virtualization implementationsthe first is the solution in which the hypervisor
software runglirectly on the system hardwattis oftenreferred o as @, finat
Abare metal 06 or Aembeddedo hypervisor
2 hypervisors run on a host operating systaniype One hypervisor provides

better performance and greater flexibility because it aipsras a thin layer
designed to expose hardware resources to virtual machines, reducing the overhead
required to run the hypervisor itself.

1.3 Types of virtualization with virtual machine

Virtualization isthe technology that is rapidly transforming the |[Blhdscape. It
guarantees better hardware utilization, saves energy and makes it possible to
concurrently run multiple applications and various operating systems on the same
physical server.This increases the utilizationgfficiency, and flexibility of
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existing computer hardware. As anticipated in the previous section, there is a
software that makegossible thevirtualization of the server machine This
software is called hypervisoandit is placedbetween the hardware and the
operating system. Its role is tecide theaccess that applications and operating
systems have with the processor and other hardware resources.

Partitioning a physical server into smaller virtual servers help to maximize
resources but there are also some complexities waneincludeddue to the
competition with guests operating systei®g definition, the operating system is
the unique componerthatis placedbetween the underlying hardware and the
applications running on top. With the introductionsefvervirtualization, there

is also the hypervisor which needslie placedbetween the hardware and the
operating system guests that share tigedying infrastructure.

One of the most importaptrpossof virtualization is to mask the service request
from the physical implementatioithis means that the operatisgstems, which

are installecbn top of thehypervisor, shoulde kept as well as they are running
ontop of physicatesources. However, the mediation between the hypervisor and
the operating system requires the introduction of an implementation which cannot
be completely transparent. Therefore, the virtualizatemihnologies that have
emerged can be split up into three categories:vittllialization, hardware
assistedvirtualization and paravirtualization.

1.3.1 Full virtualization

Full virtualization consists of an approach that relies on binary translatiompto tra
into the virtual machine monitor (hypervisor), and to virtualize certain sensitive
and nonvirtualizable instructions with new sequences of instructions that have
the intended effect on the virtual hardwf8E This guaranteethe total isolation

of guest operating systems from their hosts.

Meanwhile,the userlevel codeis directly executesn the processor for high
performanceprivileged commands which come from tieest operating system
aretrapped by théaypervisor because it is the unique component able to execute
those operations.
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Figure 4 - Ring levels with full virtualization

Figure4 shows us the representation of the ring level executing model with full
virtualization.A variety of operating systems can run on the hypervisor without
any modification, but the speed sosmewhat low due to the machine code
conversion process.

1.3.2 Hardware-assisted virtualization

One of the core elements of fagéneration hardwarassisted virtualization was
the introduction in the x86 CPU ring architecture, known as Ringhis allows
hypervisors to run at Ringl in order toexecute guest instructions at Ring 0, just
as they normally would when running on a physical fli3t Figure5 shows an
architecturaghat supports hardwaiassisted virtualizatian

Ring 3 User Application
Ring 2
Ring 1 Vo ca
Ring 0 GuestOS

| prvileged

‘. i
Ring-1 Hypervisor o«

v

H.rlw

Figure 5 - Ring levels with Hardwarassisted virtualization
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It providesa Ring-1 level, and the hypervisor runs on Rifigvhile the operating
system runs on Ring This doesnot require the process of binary translation for
privileged commands, and a command is executed diregthardware via the
hypervisorwith a notable performance improvement.

1.3.3 Paravirtualization

Paravirtualization is an enhancement of virtualization technology in which a guest
operating system is recompiled before to install it inside a virtual mafdiihdt
creates an interface layertheguest operating systerisat can differ somewhat
from that of the underlying hardware. This capacity minimizes overhead and
optimizes system performance by supporting the use of virtual machines.

Application Ring 3
(modified)
Guest OS

Virtual Driver

i

HKL"O call Host OS Ring 1

L
,

-

privileged " |»  driver
(hypgrcall) ! v

d Li

' \
Hypervisor Y Ring 0

H/W

Figure 6 - Ring levels with Paravirtualization

Figure6 shows the ring level view of a solution with paravirtualizatitime main
limitation of paravirtuailzationis the fact that the guest operating system must be
tailored specifically to run on top of the virtual machine monitor. However,
paravirtualization eliminates the need for the virtual machine to trap privileged
instructions.
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1.4 Container-based virtualization

Containerization, also known as contatbased virtualization, is a virtualization
method atthe operating system level for deploying and running distributed
applications[12]. Containers and virtual machines both allow to abstract the
workload from the underlying hardware, but there are important differences in the
two approaches that need to be analyzed. Moreover, the principle is the same and
with aphysical servehutusinga single kernel, multiple isolated systecasmbe

run. These are called containers.

Considering that containers share the same OS kernel, they can be more efficient
than virtual machinedn fact, containers hold the components necessary to run
the desirecsoftware, such as files, environmesariables and librariesOn the
contrary, a virtual machine includes a complete operating system along with any
drivers, binaries or librariesnd then the application. Each virtual machigse
executed atop a hypesar, which itself runs on a host operating system and in
turn, operates the physical server hardware.

With containerization, e operating system is responsildla controlling
containers access to physical resources, such as CPU and mémsrypeans

that a single container cannot consume all physical resources of a host. A major
factor in the interest in containers is they dam createdmuch faster than
hypervisorbasedinstances.This makes for a muclagiler environment and
facilities new apmaches, such as microservicesntinuousintegration and
delivery.

The concept of containerizatitwasicallyallows virtual instances to share a single

host operating system and relevant binaries, libraries or driVars.reduces
wasted resources because each container only holds the application and related
binaries or libraries. Furthermore, the role of a hypervisor is handled by a
containerization engine, as it will be discussed further, wisichstalledon the

host oprating system and allows to users the possibility to mart@gainersas

well as a classical hypervisalpes with virtual machines.

However, there are not just advantages. In fact, a potential drawback of
containerization is lack of isolation from tbperating system running on the host.
Thereforesecurity threats have easier access to the entire system when compared
with hypervisofbased virtualization.
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r N '
Containerl Container 2 Container 3 Container 4
Applications Applications Applications ] Applications
\
bins/libs bins/libs
Host OS
Hardware

Figure 7 - Containerbasedvirtualization architecture

Figure7 presentghe stack architecture of@ntainerbasedvirtualization. It is
also calledas lightweight virtualization layer in whicthere is no virtualized
driver. Therefore, a group of processggut together in an isolated environment
even if the underlying operating systershared

Containers are a solution to the problem of how tdlgetoftwareto runreliably
when moved from one computing environment to anofftas.is obviously quite
suitable to be adopted in cloud computing environments because the mobility of
resources is one of the most important features that the model provides to users.

The technologywasintroduced for the first timéen 1979[13]. The first mover

was theso-calledchroot UNIX, a system call that allows the change of the root
directory of running processes. The idea was to provide a sort of isolation between
applications. Of course, this was the precursor of Linux contaamet later
container solutions such as uVServerOpenVZ and LXC were introduced.

The purpose of this section is to investigate these proposals, how they implement
the concept of containerization and particularly what are the key differences
between them.

1.4.1 Linux-VServer

Linux-VServeris a virtual private server implementation theds createdy
adding operating systefavel virtualization capabilities to the Linux kerj&#].

It is developed and distributed as ofsmurce software and consists of a jall
mechanism in which is possible to securely divide up resources on a computer
system (such as the file system, CPU time, network addresses and memory) in
such a way that processes cannot mount a defisdrvice attack on anything
outside their logical resoces.Each patrtition is called security context, and the
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virtualized system within it is the virtual private servweowadays correspondent
to the concept oh container

The context themselves are robust enough to boot many Linux distributions
unmodified.To save space on such installatioeach file system came created
asatreeofcopgnwr i te hard | inks to a ndtisempl a
markedwith a speial file system attribute and when modified, is securely and
transparently replaced with a real copy of the file.

Virtual servers share the same system call interface and do not have any emulation
overhead. Furthermore, they do not have to be backeddnue diskmagesbut

can share a common file system and common sets sfthi®ugh copyon-write

hard links).

Processes within the virtual server run as regular processes on the host system.
Networking is basedon isolation rather than virtualizatiorso there is no
additional overhead for packets.

However, there are also disadvantages: VServer requires that the hostrkestnel

be patchegno clustering or process migration capabilgyincluded and this
means that the host kernel and host computer is still a single point of failure for
all virtual servers.

CREATE START
CONFIGURATION REMOVE = STOP WEB
RENAME REBOOT
i
FILESYSTEM GUI
clLl
vcD
SQLite VSHELPER
KERNEL
v
PORTAGE —
VSTATD
\
Round Acbin Database

Figure 8 - VServer Control Daemon Architecture
Figure8 illustratesthearchitecture of a VServer implementation.
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The architectureonsists of five major parts: the configuration database (VXDB),
the XMLRPC Server, th&MLRPC Clients, the Template Management which
acts as a lightweight statistic collector.

The configuration database stores all virtual private server related configuration
data like disk limits, CPU scheduler or network addresses. Furthermore, the
daemon stores information about its users and themipsions. This database is
implemented using SQLite.

The XMLRPC Server is the core of VServer Control Daemon and implements the
XMLRPC standard for Remote Procedure Calls (RPEMLRPC is a
specification and a set of implementatitimstallow software raning on dfferent
operating systems.

The XMLRPC protocol describes the serialization format that clients and servers
use to pass remote procedure calls to each.dthierprotocol is characterized by
two important featureghe details of parsing the XMare hidderfrom the user
andthere is no need to write both client and server in the same language.

The XMLRPCClients on the other han@onnect to the XMLRPC Server using
the HTTP protocol. They need to pass authentication informadioh he
connection between server and client is not persisiarg means that isequired
to passauthentication information with every method call.

The Template Management consists of various scripts X¥M4RPC methods

used to build and create new virtual private servers. The Template Build process
assembles a complete root filesystem usable in virtual prdestersand stores

its content in a single thall, the Template Cache.

The last componenthe StatisticCollector, is a very lightweight daemon used to
collect timeseries dat&rom running virtual private servers. The collected data
storedin Round Robin Database which is the industry standard data for logging
and graphing applications.

1.4.2 OpenVZ

OpenVZ creates multiple secure, isolated containers on a single physical server
enabling better utilization and ensuring that applications do ndtictofi5].

These are even called virtual environments or virtual private seaveltherefore

each container executes exactly like a staluhe server.
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A virtual environment is an isolated program execution environment, \WfokR
and feels like a separate physical server. Multiple virtual environmerdgiso
within a physical servaand, even ithey can run different Linudistributions all
theseenvironments operate under the same kernel.

It requiresa modified Linux kenel with the augmenting of functionalities suas
virtualization and isolation of various suyls¢ems, resource management,
checkpointing While other concepts have alreadyeen discussedin
complementary solutions, the checkpointing is a key conceppehVZ. Itis a

process of #Afreezingo

a

file, with the ability t
migration of a virtual environment to another physical serveerdiore both
temporary and persistent statean be transferredo another machine and the

virtual envir
O ANunfreezeo

virtual environment can be Aunfrozeno
VPSS VPS VPS
Applications Applications Applications
and and and
Software Software Software
User User User
Root Root Root
OpenVZ Linux Kernel
Host Server Resources

Figure 9 - OpenVZ General Architecture

Figure 9 illustrates the architecture @& systemwith the implementation of

OpenVZ.

OpenVvZ is distributedwith a client utility, which implements a higlevel
command line interface to manage Virtual Environments. All the resources can
be changeduring runtime.This is usually impossible with other virtualization
technologies, such as emulation or paravirtualization.
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Virtual envronmentsare createdrom templatessetof packages, and a template
cache is an archive (tarball) tfe chrootedenvironment with those packages
installed.

Moreover, the concept of containerizatismealizedwith techniques thaire also
usedin complementary solutions such as Linux VServer. Eashprovides its

own features even considering the time in which they hiagen designed
Furthermore, the goal is always to abstract the way in which a physical server can
be used to run multiple ajpgations that do not need any shared level.

1.4.3 LXC

Linux containers (LXC) provides lightweight operating system virtualization and
is relatively new[9]. LXC does not require hardware architecture suppodit

is the successor ainux VServer and OpenVZ.

The Containerparadigmallows for processes and their resourcebdasolated
without any hardware emulation or hardware requirements. For this reason, they
provide a sort of virtualization platform where every container can runahair
operating systenThis means that each container ha®us filesystem, network

stack and ruming its own Linux distribution.

These abstractions make a container behavaiiktual machine with a separate
filesystem, networking and other operating system resources. Isolation is an
important aspect dhe containeyandit is providedthroughtwo kernel features

of the Linux operating systergroupsand namespaces.

Cgroups, abbreviated from control groups, is a Linux feature that limits and
isolates the resource usage of a collection of processes, while namespaces are
responsibldor isolatingand virtualizingsystem resources of a set of processes.
Namespaces are used to isolate resources like: filesystem, networking, user
management and process idgjroupsare used for resource allocation and
management. In this way, it is possible to lithie numberof resources that can

be assignetb a specific container.

An important difference in resource allocation between LXCwartdal machine
solutionsis that CPU resources canmat allocate@n a per core basis, rather one
should specify a priay. Originally, LXC containers were not as secure as other
OS level virtualization methods such as OpenVZ. The problem was that a root
user of the guest system could run arbitrary code on the host system with root
privileges, much like chroot jails.
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Staring with the LXC 1.0 release, it is possible to run containers as regular users

on the host wusi ng o0 hhese pre moreililmiedjirtdattceg nt a |
cannot access hardware directly. Nevertheless, even privileged containers should
provide adequa isolation in the LXC 1.0 security model, if properly configured.

Privileged containerare definedas any container where the contairest user
identifier is mappedto the same root identifieof underlying host In such
containers, protection of the host and prevention of ess&mgirely doné¢hrough
mandatory access contmlutions

They are still valuable in an environment where trusted workloads are running or
where no untrusted task is running as madhe containedn contrast to OpenVZ,

LXC works in the vanilla Linux kernel requiring no additional patche®do
appliedto the kernel sources.

Container Container
#1 | #2

Linux Operating System

Linux kernel mmj |
Figure 10- LXC General Architecture
Figure10 shows us the general architectureL®iC in which the software layer
(LXC) intermediates between kernel features and containers. As explained before,

LXC implements container pritives performing a sort of arbiter role, necessary
to control and manage the underlying realization.

Unprivileged containers are safe by design. Tbet containeridentifier is
mapped to an unprivileged user outside of the container and only has extra rights
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onresources that it owns itself. With such container, the uaddfional security
solutionis not necessary.

However, LXC will stilladopt security solutionshich may be handy in the event
of a kernel security issubutthey do not enforce the security model

1.5 Closing remarks

Although virtualization, as a form of technology has existed since the 1960s, only
recentlyhas becoma staple in the IT industifjL6]. Of course, the increasing of
popularityis influencedby the introduction of cloud computing. By offloading
hardware requirements and utility costs, it can rapidly transform the infrastructure
and improve its efficiencly itself.In fact,Cloud computing takes advantages of
virtualization allowingto runmultiple applications and operating systems on the
same server, thereby providing for efficient resource utilization and reducing
costs.

TREND 1: Adoption of Virtualization [J
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Figure 11 - Rate Adoption of Virtualization

Figurell presents the adoption of virtualization in IT industry.

Essentially, virtualization differs from cloud computing because it is a software
that manipulates hardware, while cloud computing refers to a service that results
from that manipulation. However, virtualization is a foundational element of
cloud computingconsidering the fact that helps deliver on the value of cloud
computing.
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As described in this chapter, the first and most known type of virtualization is
about running multiple virtual machines on the same physical server.
Determining whether or ndhis type ofvirtualization is the best solution for a
business requires an-depth analysis of the organization requirements.

Therefore, the purpose of this thesis is to perform atepth analysig order to

evaluate the differences between deploytwewith virtual machines and
containersThe virtual machine model includes the introduction of software that
exists outside of a guest operating system to intercept the commands sent to the
underlying hardwareThis i s call ed Ahypervisoro an
correspondent section, could be deployed according to one of these following
solutions: full virtualization, hardwarassisted virtualization, paravirtualization.

Full Virtualization with | Hardware Assisted 0S Assisted
Binary Translation Virtualization Virtualization /
Paravirtualization
Technigue Binary Translation and Exit to Root Mode on Hypercalls
Direct Execution Privileged Instructions
Guest Modification / Unmodified Guest OS Unmodified Guest OS5 codif
Compatibility Excellent compatibility Excellent compatibility 50 it
ervisor
Por mpatib N
ailabl n Windov
Performance Good Fair Better in certain cases
_urrent performance ags
Binary Translation
virtualization on various
workloads but will improve
wer time
Used By VMware, Microsoft, VMware, Microsoft VMware, Xen
['\'.':I.'.' rl FI\'J'."!llt' S II
Guest OS | Y Y XenLinux runs only on Xe
ndependent? Hypervis
VMI-Linux is Hypervisor
agnostic

Figure 12 - Compaison Virtualization Techniques

Figure 12 illustrates a comparison between the techniques involved with the
virtual machine model. As it is possible to notice from the table afibXie
sometime performances should be sacrificedanor of guest compatibility and
hardware requirements.
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Modern cloud infrastructure uses virtualization to isolate applications, optimize
the utilization of hardware resources and provide flexibility. However, at the end
of this chapter, we can assert that conventional virtualization caintles cost of
resource overhead.

As the virtual machine model requires the presence of a hypervisor, the
containerization includes the introduction a software layer which is called
container engine. This chapter has followed the historical patbnodinerization

in which the most spread solutewere: Linux VServerQpenVZ and LXC.

Linux VServer | OpenVZ LXC
Works on non-
patched kernel U U v
Limit memory V V V
usage
Limit  kernel V V U
memory usage
Limit disk 10 U U V
Limit  disk V V Partial
usage
Checkpointing U V V new
Live migration U V V new

Tablel - Comparison between Linux VSernv@penVZand LXC

Tablel illustrates a comparison between the solution of container engines which
have been discusseth this chapter. LXC is newer than otheed several
functionalities have been introduced later due to the increasing adoption of
container paradigmFurthermore, containdyased virtualization could be an
alternative as it potentially reduces overhead and thus improved the utilization of
datacentes. Both virtualization technologies aresel to takeadvantages even if
there is still no winner and both are the right choice for different use cases.

In conclusion, we have seen that containerization is a valid complementary
solution that coul@lso beadoptedn cloud deployments. However, the container
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engine is not enough and, as happened with virtual machines, the solution should
include other points of view, such as management and orchestration of these
instances.

Therefore, the next chapters wdlscusghe introduction of higher services which
havebeen introduceth the containerization paradigm. Nevertheless, the question
which we want to answer is if the containerization is a suitable alternative to server
virtualization in cloud computing araf course what are the key concepts that an
organization should considan alternativeto scenarios with server virtualization
deployments.
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2 Container Management

2.1 Overview

In the previouschaptes, we investigated the possibility toreate server
virtualization using hypervisebased virtual machines or container engines.
Furthermore, containerization can ats® usedor higher services, according to
anothemparadigm such as microservids]. This has led to distinguish between
two categories: system and application contairfgystem containerare meant

to be used as completely server virtualization in which the targetua multiple
operating systems oithe same physical server concurrenthpplication
contairers are the solution to the microservice paradigwhich consumers need
to focus at higherlevel.

Operatingsystem level virtualization is becoming increasingly fundamental for
server applicatios since it provides containers as a foundation of the emerging
microservice architecture, which enables agile application development,
deploymentand operationsAt the moment, cloud containers are a hot topic in
the IT world andthe main idea is that containers are designed to virtualize a single
application.So far, cloud containers have predominantly beendtimeain of
Linux-based serveisut nowadays even Microspftith HyperV container, will
introduce the support to thisweparadigm. However, there are still questions that
need answers, such as how exactly are containers different to traditional
hypervisorbased virtual machines. Therefore, the goal of this work is to
investigate this technology comparirtg own benefits vith other weltadopted
deployments, such as hypervidmsed virtual machines.

Today, many organizations strive to cope with rapid market changes, such as
evolving customer requirements and new business processes. Agility in the
microservice architecture egends on fast management operations tha
container such as create, start, and stop. A common design practice is to
implement a service as a set of microserviaaesithe goal is to take advantages

of existing solutionsn order toget portability,isolation and robustnessVhile

system containers are designed to run multiple processes and services, application
containers are meant to package and run a single service.

The most common application containerization technology is Dpbksed on
universal runtimerunC, while the main competitive offering is CoreOKt
container enginavhichrelies on the App Container specification. These solutions
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are the most spread in the area of application containers. Furthermore, between
application and system containersrexently newsolution, LXD, has been
introducedin order toprovide features that Docker tkt handles less elegantly
external to the coatner hosting. The primary value of LXD is simplicity. It is a
container hypervisor that does not include the application delivery framework as
included in both Docker andckt. However, LXD is easier to integrate with
virtualization frameworks, such as Q&tack, or with general DevOps tools,
such as Chef and Ansible. Therefore, this chapter will investigate these solutions
in order toevaluate a higher point of view of the containerization paradigm.

2.2 Docker

Dockercomprisesa commandine program, a backound daemon, and a set of
remote services that take a logistical approach toesobmmon sftware
problems and simplifythe experience of installing, running, publishing and
removing software[19]. It accomplishesthis through the containerization
technology Using containers has been a best practice for a long tote
manually building containers can be challenging and easy to do incorrectly.

This challenge has put them out of reach for some, and misconfigured containers
hawe lulled others into a false sense of security.Keocs ahelper in this scenario
and any software, which is running with Docker,gurside a container.

Docker uses Linux namespaces agbups which have been part of Linux since
2007 Furthermoreit does not provide the container technology, but it specifically
makes it simpler to use.

—————————————————————————————————————————————————————————————————————————

Hello World program | I
User space ! Command line ]
; Text editor |
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Figure 13 - A basic computer stack running two programs

Figurel3represents an architecture stack with two running programs started from
the command linelhis case involves a command line interface which runs in the
so-called userspace just like other ppgrams that run on top of the operating
system.ldeally, programs running imser spaceannot modify kernel space
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memory.In fact, he operating system is the interface between all user programs
and the hardware that thpplicationsarerunningon.

Until some time agopDocker was built on top of LXC in order to create
namespaces and all the components that go into building a container. As Docker
matured and portability became a concern, a new container runtime called
Aibcontained [19] was built, replacing LXC. However, the ecosystem uses an
interface layer so that users can change the container execution provider.

The idea behind application containers is that containers sheutdleatedor
each component of the applicatiorhis is fundamental foa multi-componeh
system using the microserviaechitecture.

Container
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Database

G | wo s

Hello World

User space | Command line

_______________________________________________
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Memory
Network interface | Persistent storage Devices

Figure 14 - Docker running three containers

Figure 14 illustrates the case in which three contairemes deployean a basic

Linux operating system. The user space includes the command line interface in
which theDocker client interacts with theocker daemon. The architecture of the
ecosystem wilbe detailedn the correspondent sectidout the purpose of the
picture is to demonstrate how the technology makes use of kernel features such
as namespaces. Therefore, each container is completddyets from other
processes, such as the agent that created it.

Each container is running as a child process of the Docker daemon, wrapped with
a containerand thedelegate process is running in @&n memory subspace of

the user spacePrograms running inside a container can access onlydhair
memory and resources as scoped by the contdiherefore the containers that
Docker buildsare isolatedoncerningsomeaspects.
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Isolation aspect Description

PID namespace Process identifiers and capabilities

UTS namespace Host and domain name

MNT namespace File system access and structure

IPC namespace Process communication over shared mem¢
NET namespace Network access and structure

USR namespace User names and idefirs

Chroot Controls the location of the root file system
Cgroups Resource protection

Table2 - Isolation aspects of Docker containers

Table2 shows the isolationspects of Docker containers whiare seby default
to each Docker container. However, there is the possibility to extend the level of
security enabling appropriate setyisolutions.

However, these are not the unique security measures adopted by Docker.
Therefore, the ecosystem takes even care about operating systens tatess
through involving capabilitie$19], which are featuseof the Linux operating
system. Whenever a process attempts to make a gated system call, the capabilities
of that procesare checkedbr the required capability. The call will succeed if the
process has the required capability and fail otherwise.

At the cresion of a container, by default, Docker drops a specific set of
capabilitiesn order tofurther isolate the running process from the administrative
functions of the operating system.

Sometimas there are cases in which we need to run a system administration task
inside a container. Therefore, that container shbeldyrantedvith privileged
access to the underlying host operating system. As shown in LXC, these are called
privileged containers. fley maintain their file system and network isolation but
have full access to shared memory and devices in addition to possess full system
capabilities.

2.2.1 Architecture

The architectures basedn the clientserver modelThe Docker client talks to

the Dockerdaemon, which is responsilfier building, run and distribute Docker
containerqg19]. The ecosystem automates the repetitive tasks of setting up and
configuring development environments so that developers can focus on just
building software.
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Figure 15 - Docker Architecture

Figurel5shows us theomponents athe Docker ecosysteArchitecture which
are structuredbllowing the client/server paradigm

There is no constraint to hagkent and daemorunning on the same host. They
are designed to work without no difference if they were local or remote. They
communicate using a REST API, over UNIX sockets or a network interface.
When the processes are running on the same host, the implementatioegrovid
optimizationin order totake advantages of inteprocess communication.

Due to this level, the complexitg pushednto containers that are elasbuilt,

shared and run. The clear advantage of this architecture is that there is no need to
have extra ardware for guest operating systehbecause everything works as
Docker containers.

As shown in Figure 15 the architecture consists of the following main
components:

91 Docker daemon(dockerd i it is the server which listes for Docker API
requests and manages Docker objects such as images, esyaiworks
and volumes. It can also communicate with other daemons to manage
Docker services.

91 Docker client (docker)i it is the primary way that many Docker users
interact with DockerThis sends HTTP REST requestsdockerd which
carries them out.

1 Docker registryi it stores Docker images. Docker Hub and Docker Cloud
are public registries that anyone can use.

By default, Docker is configured to look for images on Docker Hub. Each pull
requestis performedto a configured registrallowing anyoneto buy and sell
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Docker images or distribute them for fréewrthermore, this does not require any
customization between different staging environmeirisfact, it is always
possible to upgrade the application by pulling the new version of the image and
redeploying the containers.

2.2.2 Docker Images

The metaphor associated wiffocker containerss that theyare considereds
physicalshipping containell9]. It is a box where is possible to store andthan
applicationand all of its dependenciddoreover, toeasily work with containers

it is necessary to provide a mechanism to distribute containers wittDeaser
completes the traditional container metaphor by including a way to package and
distribute software. Téncomponent that fills the shipping container role is called
an image.

A Docker image is a bundled snapshot of all the files that should be available to
a program running inside a container. Many containersbeacreatedrom an
image but, even if contaers started from the same image, they do not share
changes to their file systei@oftware with Dockers distributecthrough images
andthis allows the receiving computers to create containers from them.

Images are the shippa&bunits in the Dockeecosystemandthereforea set of
infrastructure componengse coordinated teimply distributing Docker images.
These components are registries and index@sit is even possible to ugke
publicly available infrastructure provided by Dockénc., other hosting
companies, or the own local registries and indexes.

A Dockerimage is a collection of layerSach of whichs an image thasirelated

to at least one other imagenages define parent/child relationshgbuilt from
their parens to form layers Therefore, eacHile available to a containeis
obtainedby the union of all the layeia the lineage of the image thithecontainer
was createdrom. This aspect is quite different from the implementation in
operating system containers becausalé&fault they do not include any layered
file system.

Programs running inside containers know nothing about image layers.
Furthermorethe fie system operates as thougkdaes notrunin a container or
operaeon an image. From the perspective of the aimetr, it has exclusive copies

of the file provided by the imagé&hisis made possible with something called a
union file system.
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Docker uses a variety of union file systemsichis part ofacritical set d tools

that combine to create th#extivefile system isolation. The other tools are MNT
namespacesndthe chroot system call. The file system is used to create mount
points on the host file systemwhich is responsible tabstract the use of layers.
Therefore, lhese layerare bundlednto a Docker image.

When a Docker imageés installed its layers are unpacked and appropriately
configured for use by the specific file system provider chosen farrtterlying

host The Linux kernel provides a namespace for the MNT system. When Docker
creates @&ontainer, that new container will have atsn MNT namespace, and a
new mount point wilbe createdor the container to the imagkeastly, chroot is

used to make the root of the image file system the root in the container context.
This prevents anything running inside the container from refereracwitper part

of the host file system.

The most important benefit of this approach is that common layers ndxd to
installed only once.This means that several specializations of a progasn
installed without storing redundant file or downloading redundant layBys.
contrast, most virtual machine technologies will store the same files as many times
as redundant virtual machinaee installecbn a computer.

2.2.3 Docker containers

A container isa runnable instance of an image. Using Docker API or €L,
possible to perform actisron Dockercontainer419]. By default,a container is
relatively weltisolated from other containers and its host machtns.defined

by animage as well as any configuration options provided when created or run it.
When a containegs stogped any changes to itswvn state whichare not storeth
persistentwill be disappeared
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Figure 16 - The state transition diagram for Docker containers

Figurel6 represents the diagram state of a Docker container.

It consists of four stateandthe execution phage placedin the running state.
When an imagés built, the docker daemon prepares the content to launch a new
instance of that imagé&.his is accomplishedby executing the run command of

the Docker API. At this point, the container becomes a running praasthe
executionis delegatedo its main commandTherefore, Dockells considere@n
application container because the purpose is to execute a single command within
the execution environment.

In addition toisolation features of the Linux kerneluch as cgroups and kernel
namegpaces,Docker makes usef@ unioncapable filesystem.This is a file
system service for Linux which implements a union mount for other file systems.
Furthermore, this allows files and directories of separate file systems, known as
branches, to be transparently overlaid, forming a single coherent file sy$tism.
allows independent containers to run within a single Linux instance, avoiding the
overhead of starting and maintaining virtual machines.
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Figure 17 - Docker Linux Interfaces

Figure 17 illustrates the interaction model between Docker engine and the
underlying Linux kernelSince version 0.9, Docker includes the libcontainer
library as itsownway to directly use virtualizan facilities provided by the Linux
kernel, in addition to using abstracted virtualization interfaceditwat, LXC

and systeamspawn

Building on top of facilities provided by the Linux kernel, a Docker container,
unlike a virtual machine, does notjtere or include a separate operating system.
Instead, it relies on thieinctionalities of the kernehnd uses resource isolation
and separate namespaces to isolate the applicpbort of view from the
underlyingoperating system.

Docker containers running on a single machine dih@rkernel operating system
they start instantly and use lessmputeand RAM than virtual machines.
Furthermore, liey are based on open standards and run on all major Linux
distributions, Microsoft Windws, and on any infrastructure including virtual
machines, barenetal and in the cloutHowever, Docker is not a system container
and therefore also the integration with cloud operating platforms such as
OpenStackis no longer maintained. As it wilbe sea later, complementary
solutions such as LXD or Zun, are more suitable to be integrated.
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2.2.4 Network

Docker is concerned with two types of networking: sifigbst virtual networks

and multihost network$19]. Local virtual networksre used to provide container
isolation while multi-host virtual networks provide an overlay where any
container on a participating host can haveouts routable IP address from any
container in the networK his section covers singleost virtual network. Thisis

crucial for the securityninded and multi-host networking requires a broader
understanding of other ecosystem tools in addition to understanding the material
covering singlehost networking.

Container 1 Container 2
Private Loopback Private Loopback
interface interface interface interface
[y A A [y A A

Y Y

Container 1 virtual interface | | Container 2 virtual interface

Operating system + + * *
network stack Docker bridge virtual interface (docker0)
(host interface) + *

Logical host interface

1 1

Physical network interface

Figure 18 - The default local Docker network topology

Figurel8illustrates the default network topology with two docker containers. As

it is possible to see, those containease theirown private loopback interface

and a separate Ethernet interface linked to another virtual interface in the
namespace of the undarlg kernel These two linked interfacamake a link
betweernthe hostnetwork stack and the stack created for each contddoeker

uses features of the underlying operating system to build a specific and
customizable virtual network topology. The virtuaétwork is local to the
machine where Docker is installed and is made up of routes between participating
containers and the wider network where the host is attached.

Each container gets a unique private IP address that is not directly reachable from
theexternal network. Connectioase routedhrough the Dockerridge interface
called dockerO and thartual interfaces created for containarelinked tothat
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bridge Together they form a netwagr&ndthis bridgeinterface is attached to the
network where the hos connectedo.

The connections between interfaces describe how exposed or isolated any specific
network container is from the rest of the network. Docker uses kernel namespaces
to create those private virtual interfaces, but the namespace itself does not provide
the netvork isolation. Network exposure or isolatiamprovidedby the firewall

rulesof the underlying host

In order todefine how a container interacts with the other network components, a
so-called archetype is adoptedll Docker containers follow one ahefollowing
archetypes

1 Closed containers with no communication possibilities

1 Bridged containers communication with local containers.

1 Joined containers sharing network interfaces with another container.
1 Open containers with full accesdo the hosinetwork.

Network container archetypes from strongest to weakest >

N 1
) | ) I
Closed Bridged Joined - Joined | !
) ; container ' container | !
container container A A ' B Open |
! I container I
I
Loopback Private Loopback Private Loopback | 1
interface interface interface interface interface Lo 1
| I | S S ]

F- N A B T ]
: Container Joined container ]
i virtual interface virtual interface |
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E Operating system * f * 1‘ ]
' network stack Docker bridge virtual interface '

' (host interface) * *

i
Logical host interface ITOOPbaCk ,
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Physical network interface

Figure 19 - Network archetypes and their interaction with the Docker network
topology

Figure 19 illustrates the four archetypes of the Docker network subsy3teis.
is meanto the level of isolation that a user wants to reserve taitscontainers.

Closed containers are the strongest type of network container. There is no network
traffic allowedfor this archetype. Processes running in such a container will have
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access only to a loopback interface. If they need to communicate only with
themselves oeach other, this will be suitablehereadsf the software needs to
downloadupdatesit will not be able tpconsidering the fact th#tcannot use the
network.Docker builds this type of container by simply skipping the step where
an externally access#l network interface is created. In fact, there is no
connection to the Docker bridge interface. Programs in these containers can talk
only to themselvesTherefore, sed containers shoultk usedvhen the need

for network isolation is the highest or whenever a program does not require
network accesdn fact, his is not the defauldirchaype for Docker containers.

By default, Do&er creates bridged containdfgat relax network isolation in
doing They have a private loopback interface and another private interface that
is connectedo the rest of the host through a network bridgk.interfaces
connected tdahe docker bridgare part of the same virtual subn€his means
thatthey can talk to&ch other and communicate with the larger network through
the dockerO interface.

Bridged containers are not accessible from the host network by défiafaltt,
containersare protectetdy the firewall system of thenderlyinghost.By default,
there isno route from the external interfacé the hostto a container interface.
Usually, ®ntainers wouldhot be very useful ithere were no way to get to them
through the networkMoreover, hedocker runcommand provides a flagp(ori
publish) that can besed to create a mapping between a port ohadsenetwork
stack and the new container interface.

The next less isolated network container archetype is called joined container.
These containers share a common network stawtby this way, there is no
isolation between joined containei@ocker builds this type of container by
providing access to the interfaces created for a specific container to another new
container.Therefore, network interfacese sharedut containersjoined in this

way, will maintain other forms of isolatiosuch asfile system, memory, and
more

The last archetype of network container is open containers. Theyptisolated
becausehey have full access to ti®stnetworkstack This includes access to
critical host services. Open containers provide absolutely no isolation and should
be considered only in cases when no other option is suitable.
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2.2.5 Storage

Docker provides the storage subsystem with the concept of vollimgis a
mountpoint on the containatirectory tree where a portion of the host directory
tree haveen mountedVithout volumes, container users are limited to work with
the union file sgtem that provides image mounts, not providing the durability of
data which shoulte Feld even after the execution of the container.

A volume is a tool for segmenting and sharing data that has a scope or life cycle
thatis independent of a single container. That makes volumes an important part
of any containerized system design thladres or writes files.

A container with m
two volumes \—//

/my/bind/volume Bind mount volume » /some/specific/directory
Docker-managed space
Imanagedivalume Docker-managed volume | _ .- jin/dockervis/diri<some volume ID>

v

Figure 207 Docker volume types

Figure20illustrates theéwo-volumetypes of Docker ecosystetfavery volume is

a mount point on the container directory tree to a location on the host directory
tree, but the types differ in where tHacation is on the host. The first type of
volume is a bind mounwhereashe seconaneis a managed volume.

Managed volumes use locations that are created by the Docker daemon in space
controlled byitself, which is called Docker managespace.A fbind mount
volumed is a volume that points to a usgvecified location on the host file
system.This is useful when the host provides somedite directoresthat need

to be mountednto the container directory tree at a specific pdiurthermore,

this isalso fundamentakhen other processasinning outside a containevant

to share data such as compots of the host system itself. Moreovers ipossible

to mount the volume as reaahly, guaranteeinghat any process inside the
container cannot adify the content of the volume.

Bind mount volumes araot limited to directorieseven ifthat is how theyare
frequently usedTherefore, i is possible to usabind mount volumes to mount
individual files. This provides the flexibility to create or link resources at a level
that avoids conflict with other resourcd$ie important thing to note in this case
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is that the file must exist on the host before creating the container. Otherwise,
Docker will assume thasineeded to use a directory and so it will create it on the
host andit will be mountecat the desired location (evenaffile occupies the
location).

The first problem with bind mount volumes is that they tie portablganoer
description to the filgystem of a specific hosEurthermore, this can be difficult

to manageconsidering the fact thdlhey create an opportunity for conflict with

other containerdn fact, it would be a bad idea to start multiple instances of an
image that all containers use the same host location as a volume. In that case, each
of the instances would compete for the same sétesfand therefore, thout

other tools such as file locks, thaould likely result in corruption of the content.

Managed volumes are different from bind mount volumes because the Docker
daemon creates managed volumes in a portion of the host file system that is owned
by Docker.Using managed volumes is a methoddetoupling volumes from
specialized locations on the fidgstem.This is useful whent is just needed to

have a place wher® put some data that can be thrown away after finished to
work with them.Therefore, @cker can confidently remove any directoras

files that are no longer being used by a container.

2.2.6 Docker Compose

Docker composes a tool for defining, launching and managing services, where a
serviceis definedas one or more replicas of a Docker conta|tét. A simple

client commandine program, dockecompose, is used to manage services and
systems of services. Theme definedn YAML (Yet Another Markup Language)

files. It accomplishes the taskbuilding Dockerimages, launching containerized
applicatons as services, launching full systems of services, managing the state of
individual services in a system and scale services up or ddvigiallows us to

stop focusing on individual containers anihstead of pointing out full
environments and service cponent interactions. A compose file might describe
four or five unique services that are interrelated but should maintain isolation and
independent scaling. One of the most impressive and useful features of Compose
is the ability to scale a service up ashalvn. When performed, compose creates
more replicas of the containers providing the service. Theseautomatically
cleanedup when they are scaled down. This tool is useful for managing
environments and iterating on projects are similar to docker couohkfiman
commands. In fact, all the operations that are available with a single docker
container have the equivalent counterpart with Docker compose.
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2.3 RKT

Rkt is a container engine desigrfed modern clouebased environmen{g0]. It
includes aspects not present in other solutions of container engiheaative
integration of podIt defines arexecution environment strongly modular and an
interface layer which simply allowthe integration with other componentsn
Rkt the abmic unit of execution is the pod, the same concept introductet in
Kubernetes Orchestration Systdfarthermore, iallowsthe possibility to specify
low-level configurationsin order todefine a finegrained behavioof each
application.

The architecture is not so far different from other solutions such as Docker.
Moreover, here is no central daemobut it is seltcontained, guaranteeing
isolation by executing each pod directly within classical Uprigcesses. R
implements an open and stiand format of container runtimghich is called

App Container Specifidyut it is also able to build Docker images

It is the first challenger to Docker in the application container space. The key
concept that differentiates it from Docker it is the sigyoint of view, designed

to alleviate many of the flaws inherent in the Dogkeontainer model.
Neverthelessthis justifies the fact that Docker has recently remediated some of
its more critical aspects suck @iminating the need of runniegntainers as root,
addressing a longstanding security gripe among its adopters.

Furthermore, Rkt includes the support to dheck of container images
cryptographically RunC is the container runtime, an implementation of Open
Container Initiative Specificain butthe disadvantage is that users need to know
low-levd features othe operatingsystem and the overheedincreaseavith the
responsibility to checkecurity properties.
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2.3.1 Architecture

The primary interface of the ecosystem is a commimadtool, rkt, which does
not require aong-runningdaemon. This architectuf20] allows the project to be
updated implace without affecting application containers which ewnerently
running. Furthermore, this allowseparatingthe levels of privilege between
different operations.

rkt ‘ Metadata Service
s \ \

Stage 0

Stage 1 | network plugin ’

.

Stage 2

\ /

Figure 21 - RKT Architecture

Figure21 describes the architecture of RiE€osystemThe whole state of rkt is
hand over through the file systeandthe oncurrent execution aghe command

uses kernefeatures such as fill®cking in order toavoid competition access
problems

Execution with rkiis dividedinto several distinct stagesndthe execution chain
follows the numbering of stages. The firstokes involvesthe execution of the
rkt commandine, which belongs tothe sbpa | | e d This it theystat® an.
which a procesis invoked andthis operationis accomplishedy a shell or a
supervisor procesJhis stateconsiss of a typical fork and exec, generating a
child process of the process which has invoked it.

After compleing the execution of the first stage, there is the transition to the new
state in which the process substitutedwith an exec to theentry point
Furthermore, this state is the intermediate between the ecosystem environment
and the application which is wanted to run.
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Figure 22 - RKT Execution Stages

Figure22illustrates the execution chain of the Rkt ecosysttagelhas the duty

to take the file system, created in the stageO for the pod, define the network
isolation and perform mounting to execute thd [ hisconsists of loadingnage

and manifest of podecauseriside the manifest there is specified the exec of each
application.The isolation process requires the use of flavor.

The isolation process accomplishedhrough the use of flavorgéctually, there
are three implemented flavors: flgystemnspawn and KVM. The last stage
concerns about the environment in which is eetthe application.

2.3.2 Process Model

Initially, Docker adopted @ightly coupled process model in which the docker
daemon was responsiblier acting as completely centralized process and
therefore running with superser privileges. Of course, this is a solution with
some advantagésom the point of view omanaging containers. However, there
are also other aspects which cannoinbegrated such abe automation of some
workloads. Therefore, from version 1.11, the docker engine does not manage
containers delegating this responsibility to another process, which is called
containerd All of that is completely transparent to users who continue tohese t
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traditional Docker APIs. Furthermore, the docker daemon is just respofwible
preparingthe image as a bundle of the Open Container Image(OCI). After that,
the containerds invokedin order tostart the OCI bundleThis produces the
binary useful tothe container runtimergnC) to create and launch container
instances.

Rkt does not have a central procdast containersare directly launchedithin
the client command. Moreover, it includd® same functionalities but does not
expose the user to lelevel details.The execution model of rk$ not so tighty
coupled andtherefore otheformat are supported such as docker imadéssis
possible dud¢o the App Container Images standatdt both Docker and rkare
basedon.

With Rkt, container imageare createavith aproperbuild toolin orderto define
the manifest and the fiystem of a containeGubsequentlythe container is
ready to be distributed over HTTPS, without the neespetialized registries.

2.3.3 Network

Rkt is designedn the same period of the standardization of Container Network
Interface (CNI)[21], a standard to configure network interfaces of Linux

containers. Due to th standard, it is possible to define several network
configurations that can be useful to different use casesimplies the creation

of a named network using a specific networking mode.

The network model ofrkt ecosystem includeghree different types ©
implementation: none, host and defaiitoned doesnotinclude any networknd

by thisway, a podis completdy isolatedfrom the networkThis means thathe
podis createdwith just the loopback interfacén the contrary, dstnetwork
includes full access to the host meirk, sharing the network stack with the
underlying hostHowever, here is no isolatioguaranteedising this networking
mode andthereforethis is suitableif podprocesses belong to the same network
namespace of the host.

If no modeis specifiedwith the network option, rkt uses the default configuration
type.In fact,in thefistaged somepluginsare configuredn order toimplement
the CNI standard. By default, rkt usggpo w i t-local,lewes if there are also
otherintegrated implementatienNevertheless, this informatiomill be sentto
the executiophase which is the crucial state of the creating container
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2.3.4 Storage

By definition, a container file systens integratedwith the image and the
modifications appliedduring the execution are lost at the termination of the
containerAs in Docker, it is even possible to do that a volumelmmamountedn

a location ofthe containeffile system, necessary &blow persistentlata storage.

There is no difference the storagas providedwith physical disks, cloudand
more The mosimportantaspect iso define which partitions have to be mounted.
This responsibilityis left to thesystemdprocess whichhas the duty tanakeit
sure of that.

The specificatiomefines two types of volumes: hastd empty. The first consists
of exposinga host directory oa host file to the pod whereas the second one
involves annitialized emptyvolume with a lifecycle linked to the pgdand so it

will be deleted from a garbagollector.

2.4 LXD

As anticipated in the overview of this chapter, ecosystems based on the
application container paradigm focus application delivery from development

to production. We have learned that these solutions offer a great way to deliver
applications but the applicative point of view is not the unigquerlafe
containerization. In fact, a current debatbjchthis work wants to investigatas

if containers could be an alternative to virtual machihksis the case in which
operating system containers are more suitable because users want to use them as
well ashypervisorbasedvirtual machines.

Ubuntu has been one &g mossupportes of this new paradiggrandsince 2012

it gives us tools for container management and a wide choice of container
operating systenemplatesThe concept of container operating system is not new
and different solutions, such as LXC, Open\ Linux VServer haveébeen
proposedHowever, notwithstanding the fact that these are quite sitoilartual
machines a lot of users found difficulties due to the kwievel profile of
implementations. Therefore, the company wanted to realize thetipbtahits

own LXC projectand promoted an enhancement which is called LXD.

LXD [22] builds on LXC capabilities to delivenulti-hostcontainer management
with advanced features like live migration and online snapshotting including
running state. It isvritten inthe go languageprovidinga system daemon which

is available tapplications using BINIX socket or over the network via HIPS.
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Several advantagepistify the introduction of LXD to support the LXC
technology. With purglay LXC, it is necessary to separate processes for each
containerin order torun many LXC containers using only a single system
daemon. With LXD thiss guaranteedusing asingle system daemoim order to
make simplethe management and redube overhead.

Furthermore, o plain LXC, container security is more difficultXD uses
unprivileged containers by defauéndit provides more isolation and security
than normal LXC containers. In fact, one of fheposswas to face multenant
workloads and other use cases that require more locked down environments.

Containers are just one element in an application delsteayegy andthe right

type container choice depends on the business strategy, including deployment,
security and governangeut also application performance. LXD usee use

the ecosystem as nativewsrapthe tool in their own higher applicationloery
framework. This simplicity has been characterizing the soluéindso recently

it is available as hypervisor driver tine OpenStack cloudperating system.

2.4.1 Architecture

LXD contains a system daemon which providegrderface layeto drive LXC
containers. Its main purpose is to provigeer experiencess similar as to that of
virtual machines but using Linux containers rather than hardware virtualization
[23]. Figure23 exposes the architecture of LXD ecosystem.

LXD: the container lighter-visor

nova-lxd command line tool your own client/script ?

Figure 23 - LXD Architecture
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The architecture purpose of the project is to take advantages of existing operating
systemssolutions, such as LXQn order toprovide the same ease of use already
spread in the containerization marketurthermore, keeping backward
compatibility with older containers and deployment methwate also prevented

LXC from using security features by default, leadingtib® more manual
configuration for userslherefore, LXD addressed this topic and provided a new
solution whichis quite acceptenh the secalled container lightevisor.

LXD focuseson system containers, which aoag-runningand based on a clean
distribution image.In addition traditional configuration management and
deployment toolsanbe useds well as with virtual machines, cloud instances or
baremetal servers. Therefore, as shown in the picture below, a client can be a
normal command line program but also a specialized component such as Nova of
OpensStack.

There aresomemain components 8t make LXD andthose are typically visible

in the LXD directory structure, in its command line client and in the API structure
itself. Moreover, the architectuig even basedn a client/server model in which
the client requires the execution of an awctiby using a REST API layer.
Therefore,a LXD daemon shoul@ct asa server andwhen a client request is
received, then it will be accomplished through the underlying subsystem.

LXD does not provide the containerization technology by it&eifit relies on
existing solutions such as LX€urthermorethe mediation between clients and
LXC allows theecosystento use the adapter design pattarrorder toconvert
theservelinterface into that whicls exposedo the clients. Ifiact, the underlying
containerization technology forces its users to understand -lewelr details
about creating and managing contain&rss requires a lot of initial knowledge
to understand what they do and how they work. Of course, this limitatianel

by LXD that provideghe additionalfeature with no difference according to the
operating system paradigmhis is obviously quite importartecausef makes
of the ecosystem a valid alternative to existing virtualization solutions such as
VMs.

2.4.2 Containers

Containers objects are the core of LXD ecosystem. Thepeaneatedupdated

and deleted. Most of the methods for operating on the container itself are
asynchronouwhereas the operations for getting information about the containers
are synchronous. As other container implementation, even LXD contamade
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of a file system, known a®otfs which is useful to work with files within the
container file system. Fumérmore, these are operating system contgiaacso
there is no need to use a layered file systeéath container owns a bunch of
devices such a&JNIX disks, blocks and network interfacesThe container
execution environmens setthroughprofiles from which the containenherits
data. Furthermore, He configuration settings such as resource limits,
environmentand security options, are defined with a list tisaissociateavith
the container state.

2.4.3 Snapshots

Container snapshots are identid¢al containers exceplor the fact they are
immutable and sahey can be renamed, destroyed or restored but cdmenot
modifiedin any way.This allows us to store the container runtime statas is

the ability to roll back the container including @U and memory state at the
time of the snapshotBurthermorethis is an important feature, not weicluded

in previous solutions of container operating systems, that is fundamental to the
so-called livemigration. In fact, even in cloud deployments, tfaBows us to
move a virtual server from a compute node to another one while the instance
continues running.

2.4.4 Images

LXD is image basedand so all containes come from an image. These are
typically clean Linux distribution images similar to whatusedfor a virtual
machine oacloud instance. It is even possible to make an image from a container
which canusethen by the local or remote LXD hosts. Images are identified by
their sha256 hash and daa referencelly using their full or partial hash. Aliases
can alsdbe setas one to one mapping between a unwggerfriendly string and

an image hash.

Now, LXD supports two image layouts, unified or split. The first is what LXD
uses when generating images by itselh. the contrary, the splibrmat consists

of two distinct tarballs thaare commonly uselly users who are focused on
rolling theirownimages with an existing compressed filesystem tarball. However,
each of those two formaits effectively LXD-specificthough the latter makes it
easier to reuse the filesystem with other container or virtual machine runtimes.
Furthermore, its focusedn system containerandso it does not support any of
the application container Astandardo
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2.4.5 Profiles

Profiles are information thatescribsthe configuration state of a container. Any
number of profiles came appliedto a containerand they are appliedin the
specification order. In any case, resoespecific configuration always overrides
that comingrom the profilesMoreover, ifthe object is not defingdl XD creates

a default profilewhichis setfor any new container

2.4.6 Network

Initially, LXD came with no network defined at af24]. The initialization
commandof the daemon provides the possibilitysiet onebridgeup and attach
It to all new containers by default.
certainly worked, it was a bit difficult because most of that bridge configuration
was outside of LXD. Noe of this was exposeaver the API, making remote
configuration a bit of a pain. Thavas all until LXD 2.3 when ifinally grew its

own network management APl and command line tools to match. An example is
the possibility to define a network and attach it to a conta¥gh LXD we have

the support to DHCP and DNS server, whiglunon the bridgeFurthermore,

the network subsystem medit very easy to define anything from a simplest
network to a very complex cro$¢®st network for thousands of containdrs
addition it is alsosimple to define a new network for a few containers or add a
second device to a container, connectirig & separate private network

2.4.7 Storage

For a longime, LXD has supported multiple storage drivers. Users could choose
betweerefs, btrfs, or plain directory storage pools but they could only ever use a
single storage pool. With LXD it is possible to support not just a single storage
pool but multiple storage pool3his is accomplishedwith its own storage
management AHRS].

A new LXD installation comes without any storage pool defin¢owever, by
initialization, thelxd daemoncreates astorage pool on which containease
createdo. By default, LXDattaches storage volumes to the container with write
capabilities This meanghat thelxd processieeds tahange the ownership of the
storage volume to the containeerdifier. However, storage volumes can also be
attached to multiple containers at the same tirheés is fundamental for sharing
data amongnultiple conainers butit is possible only if all containers share the
same ientifier mapping.
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The two best options for use LXD are ZFS and biffeey have about similar
functionalities but ZFS is more reliableThesehave an internal send/receive
mechanismwhich allows for optimized volume transfeilherefore,LXD uses
those features to transfer containers and snapshots between Jdnadras led
to LXD achievinggreat performance that che evaluateth contrast tausng the
traditional server virtualization odel Moreoverunderstanding if containers can
replace virtual machirsas the goal of this worlandso a further dedicated chapter
will discussa performance analysis betwdble twodeployment models.

2.4.8 Closing remarks

At the end of thehapter we understood thatontainerization represesw valid
approach to run systems also from the application point of view. In fact, as
happened with cloud computing, the paradigm can be addressed frignea

level in which the focusis basedon the platform service This is what in
containerization literature is called container management because the solutions
involved relies on a containerization engine without showimegnfrastructure
level. This has influenced the classificatidmetweenapplication and system
containersApplication contaierare usd for auserwhowantsto simply package

and deplg a single enterprise component, wherggtesn containers are meant

to be treatedike hypervisorbased virtual machines in which the workload can
involve multiple servicesFigure 24shows us the increasing adoption rate of
Docker ecosystem.
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Figure 24 - Docker Adoption Trend
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This interesting repof26] is coming from production use casaslthe numbers

here mightook less than Docker findingBockeris the most popular solution in

the area of application containexgen ifit does not meet the needs of every IT
requirementsin fact, when Docker was found to have several security issues,
another solution, Rkt, was designed to be more secure, interoperable and
according to an open formatntime

Since then, Docker has covered a lot of ground in addressing all critical, issues
butit is aworthwhile comparison to note how these two platforms differ in their
various capabilitiesSo, he next table shows us a list of features and these

two platforms provide each ondevertheless, these are only the major container
platforms avdable for production use nqwndfor this reasonat any point, users

must evaluate available technologies against deployment factors, such as security
and operating system overhe@dble3 presents a functional comparison between
Docker and Rkt.

Docker Rkt
Container image Docker Content By default,with Rkt
security Trust, introduced signature verification
since Docker 1.8
Root privilege There is the need to| There is no need to
attacks use security solution| enforce the security
such as SELinux or | model because each
AppArmor containeris never

createdrom a
privileged rootprocess

Flexibility in There is the need to| It is enough to have a
publishing or setup a special web server whicls
sharing images private registry or | able tooperate through
Size of code base |use a Docker paid |HTTPS

account

Size of code base | Each new version | The modular

causes the increasin architecture allows

of code lineof the | confiningmodifications
whole program on the single new blocl

Portability to other | Now it uses an open| Uses an open source
container systems | standard which is | format known as
call ed nO|fAppm®
Containernitiative.0
Table3 - A comparison between Docker and Rkt ecosystems
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As it is possible to see, even if Docksrquite spreadh the container market,
there are several issues that Rkt was able to Tdweis also characterizefilom

the architectural point of view in which Docker is based on a tight client/server
model and therefore it is not suitable to be integrated with external supervisor
system processes such as systemd. In fact, each comdaahgays createtiom

a client commangdanda client fail is detected as well as the contaves stopped

even if this is not properly the case. Rkt was desigoefdce Docker issues
basicallyandfor thisreasonit gets over these problems.

Docker, Rkt and other application ¢amers focus on ephemeral, stateless,
minimal containers that are typically novolved in upgrading but instead just
replacedentirely. LXD focuses on system containers, also called infrastructure
containers. Those containersliwypically be long-running based on a clean
distribution imageand theyare useds we would use them for a traditional virtual
machine. That makes Docker and similar projects much closer to a software
distribution mechanism than a machine management tool. Thereforeuch cl
deployments, LXD is more suitable because it lbarusedn order toperform
operations according to the specific service request level. In fact, recently it has
beenintegrated ito cloud solutions, such as OpenStack, whereas Daskaw
longer maindined by the Nova projectonsidering the fact thas properly
focusedon application containers.

The OpenStack integration of LXD allows us to create instances on that
ecosystem in the same way that it would normally create virtual machines running
on a traditional hypervisor such as KVM. Security has been arkegiple from

the design stage and, on the contrary of other solutions such as Docker, an
excellent isolation was built from the start rather than as an afterthought.
Furthermore, it provides scalability and trusted sources which are fundamental to
create full fillingsystems.
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3 Container Orchestration Engine

3.1 Overview

Until now, we focused on thédifferent types of server virtualization and how
containers cabe usedn productionin order toprovide the same benefits of the
traditional virtual machinesThe need for busess agility [27] has led to
commercial pressure for more frequent deployment of softwar@rder to
support t hi s, new software devel opmer
operational cultures (such as 6DevOps¢
increasingly tend to be built from existing components and a modern design
involves theuse of multiple components, even with a smaller numbemg

written in-house.This has led to a new design trend in which the applicason

entirely composedf microservices, small independently deployable services
which communicate over a network.

As seen in the pwious chapter, containers provide an ideal vehicle for such
components due to their low overhead and speed of deployment. Furthermore,
they are also suitable for efficient horizahscaling by deploying multiple
identical containers of the relevant compat. Modern applications thus might

be built from hundreds or even thousands of containers, potentially with complex
interdependencies. Neverthelesgcording to this new trend of application
design, the usage of container solutions, such as the agplicantainers which

we have already investigated, is quite limited and difficult to be adopted.
Therefore, hese issuesvere addressedwith the introduction of a higher
containerization | evel wh D Ghe purpsse ofa |l | e
this chapter is to investigate this new layer and the widespread solutions,
considering the fact thalhey arealsofundamental in production cases of cloud
computing.

3.2 The needof Orchestration

When container solutions emerged, there wereorbestrators designed for
containers. Today, there are a lot siich solutions like Docker Swarm,
Kubernetes, Mesos and more, that it can be difficult to know wdmneto adopt.

At the most basic level, all container orchestrators do the same thing: they
automate the provisioning and management of containerized infrastr[&3lire

It was introducedin order toface with continuouyy automated scheduling,
coordinationand management of complex systems of containerized components
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and the resources they consuihés also worth noting that orchestrators are not
strictly limited to the container world. In fact, orchestration tools Jikju cloud
orchestrator had existddr other types of infrastructusghencontainers became
popular.

However, orchestrators are particularly important in a containerized environment
because we hawe lot of components, and managing things by hand iy like

fail. Therefore, lhe increasing adoptionf @ontainer solutions stimulatetthe
introduction of new capabilities that che distinguishedh functional and net
functional qualitiesAmongthesewe can findscheduling, resourgaanagement

and service management. In fatie scenario is a set of machines whose kernel
holds a container engime order todeal with containerized applications.

Web Apps & Services

Service Management

Scheduling

Resource Management

c
o
=
"
b
g
]
%
@)

Container Runtime Container Runtime Container Runtime

Machine & OS Machine & OS Machine &0S

Machine Infrastructure

Figure 25 - Capabilities of Orchestration Layer

Figure25illustrates the layered structure of the container orchestrator.
Furthermore, the concept of orchestration is not, @it is even present with
managing systemwhich couldbe runon bare metal or virtual machines. The

usage of orchestration is often discussed in other contexts such as-service
orientedarchitecturg29] or converged infrastructuf@0]. The achestrations
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about aligning the business request with the applications, data, and infrastructure.
It defines the policies and service levels through automated workflows,
provisioning, and change managemenhis creates an applicatiesdigned
infrastructure that can be scaled up or down based on the needs of each
application.

Asusualin distributedcomputing it is fundamental to trade off the right overhead
in order not to make heavy the systétar this reasont is necessarg resource
management layer to manad@w-level resources such as Memory, CPU,
Volumes andmore Lastly, considering the fact th#étte focus is addressedttee
applicationand not tothe infrastructure, it is important tinclude a sevice
managemeriunctionalityin orderto provide functional capabilitie® build and
deploy enterprise applications quickly

3.3 Docker Swarm

Docker Swarm is a clustering and scheduling tool for Docker contaifieis.
allows IT operators to manage a clusteDocker nodes as a single virtual system.
Nowadays evencontainerizatiomeeds the important feature of clusterj&d].

Thisis an importanaspecbecause it createscooperative group of systems that
provide redundancynd enabé the failovermechanismf one or more nodes
experience an outageFurthermore, the orchestration tool provides to
administrators the centralization where to manage and control the whole system.

As it will be seerater, the orchestratos basedon the master/slave model in
which the master is the main component of the whole cluster. It is that node which
is responsibldor schedulingcontainers whereas a slave node is responfble
launchingthe received containerélso, Docker Swarm prades the ability to

add or subtract container iterations as computing demands chanigeis
obviously important in cloud environments where the elasticiyesofthe most
important features. Moreover Docker Swarmcontinues to use the standard
Docker application programming interface to interact with other tools, such as
Docker MachineThis means that a Docker user does not find any difference to
work with a single machine or with an entire cluster.

3.3.1 Docker Clustering

A cluster is a group of servers and other resources thékac single system
enabling high availability and, in some cases, load balancing and parallel
processing. Since a cluster is a logical rather than a physical unit, the size of a
cluster can begaried.
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Working with distributed systems involveeetinglong latencies and unexpected
failures. Building a cluster is a solution that cenusedn order toprevent these
problems using more robust hardware and better network interconisection

With Docker, this strategy requiresasons deeplyecause organizing containers
to run across a fleet of machines is not a trivial {48k It used to be the case
that we would deploy different pieces of software to different machines.
Furthermore with Linux containers for isolation and Docker for container
managementhe remaining major concerns ane efficiencyof resource usage,
the peformance characteristics bardwarenetwork locality.

3.3.2 Architecture

A Swarm cluster is made up of two types of machines: a machine running Swarm
in managementodecalled a manageand another one, which is called docker
node, thatuns a Swarm ageifit9]. Both types of nodes are jugte any other
Docker machines hese agents require no special installation or privileged access
to the machinedutthey run in Docker containers.

Docker Swarm: Swap, Plug, and Play

/T \ Following Docker’s “batteries included,
- but removable” philosophy, several
Discover Manager discovery backends are supported,
Backen

including static files and IP addresses,
Scheduler etcd, Consul and ZooKeeper. Scheduler
strategies are pluggable as well.

Discovery
Service

Docker Daemon Docker Daemon Docker Daemon

Containers Containers Containers

THENEWSTACK

Figure 26 - Docker Swarm Architecture

Figure 26 shows us the architecture of Docker Swarm. The only difference
between Docker Swarm and Docker standalone is a small set of additional
commandine parameters thaire includedvi t h ttheed fiscwbecao mman d .
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Building up a swarm cluster requirgigecifyingthe machine which shoubitt as
Swarm managefThis means that a particular agent Wi placedn order to
enable additional functionalities to provide the cluster mode. After that, each slave
node needs tbe joinedwith the swarm manager through agent component
which is running onFurthermore, every type of machine in a Swarm cluster
requires a way to kmate and identify the cluster it is joining.

Swarm agents register with
the cluster discovery subsystem,
the heartbeat with resource

Swarm Manager nodes periodically
pull lists of registered Swarm agents,
their resource usage statistics, and

Swarm discovery
subsystem

the container list from the cluster A usage statistics, and the local
discovery subsystem. \ container list.
¥ /
Docker Engine Swarm Manager
(port 2376) (port 3376)
Docker Engine Docker Engine Docker Engine
(port 2376) (port 2376) (port 2376)
Sinal hi Swarm agent L] L Swarm agent Ll Swarm agent
P HACTERD (token://12341234) (token://12341234) (token://12341234)
(No Swarm agent or :
part of another cluster) Machine 0 — manager

Machine 1 Machine 2

Figure 27 - Thediscovery subsysteim Docker Swarm

Figure 27 represents the way in which a swarm manager and agents irteract
discoveravailable servicesn thebuilt cluster Thisinvolves that mnager nodes
needto check the lists of registered Swaagents periodicalljHowever, his is

not enough because to fit other mechanisms, such as scheduling, it is fundamental
to catch information on resource usage, armbntainerlist. On the contrary,
Swarm agents need to register with the cluster discovery subsystem.

Li ke other Docker projects, Docker Sw
principle [32]. Therefore,it is possible to swap out thgre-definedscheduling

backend usingan outof-the-box solution This feature is quite important
considering that it isuitablefor most use cases, and is suitable &géscale
production deployments for more powerful backends, like Mesos.
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3.3.3 Docker SwarmAPI

Docker Swarm Manager endpoints expose the Swarm API. Clients can use that
API to manage or inspect a cluster. Mmrer, the Swarm API is an extension to

the Docker Remote ARL9]. In fact,any Docker client cadirectly connect to a
Swarm endpoinas wellas if it were a single machine.

Docker client Docker Compose
Docker clients connected
to a Swarm endpoint can Swarm Manager chooses a target node
manage containers in a to run a container, connects to the
cluster without knowledge Docker Engine on that machine, and
of that cluster’s architecture. dispatches work like any client might.
¥ /
Docker Engine Swarm Manager
(port 2376) (port 3376) l
Y
Docker Engine Docker Engine Docker Engine
(port 2376) (port 2376) (port 2376)
Single nachine Swarm agent Swarm agent Swarm agent
(token://12341234) (token://12341234) (token://12341234)
No Swarm agent or
p(art of anothergcluster) Macline.0 = manayer

Machine 1 Machine 2

Figure 281 A Swarm cluster with a simple Docker client

Figure 28 shows us how it is possible to use the same docker client to interact
with a swarm clusteHowever, the implementation of the Docker Remote API is
different from the Docker Enginén fact, depending on the specifaperation a
single request from a client may impact one or many Swarm nodes.

3.3.4 Swarm scheduling

DockerSwarm provides three different scheduljhg] algorithms. Eaclf which

has itsown advantages and disadvantages. The algotighsatat the moment in
which a Swarm managdas created and the user can tune the scheduling
algorithms for a given Swarm cluster by providing constraints for specific
containers.

Thefirst oneis theso-calledspread algorithmit will try to schedule containers
on undefused nodes and spread a workload over all nodes equally. The algorithm
specifically ranks all the nodes in the fleet by their resource usage and then ranks
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those with the same resourc@kaaccordingto the number of containers which
are running on. This algorithm works best in situations where resources
reservations havieeen sein containersandthere is a low degree of variance in
those limits. As the resources required by contaitteseprovided by nodes
diversify, the Spread Algorithm can cause issues.

The second onessfine-tunedscheduling with filters. Bef@ the Swarm schedule
applies healgorithm, it gathers and filters a set of candidate nateording to

the Swarm configuration and the needs of the container. Each candidate node will
pass through eadiiter of the configurealuster whichis usel to customizesvery
scheduling algorithm.

The last onesare BinPack and Random. The BinPack scheduling algorithm
prefers to make the most efficient use of each node before scheduling work on
anotherThis algorithm uses the fewest number of nodes to support the workload.

Random provides a distribution that can be a compromise between Spread and
BinPack. Each node in the candidate pool has the same opportunity of being
selected, but that does not guarantee that the distribution will realize evenly across
that pool.

BinPackis particularly useful if the containers in the system have high variance
in resource requirements or the project requires a minimal fleet and the option of
automatically downsizing. Whereas the Spread algorithm makes the most sense
in systems with a dedated fleet, BinPack makes the most sense in a wholly
virtual machine fleet with scalen-demand features. This flexibilitg gainedat

the cost of reliability.

3.3.5 Swarm service discovery

A distributed system needs some mechasigniind its pieces. When pcesses

are placean the same machine, some named shared memory pool or queue will
be usedHowever, f the components are designed to interact over a network, they
need to agree on names for each other and decide on a mechanism to resolve those
names.Most of the time, networked applications rely on DNS for ndmé>
address resolution. Container links are managed by Docker through static
configuration intdhe nameresolution systeraf the containefl9]. However, this

is not suitable in distributed environments where the docker engine has no
visibility of services running on other hostEnerefore, lhe goal of the Swarm
project is to-i pcowvdtdedpdiaddsolbtianfdr dusteriegs
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containers.However this needsthe development of several technologies and
enhancements to thderlyingDocker Engine.

3.3.6 Swarm and singlehost networking

The Docker Engine creates a local network behind a network bridge on every
machine where its installedon. This means that on a Swarm cluster, deployed

on machines that operatath the singlehostnetwork, containersandiscover

each oneunning on the same hostowadays, is more popular to have clustered
applications. These are viable for some use dassgite of this limitation, but

the most common scenarios are underserved. Therefore, server software typically
requires multhost distribution and service discovery.

3.3.7 Swarm and multi-host networking
Actually, the Docker networksystemis implementedy threetypesof drivers
which are bridge, hostpverlay. While bridge and host are used to implement
singlehost networking features, the overlay driver implements an overlay
network with IP encapsulation or VXLAN.

Docker engine creates an overlay network and abstracts the service discovery mechanism from

the containers running on any one host. While the underlying mechanics of service discovery and

registration are the same, the abstraction requires less specialization of individual containers.
A Swarm cluster with multi-host networking enabled acts like a single machine.

Key-value store
Swarm discovery ¥

subsystem

providing
service discovery

Swarm Manager
(port 3376)

Docker Engine § Docker Engine § Docker Engine L
(port 2376) (port 2376) (port 2376)
Swarm agent Swarm agent Swarm agent
(token://12341234) (token://12341234) (token://12341234)

db_1 <+ - -4 app_1 e - - proxy_1
Y.
-,
Machine 0 — manager app_2
Machine 1 Machine 2

Figure 29 - MultiHost Networking with Docker Swarm on top of Docker Engine

Figure 29 shows us a swarm deployment with the support of rhwoksit
networking. By this way,ach container gets a unique IP address that is routable
from any other container in the overlay networK.thAat workis performedn the
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infrastructure layer provided by Docker and the integrateeviafiye storeThis
abstracts container locality from the concerns of the applications within Docker
containersEach container will act as a host on the ovenlatyvork.

3.4 Kubernetes

We have already learned thats the number of deployable application
components grows, it starts to become hard to manage them all. Google was the
first company that realized it needed a much better way of deploying and
managing their software components and their infrastructuheyf were going

to scale globally. However, thisas enforcedby the fact that the company ever
faces system execution on a great number of sef/Bishas led thento build
solutions for making the development and deployment of thousands of software
components manageable and cefficient [33]. Initially, they developed an
internal system called Borg (later changed to Omega), which helped both
application developers and system administrators to manage the huge amount of
applications and services. After having kept Borg and Omega secret folea who
decade, in 2014, Google introduced Kubernetes, an open source system based on
the experiences gathered through Bo@mega and other internal Google
systems.

Kubernetes is a system for managing containerized applications across a cluster
of machines[34]. It was designed to address the ldmkweenhow modern
clustered infrastructuseare designednd some of the assumptions that most
applications have about their environmeiiiserefore, it enables to run software
applications on thousands of server nodes as if all those nodes were a single
computer.

Usersdo not need to sdbe infrastructuréevel becausehe platform abstracts. it
Therefore, éploying applications througkubernetes is always the samigh no
difference if the size of the clusteraentinuously changingAs Docker Swarm,
Kubernetess basedn a master/slave architectural pattern in which the developer
submits a list of apps to the masaéerd subsequentlythe platformtakes care to
deploy them across the worker nodes.

For this reason, Kubernetes is considered as an operating system for the cluster
because it showssers the whole set of resour@sa single andentrd point
managementFurhermore, application developers do not need to implement
certain infrastructureelated service because they can rely on Kubernetes to
provide these service3his includes functionalities such as service discovery,
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scaling, loaebalancing, sethealing &ad also leader electiofhis makes of
Kubernetes the most adopted solution in the orchestration market. In fact, due to
this useful set of features, developare able tdocus onthe businessoreand

not waste time figuring out how to integrate it wikie infrastructure.

3.4.1 Architecture

Kubernetes is an opeource platform for deployment and management of
applications based on containers executed on a chfstechinesEven if it is a
container orchestration systenthe whole project consists of eomplex
architecture which aims to expose contaicentric APIs to users. Those do not
need to care about infrastructure management andel® components such as
compute, storage and networKhe architectureis basedon mastesslave
architectural paétrn, and it is also designedwith an open layer interface
Therefore, iis possible to customize the platform extending the behavirabf
componentsTo do that components do nalirectly interact butthey have been
designed to have decoupled interactioffge project is quite modulaandeach
functionis made upf components. Each entity provides services and uses APIs
of the Kubernetes core-urthermore, the asynchronous communication pattern
guarantees flexibility anthe possibility to use the projeat a customizablavay.

Kubernetes: Building on Architectural Roots

API Server

Replication
Controller

Scheduler

Kubelet Kubelet Kubelet

Containers Containers Containers

THENEWSTACK

Figure 30 - Kubernetes Architecture

Figure30illustrates the architecture components of a Kubernetes cluster.
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As it is possible to see, there are three main entities: a master node, one or more
minion nodes and a persistent data stgeasystemThe master represents the
control plane of the clusteaindit canbe replicatedo guarantee higavailability

and faulttolerance. It is composed different components, eacfiwhichis used

to implement a specific functionality. One of those is the module that exposes
REST-APIs. Theseare dedicatedo providing the four basic functions of
persistent storage, properly knowncasaing, read, update, delete (CRU[3p].

User accesthese APIs and, aftsucceehg the authentication phasae abldo

work with Kubernetes objects orchestratéhemon thewholecluster.Therefore,

the REST layer represents a shared point that every user accesses to work with
the platformConsidering thaKubernetes can be easily customized, it is possible

to modify somespecific partssuch asthe container engine othe replication
modue.

At runtime,there will be components whose job is to guaraatgeecific quality

of service. Therefore, it is necessary a monitoring process that will be used to
check if the current statetise same of thdesired state specified by the user. Of
course, the interaction between these components is completely decoupled and
withouta single centralizatiopoint of failure.

Another fundamental component of the master node is the cluster state data store.
Typically, etcdis used andits job is to store data necessary for components which
have to check the current state of the systdoreover,to guarantee the desired
state, there is a servemmponent which isalled ControlletManager. The major
application functionalities are incuded in that component. It is a separated
processandits responsibilitiesre lifecycleand business logimanagementOn

the contrary of other components, it is more monolithic.

The focus of th&Kubernetess multi-container applications, typically enterprise
servicecomponentsThe concept of muktontainelis implemente@na platform
objectwhich is calledifipodd. By design, Kibernetes provides a containerized
application as a set of containers, eaxfhwhich is specific for a single
microservice. A pods a set of containers whidmre involved tdoe deployedas
the smallest atomiainit of the architecturel his means that containers placed

a pod willbe locatedon the same machine of the clusterfact, the platform
takes careof the whole podand the chosen minion will receive the whole
structure of the Kubernetes object.
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Users communicate to Kubernetes that a pod neells tocatecon a machine
running on the cluster. Wh decides to place the pasltheschedule another
component of the master nodeurthermore, le framework supports user
provided schedulersvhich are useful when customers want dadapt the
scheduling behavior to their needs

The mater node is theontrol plane of the clustgbut there is no pod executed
on that because it is reserved to hold just management function@ligsiners
canbe executedn slave nodes, calledinions or Kubernetes nodetherefore,
thesemustcontain the necessarymponents tguaranteghe execution of the
Kubernetespplicatiors. Neverthelessit is evenimportantthat the control plane
obtainsinformation abouthe clusterstate.For this reasonthere should be a
functionality thattcommunicate$o the masteinformation about the current state
of eachminion node.

A minion node consists @hreemain componentKubelet a container runtimg
Kube ProxyKubeletis the most important component of each slave yaleit
is an agent whose purpose is to perfalatformspecific actions.Without the
presence of that component, thject cannotwork asa clusterorchestration
system.

Furthermore Kubernetes uses containers wethmpleteisolation.However, his

does not follow the principle of the design model used in traditional operating
systems.n fact, isolation is guaranteed not only between containers but also
between containers and the underlying host.

Kubeletis theslave component which responsite for deciding accordingly to
its own strategy, which pods cdre executedn the host which it is runningn.

This means that, even ihe master node takes the scheduling decisithresfinal
arrangement is up tothe Kubeletcomponent

In order toget information about containgemshich arecurrentlyrunning on the
host, Kubeleis linked with another component which is calleddvisor. Data
collectedin this way are fundamental tmild atopa monitoring system that can
be used by th€ontrolle-Manager but also to perform finguned scheduling
strategies

As mentioned before, Kubelet is not the unique infrastructure component of
Kubernetes slavdn fact, here is also a container runtime that is necessary to
manage the lifecycle of contanse This represents the container management
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layer of thesolution.For this reason, it i,esponsibldéor downloadingmages and
to execute containers.

There is no strong relationship between Kubelet and the container ehigirse.
an openayer definition of the containerruntime hasbeendesignedn order to
makemodularthe underlyingnfrastructure This allows us to perform evaluation
tests between different provideictually, the supportedontainerenginesare
docker, rktcri-o, andfrakti. Thiswas also influencelly the competition between
different container solutions such as Docker and rkt.

Kubernetes was one of the first mover supporting the introduction of a different
model like Rkt.Considering the fact thaesign integrates the conceptloé pod

such solution guarantees to the platform a better way to manage the architecture
without no need to create specialized infrastructure components. Moreover,
Kubernetes has alway®en quite openeid the container solutions by defining

an open infastructure level able to support multipheplementationsHowever,

this was not the case of other competitors such as Docker Swarm, which does not
provide any solution outside the Docker woflid.course, ltis has influenced the
Kubernetes strategy to Ineore accepted due to wsvn openness and flexibility.

The lastservicecomponentin the slave nodés the soecalled Kube Proxy. It
consists of a simple process which executes on every node to configure the
iptablesfirewall. As it will be seerfurther, Kubernetes specifies the concept
fiservic® to represent an applicative component which is reachable by other
clients.

In fact, he relationship betweemsener component and cliests not fixedand

even if the server component can chang@wn IP address, there should be a
mechanism that allows both pairs to communicate. Therefore, Kubernetes uses
this strategyin order toconfigure theunderlyingfirewall that is aware of the
current state of service componeriarthermore, liis componenis responsible

for performingload balancingn orderto choose the destination of service
request between multiple instances of the spote
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This is the high level of a Kubernetes deploymdnit it is not completely the
whole platform.In fact, there are othefunctionalitiesthat canbe includedsuch
asthe following

1 DNSi local domain namesystem to resolve the association betwtwn
name of serviceandtheassociaté network address.

91 Ingress Controllei component to route external service requestader
to centralizesomeinternalservices into gingle-entrypoint.

1 Heapsteri component to enable container cluster monitoring and
performance analysis.

91 Dashboard Graphic User Interfacea web-based user interface which is
usal to manage the cluster obtaining an overview of the whole cluster
resources.

3.4.2 Network
Kubernetes etworking isapproachedomewhat differently than Docker does by
default.In fact, henetworksub-systemdefines distincaspect®f dealingwith:

1 Highly-coupled containeto-containelinks: solved by pods and localhost
communications

1 Podto-Pod communications: the primary focus of thestion

9 Podto-Serviceand Externato-Servicecommunications: covered lijie
Kubernetes objediServiced .

By design, Kubernetes allows to potie possibility tocommunicate with other
pods, regardless of which host they land[8@&]. Every pod gets it®wn IP
addresssoit is not necessary to explicitly create links between fydsapping
containerandhost portsThis creates a cleamndbackwardcompatible amodel
where pods can be treated much Mkgual machine or physical hosts from the
perspectives of porallocation, naming, service discovery, load balancing,
application configuratiomrandmigration.

To do that, Kubernetd87] has defined a specific networking model imposing
the following fundamental requirements on any network implementation (barring
any intentional network segmentation policiesgchcontainer can communicate
with other containerwithout techniques of netw&-addresgranslation NAT);

all nodes can communicate with all containers (and-vezsa) without NATthe

IP that a container sebyitself is the samaetwork addresthat others see litas

73



Container Orchestration Engine

This means that with two Docke&ompliant hosts, itis not guaranteedhat
Kubernetes work well. In fact, it should be ensuredhat the fundamental
requirementsare primarily met Furthermore, thisnodelis achievedhrough a

quite number of implementations that can be adofadh pod gets itswn IP
address but, as mentioned before, a typical Kubernetes deployment involves
different use cases in which is not easy to maintain an association between the
logic name of the service and tped IP addres. This concerns about multiple
instances of apeific pod whichimplementthe same service tne case in which

apod haseen scheduleoh a differenhodefollowing ahostoutage In that case

it is difficult to maintain the binding between the logic and the physical name of
that service component

Therefore Kubernetes introduces another resourch: e ¢ o rBerdgcwtitiso f i
important to make easier the interaction with pods, regardless of the networking
model adopted by thenderlyingimplementation. A typical component exposes
services to outde andso it is fundamental to have a sort of mechanism that
allows anyone to reach the component without no difference if the client is inside
or outside the cluster.

There are many cases in which th&ero-kerneldesignpatternis adoptedThis
means tht a pod can ba client of another pod, currently executing inside the
cluster. Therefore,it is necessaryto have a name resolution system that is
independendf the underlying infrastructure.

Thus, aservice in Kubernetes is just a mechanism on top of the underlying
communication infrastructurén fact, it identifies a specificomponenthat can

be implemented by many pods. Each serisogreatedvith an IP address and a
port thatdoesnot changeThis allows any client to reach the server pointing out
the same IP address and port, eNehe location of the underlyingods change
during executionThisis completelyhiddento clientswho just see the concept of

a high-level service andno constrain involvesa specific host to run podghich
areassociateavith a service.
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Furthermore, His creates a sort of lodzhlancing mechanism if the servite
implementedoy many pods, eaabf which isdistributed all over the cluster.

_ Service :
External client }——/:/’”//l\\

Pod ‘ ‘ Pod ’ | Pod ’

Kubernetes cluster

Figure 317 A KuberneteServiceexposed tapplication clients

Figure 31 shows us a higlevel view of the service concept introduced in
KubernetesThe mechanism used be aware which pods implemenservice is
also involvedn thebehavior othe Replication ControlleiThisis the Kubernetes
component which is responsilfte makingsure that a certamumberof pods are
currently providing a specifiservice Therefore, a services built with a label
and theimplementationpods are charastized with the same labeling system.
These labelare usedby the secalled Kubernetes selectasbich are responsible
for investigatinghe association between an object and a specific label.

After compleing the creation phasa service gets two principatidressesvhich
arerespectivelycalled ClustedP and ExternalP. The first one is the address
accessible just inside the cluster while the secondi®mxposedo external
clients.Obviously, while a clustelP is alwaysncludedwith a service definition,
an ExternalP depends on the infrastructure providervamich the Kubernetes
clusteris built on. Therefore, &lusterIP is not a routable addressmdso itmakes
sense just inside tHecal deploymentTherefore, whem requests addressetb

a ClusteflP, this is intercepted by the loc&lubeproxy, which opportunely
forwards the message to an endpoint of that service.

Kubernetes was the firgirojectto propose this different network modaind
therefore other competitoidecided after to follow the principle of mutibst
networking. Of course, it is needed to consider that application developers and
operatorsare quite linkedo the traditional orchestration model and so different
solutions, ach as thatriginally adopted by Docker, was r&o properly suitable.

In fact, Kubernetes started to move towards the direction in which users need to
focus just on the application featuremdfor this reasonthe definition of this

type of architectuer was completely considered a success.
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3.4.3 Storage

Kubernetes introducethie support even for the storagelbsystem As seen in
Docker, his involves the concept offi ¥lumed [35]. A volume is not an
application busineseesource such as services and pods. For this reason, they
cannot be directly created and deleted through HTTP requests to the API server
of the Kubernetes masterThe concept of Volumes strondy linked to the pod
whichis quite similar to a virtual machinkloreover containers thareexecute

inside a pod share different namespaces, suttteaswetwork stackNevertheless,

there are also cases in whiths important to share storage deviceswad as
between diférent processes which are executing on the same virtual machine.

By definition, a containefile systemcomes from the image which the container
hasbeen createftom [37]. Theyare isolatedandso therds no mechanism to
share data between containers that belong to the samKylmetnetegaces this
lack through the concept @f ¥lumed. Considering the fact that volumeis not
ahigh-level resourceits own lifecycle isstrondy dependenon the pod whichis
associatedo. This means that a volums initializedwhen a pod is created and
evictedat thedestructionof thatpod. A specific type characterizes a Kubernetes
volume andthe definition of these types explainedn thetablebelow.

Volume Types Description

EmptyDir Simple empty directory used for stori
transient data

HostPath Useful for mounting directories from tt
underlying node file system into the pod

GitRepo Volume initialized by checking out th
content of a Gitepository

NFS A network file system type of volume whig
Is mountednto the pod

Cloud disk format Useful for mounting cloud provider specif
storage (Google, AWS, Azure)

Network storage Other types of network storage (Cind
Ceph, Gluster, anchore)

Security types Used to expose certain Kuberne
resources and cluster info to the pod

PersistentVolumeClaim A way to use a static or dynamica
provisioned persistent storage

Table4 - Kubernetes Volume Types

Table4 shows the different volumes types of Kubernetes.
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This is afundamental information that characterizes a volueaeh of whichis
suitable for a different use case aaah beuseful for seval applicative scenarios.
It is possible to mount a volume at a specific part of the container file sytem.
guarantees thatata written by containers will ndée losteven if containersire
startedagain.

In Kubernetes, ®lumesare classifiednto two types:temporaryand persistent

The first onesare femptyDito and figitRep@d wher eas t he r ema
persistent volume types. As the nasnggeststemporary volumes concern about
adirectory created at the initializati@amddestroyed when the pod wik deleted

Thisis not suitabldor componentsvhose state needs be maintained even after

the execution of the pod@hereforejt is important to uséhe othewolumetypes

which allowhavinglong-persistentiata

Furthermorethesedifferenttypesof thevolumeare characterizelly data which
are storediocaly and others which rely on a networifrastructureThisrequires
that thedevelopemeeds tde exposeatinfrastructure level serviceslowever,
this is not theKubernetes principlewhose aim is tdeavedevelopers to focus
only onbusinessaspects

In fact, the infrastructure managementshould be reservedfor the cluster
administrators Thus, the platform should include the possibility by whilkh
developeilust specifies a specific amount of storage that the application needs.
Which decides tprovisionthat service isesponsibilityof Kuberneteshatneeds

to match the request with theinderlying infrastructure provisioning
Neverthelesshe principle is the sam#gsedn an applicatiorprocesshatrequires
hardware resources such@BU, memory andmore

For this reason, Kubernetes has introduced ttlwer important concepts:
Persistent Volumes and Persistent Volume Claifie first is the Kubernetes
object corresponding to thunderlying physicatesource whereas the other one is
an object whichs associateavith an applicative service request. Therefohe, t
cluster administrator takes care aboegistrationof persistat Volumeswhile
userswill use them througthe conceptof PersistentVolumeClaim.
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Figure 32 - A Kubernetes application whose storage is taken by Google Cloud,

Figure32 shows us the case in which a Kubernetes dstenes a specific storage
object. On the contrary of other solution like Docker Swarm, us@sily just
the minimum amount aftorageand theaccess mode of #liresource. After sent
this information to th&kubernete®\PI serverif it is possible, the association will
bedynamically accomplishebly the mediation of the Kubernetes middleware

Furthermore Kubernetes supports the possibility &dax theconstraintto have
always a cluster administrator that needs to createdirespondent Kubernetes
resourcedn fact, theras the possibilityto delegate thidutyto Kubernetegself,
through the use of dynamicalprovisioningof persistent volume#\s shown in
Figure 33, m this case the cluster administrator needs to deplogcecalled
APersistentVolumeProvisiorer and define one or moreiStorageClass
StorageClass are used by users to specify what types of persistentvohay
need but the component whictakes care of provisioning is théd Per si st er
Volume Rovisioneb. Nowadays, Kubernetes is waltlopted in cloud
deploymentsandtherefore itstaticallyincludesthe provisioning support for the
major types of cloudproviders.

1. Cluster admin sets up a persistent volume P—— B

provisioner (if one's not already deployed) Per5|5tent — == = ==
- — Volume | |
Prendaionce - Persistent -+ Actual
: . Volume storage
Admin = _| Storage — Pe—— i
2. The admin creates one or more Class 4. Kubernetes looks up the StorageClass and the 5. The provisioner provisions
StorageClasses and marks one provisioner referenced in it and asks it to the actual storage, creates
as the default (it may already exist) " provision a new PV based on the PVC's a PersistentVolume and

—
requested access mode and storage size binds it to the PVC

and the parameters in the StorageClass

3. The user creates a PVC referencing one of the .
storage classes (or none to use the default) perS‘Stent

Volume
Claim
User
Pod ;
6. The user creates a Pod |
with a volume referencing Volume

the PVC by name

Figure 33 - Kubernetes Storage Provisioning with cloud features

78



Container Orchestration Engine

This completely integrates a Kubernetes deployment through a-owmaked
relation with the cloud provider. In fact, it is possible to change the unagrlyi
storage provisioning with neffectsto the application point of viewof the
business component. Of course, this madéaibernetes a sort of featured player
because it was able to faitesassues that existing solutions have never thought
to dealwith.

3.4.4 Scheduling

The Kubernetes scheduler is a poligsh, topologyaware, workloaespecific
function that significantly impacts availabilitgerformanceand capacity37]. It
requires getting an in-depth individual account and collective resource
requirements. Furthermore, it is designed to congidérent aspects suchs
guality of serviceapplicativeconstraints, affinity specifications, data locality,
inter-workload interference, deadlinesd smn. These requiremerdse exposed
through the APIs as necessafhe scheduleis not just an admission controller;
for each pod thas createdit finds the best candidate machine for that pod, and
if no machine is suitable, the pod remains unschedutétia machine becomes
suitable.

Furthermore, lie schedulecomponent is quiteonfigurable[35]. Basically, it
supports two policy typeswhich are respectively calledFitPredicaté and
APriorityFunctio. A F i t P r eeguires ralése satisfy a specific request even
if there is no available candidatdno is able toface it. In fact, in these casdise
building pod is not scheduled aamy nodes This is the case in whickhe pod
remains ifiPending state until it cae satisfied by one of thabernetes slaves

Furthermoreif the schedulédiindsthat multiple machineare able tdost thegpod,
thereis the possibility to work with a fingrained strategylhat is where priority
functions come inBasically,thescheduleranks the machines that meet all of the

fit predicatesand then chooses the best of@s allows users to choose a specific
policy according to the infrastructure requirements. Nevertheless, scheduling
components able tobe dynamically modifid. Therefore, usersandecide which

fifit predicates andfpriority function® are desired to apply.

3.4.5 High-availability

One of the most importarfieatures of Kubernetes Orchestration System is the
possibility to design an application with higlrailability, without requiring no
action of thesystem administratorAn example is the case of a web application
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If the main process crashes, Kubernetes takes care about that and performs a
recovery actiorto fail over the problemHowever, aotherfailure typeis the
outagenode where the web process is runrongin this casgit is necessary that

the systems able todetect the event and subsequently schedule the component
on a different node.

Kubernges includes the failover mechanisf83] to deal with both case®¥/hen

a fault concerns about the main process of a container, the event is detected by the
kubeletagent whichis installedon the slave node. After that, the agent relaunches
the container through the local container engine. However, there are cases in
which is not possible to detect the event of pro¢ask such as deadlogcktc In

this case, the agent cannot detect the event unless there is a communication
mechanism between the agent and the application.

Neverthelesskubernetes deals with thissueby introducing a communication

system between the agent and the application. Thisanmechs m i s -cal | e
alive, 0  aheylare messages that are sent bitieletagentin order toknow

the health state of the containBurthermore, these messagee distinguished

between thre@robe typesHTTP GET, TCPSockef and exec command. The

first one consists addn HTTP message sent sm HTTP server which is listening

on the container The return status code allowilse agentto be awareof the

container serviceoundness

The second ond CP Socket consists of the initialization off &P connection
with a server thats listeningon the application containelf the connections
establishedthe agentecognizes this event agood health state of the container.
The last one possibility consists of executing a command insideth&neyand
the agent knows the health state through the exit status code of the process.

Moreover, 1 is even possible to configure the probe delay if the container needs
an amount of timgbefore becoming available to response probe messages. If no
probe message is declared, the kubelet agent will detect just the crash state of a
container. Of course, this requires the evaluation of a right-bHide ordernot

to stress the system because the monitopirogessincludes a not negligible
overhead.

However, if the whole slave node crashbsre is no way to failover the service
if that component will nobe scheduledn a different slave nod&herefore
Kubernetes introduces the definition of a management component that is called
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A Re p | iCordralleooltris aframework objectvhose task is to maintathe
desirednumber of podnstancs.

If the current state is not the same dtttesiredlike in cases o&n outage node,
automatically theReplication Controllerwill start the scheduling of a new
instanceon a different slave nodd@his is possible because the creation of that
pod is delegatedo this component which holds a template of that application
service

Node 1 Node 2 Node 1 Node 2
, A a -
Various Various |
|
Node 1 fails
Pod B [ '\
Pod B2
}
Creates and RC notices Pod B is
manages missing and creates
Pod A goes down with a naw pod instance
Node 1 and is not
re-created, since there is
w‘ no replication controller W
controller overseeing it controller

Figure 34 - Kubernetedfkeplication Controller with node failures

Figure 34 shows us the case in which a pod is under control of a specific
Replication Controller. Thereforeach pods distinguishedn managed and not
Pods not managed byReeplicationControllewill not survive a crash of the slave
node whichthey arerunningon. Thus,in order toguarantee the desired statee
unique possibilityo face these casesto perform manual actions

Furthermorethe controller mechanism tfe heartbeats not too aggressivand
it is designedvith a subscriber notificatiosystem thanotifies the executioof
some actions on the API server.

These fundamental settings characterize a ReplicationConttablet selector, a

specific number of instancegsiredapod templateThe label select is necessary

to point out the pod tbe monitored The template is the structure of the pod to

be used when is necessary a new creation of that instarite | e t he fAr
c o u nt othe gantvolkes the desiredade for that specific podThere is no
difference between controller and other framewedourcesThis means that is

possible to change the label selector or the template. Changes on label selectors
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imply that the set of managed pods will changlkeerea changing template will
influence updates just on newer instances, which are created by the
ReplicationController.

It is always possible to take pods frdhe managedstate out of the scope of a
ReplicationControllerTo do thatit is necessary to modithe label selector. An
important update concerns abthutnewversion of a specific componeittisis
about changing the template of the ReplicationController which martagsvn
pods.However, even in thisasethe updates will be applied after tbeation of

new instancesndso it is necessary that the controller detects a variation between
the desired and the current state of the system.

Another important resource ike secalledReplicaSet. It is quite similar to the
ReplicationControllebecauseéit is a specializationThe unique difference is that
the behavior of label selectors dam customizeavith sophisticated expressions.
The ontrollerssaw until now concern just failover to maintain the desired state
of a specific application component.

Requirement®f high-availability interest even other aspects such as component
whose aim is to perform a job or others whostances need to be just dioe
each slave nodd.o deal with that, Kubernetes introduces the concept of Job,
DaemonSetand CronJohlobtakes caref controling that a task cabe correctly
executedvithout no constraint to maintain it lorgnning.

On the contrary,ie second onis used to guarantee th&ir each slavenode, a
specific task is runningn. This is quite useful to system components such as
framework agents whose presence is fundamental for the soundness of the whole
platform. Lastly, CronJobintereststasks whoséehavioris finishedbut also
repeatable. It is aextensiorof the Job Controller whosgmis to guarantee that

a specific task completes the executibarthermoreit is suitable foa periodic
scheduling of the job that is fundamental to perform particular achisyecific

time intervals.

3.4.6 Service Discovery

Each servicgetsan IP address arabort, regardles®f the implementation pods

are continuously changing their endpointBherefore,clients should have an
access modalways toreach the serviceFor this reason, it is necessary a
mechanism to discover the IP address and the port. Kubernetes gives different
ways to do tha33]. An exampleconsiss of using environment variables. When
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a podis initialized a set of environment variablase associatedith the pod.
One of these variables contains even information on servitésmakes sure
that a pod is always able to find out the address anpathef a service through
a classical mechanism of discoveriii@iisis not the standard form of traditional
discovering such as DNS.

NeverthelessKubernetes includeshis resolution possibility In fact, within
systempods there isa particular podwhich iscalled kubedns Thisis a DNS
serverthatautomatically configures the executing pods on the clustenlving

the update of the loc&INSfile. Thisis animportant featurdvecause cliestare
able toreach the servigknowing just the fully qualified domain name of the
component.Furthermore, this architectural design pattern haen recently
includedin complementary solutions, like Docker Swarm but the way in which
the discovery process perfamedis quite differet.

3.4.7 Quality of Service

Kubernetes takes ca@ health state of podby sendingliveness probes to
containerswvith the purpose tdetectacrash statelhis allowsstartinga container
againwhena livenesgrobe fails. However, a fundamental requirement igusbt
high-availability but alsothe quality of service. An example concerns about
services whose pods need to be accessible when a client performs a request. When
a pod implements a service,istquickly addedto the list of endpoints that are
available.

Furthermore, there are many cases in whictspeed asetuptime in order tobe
ready to respond. For this reason, Kubernetes has introducesio-tiadled
Ar eadi n &slbey gre similae ®© ligness probesandthe classification
includes the followingHTTP request,TCP connectionand exec command. On
the contrary of liveness probedadure, in this casegoes not imply a failure and
consequently reboot of the container. Simply, this means that the pod bannot
associatedvith an endpoint in the list of the servic8is allows to forward
messages just to ready pod and clients will not be served frommeady

components.

3.4.8 Cluster Federation

One of the most importabenefis of Kubernetes is taaintain highavailability

even if a node failurer local congestiorhappes. If the organization maintains

its own services over different datacenters, the solution seen until now do not
allow us to work guaranteeing the same requirements. Therefore, Kubernetes has
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introduced the support to different cluster installed over different locality and even
with an underlyig infrastructure provided by a different cloud providgris is
call ed A Cl utsDue to thif sugpert; wetcanamaintain requirements
even if a fault hits a specific datacenter such as disaster recovery events.
Furthermore, aothersuitable use ase isaboutthe fidelity level that a cloud
administrator has with a cloud provider. It is mbkely that an organization do

not want to install every data on a specific cloud providieereforg a sort of
backup services creategdandso a good leveof uptime will be guaranteed.

= 2 Federation
etcd i?,c:esr;'rtg: - Controller
. Manager
e S '::__:::-___-;:l_________: r'""'"""'-":": ____________________________________________ LS
— ra - ] i \i
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/ \“=—__ | Controller b / \ = | Controller 3
Control plané ' i MManager i || control plane \ - | manager c;_}
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|kubelet | || |Kubelet| || [Kubelet| | | | |Kubelet| | |Kubelet | |iKubelet| || :
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Figure 35 - Kubernetes Cluster Federation System

Figure35illustrates the architectuad clusterfederation in Kubernetemnd, as it

is possible to see, i not sadifferentfrom the standalone architecturin fact, it

is simplyan enhancemerdf the existing solutionwwhose aim is to manage the
federation between different clusters that belong to the federated cluster. In this
casewe have a higtevel master, which is called Federated Control Plane, while
every single cluster is known as clusteorker.

The Federated Control Plane consists of the following three parts:

1 Etcd, to store persistent objects through federated API;
1 Federation API server;
1 Federation Controller Manager.

Etcd is used to store federateljexts whichare registeredhrough the REST
endpoint (Federation API Server). The Federation Controller Man@$r
contains a list of federation controllers, each one of tle@seuts operatiors
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depending on the federatetject involved in the invoked APUsers interact

with the Federation APl Serv37] which creates federated objects. Thase
storedin the storage federateticd Furthermore,dderation Controllers subscribe

to the controlplanein order toreceive events associatemthe correspondent
federated objects. When it is necessary to execute an action, the federation
controller interacts with the API server of underlying clusters to propagate the
creation of regular Kubernetes resourdden a ReplicationControlles used

the desired behavior is not to createxumber ofobjects for each underlying
cluster. The principle is to extend the strategy at the federation éawkto the
desired state is expressedtafederatedevel and not singleluster.

Nevertheless,hie synchronization is only ondirectional, from the federation
senerto the underlying clusteModifying the resource on the underlying cluster
changes will not be notified to the API Server, taking to a not consistent state.
When an entire cluster faults, the federated control plane detects the event and, if
some faukltolerant strategys configured the system will make sure that on the
remaining clusters available the resource hallinstalled

However, &derating cluststas not just advantagés.fact, it is possible to point
out disadvantages that in a singlaster deployment tiseare not presengurely,
this involveshigher overheadecause the system usasgreater amount of
network The federation control plarshould check every cluster and control that
the desired state is the same of the current Satd clustersare placean the
differentand far region, this includes a not negligible overhead.

Another disadvantage is that a bugthe federation condt plane causes a fault
on the whole system. For thisasonj $ fondamental that the federation control
plane should act as simple freemd and delegate requests to correspondent
singleclusters.

3.4.9 APIs to extend Kubernetes

Kubernetes was designed to provide a set of defined resonroeter tomodel
an application using padvolumes, Replication Controllersand more Each
resource typés definedby a manifestdescribed with & AML or JSONformat.
Furthermore, the imptaentation consists of eontroller thatregisters itselbn
the APl Servem order toreceive events associatiedthe correspondent managed
resourcq33]. Thisimplements the desired behavior executing-lewel actions
characterizing thenostpopular way to use Kubernetes.
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Nevertheless, e of the most importari¢atures of Kubernetes is the possibility

to extend the platform customizing the open source prdjeéact, t is possible

to createcustom objects andefine the business logic of controllerghose aim

IS to manage custom objects. Kubernetes is composed of components completely
decoupled and independent, with a weak relationskipessaryto guarantee
flexibility. This allows us to modify the runtime, even choosing a different
containerengine. All of that has influenced the adoption of Kubernetes in may
projects, such as OpenShift, DadorkFlow, and Helm.

3.4.10Platform as a Service and OpenShift

Since Kubernetes operates lagé tapplication level rather than at the hardware
level, it provides somgenerallyapplicable features commonttee paradigm of
Platform as a Service (PaaS), such as deployment, scaling, load balancing,
logging monitoring. However, thelecoupled architégre makes itable to be
pluggable and extensibl&his results in a system that is easier to use and more
powerful.

Red Hat OpenShift is a Platforasa-Service with the purpose to allow the
developer to focus onlgn designingservices This means that the target is to
quickly provide results obtaining at the same time scaling and-teng
maintenance of applicationshe original versions of the platform did not have
any link to Kuberneteddowever, helastreleas@ll) was completely deghed

with a distributed platformatopof Kubernetes. There is a strong separation in the
responsibility model to design services: Kubernetes takes care of managing
runtime changes and application scaling, while OpenShift concerns about
building images andcorrespondent deployments, withouttegraing any
Continuous Integration solutions such as Jenldtts

Furthermore, OpenShift introduces even the concept of user and group to deal
with multi-tenancy of Kubernetes clustei$is means that users have access to
their own namespace. The application whishexecuting in their namespace are
completely network isolate@asically, OpenShift is an extension of Kubernetes
with the introduction of the following resourcedsers and Graqus, Projects,
Templates, BuildConfigs, DeploymentConfigs, ImageStreams, Routes
Furthermore, this extension opened the integration with cloud computing feature
that Kubernetes has never met yet. One of these istanéncy. So, the platform
service incldes the concept of users and projects @srkspaceo host single
tenant workload Each user has access ttee project practically speaking
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Kubernetes namespac&arthermore, ser accegsto projectsare managedy
cluster administrators.

OpenShiftallows to users the possibility to define configurable manifests. These
are called Templatesvhich area list of objects whose definitions can include
several parametershese valuesare sewhen the templates initialized andso
developers can havesart of existing solutions whichre spreador the most
applicative use cases.

Template Template

Pod
{ J

Process ‘ Create >

Service L{ Service Service
name: $(APP_NAME) name: kubia name: kubia
) =
7%

pul Parameters

Pod Pod

name: ${APP_NAME) name: kubia name: kubia
p 4 \

APP_NAME = “kubia"
VOL_CAPACITY ="5 GI"

Figure 36 - OpenShift Templates

Figure 36 shows us the process of building Kubernetes application through the
high-level concept of OpenShift Template. These are simplydpfimed
manifest, with a set of parameters, tisagjivento a logic component order to

build a set of common solutions.

One of the modtenefis of OpenShift is the possibility to enable the automatically
run aftercompletedthe build process of thepplication. In thisase there is no
needto execute thduild with the container imagelhis is possible due to the
OpenShift resourcee h i ¢ h i Build€Ccafigd. Te dlo tliata git repositoryis
used but the implementationdoes not monitor that repositoro, this is
accomplishedy a hook to that repositp that notifies OpenShift thexecution

of a new commitommand After that, OpenShift will execute the pull operation
from the repository and start the execution of@éhBreprocess.

Furthermore, @aother important OpenShift resource is theo-called
fiDeploymentConfig. When acontainerimageis built, this will be addedo an
ImageStreamThis consists of a notification queue that holds each image after
completng the build process. Wheheé DeploymentConfig detects that a build
hasbeendone it stars the rollout of the new imag&his is the case whean
applicationneedsanupgradeor update modifications.
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Figure 37 - BuildConfig and DeploymentConfigs in OpenShift

Figure37recaps what we have just discusabdutthedeployment configuration

in OpenShift. This consist of a notification system that is used to detect the
definition of a different application compent.This involves a chain execution
thatasa resultyieldsto the rollout of the applicatigrwithout no need tdhave
management downtime

3.5 Apache Mesos

Apache Mesos is an open source project designed before DBelsarally, it is

a platform whose aim is to manage computer clusters using Linux CdB&&8]ps

In fact, the purpose of the system is to provide CPU fil&3ystem and memory
isolated resourcet.is describeds a cluster platform which provides computing
resources to frameworks. The primary benefit of this project is the level of
abstraction it provides. In fact, there is no lackwith a cloud provider or
datacenter vendor infrastructuigasically, it joins the whole set of resources as

a centralized logic control system.

It was built to support mixed workloads of lengnning (application) and shert
running patch processing) processes and job& main principle of Mesd89]

is to provide computing resources to frameworks, such as Hadoop, Spark and so
on. In fact, here may be multiple frameworks running on a Mesos cluster for
different kinds of task and users interact with frameworks rather than directly with
Mesos. Sharing improves cluster utilization and avoids gexmework data
replication. Studies have asserted that Mesos can acheagoptimal data
locality when sharing thecluster among framework$-urthermorejt is quite
resilient to failures.

Mesog40] has a different philosophy than Docker Swarm and Kubernetes, which
are both containananagement tools with a clustercluster relationship. Mesos
is moreof a resource allocation manager that allows users to manage both Docker
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and norDocker jobs. In fact, the execution of framework jedbaccomplished

usng native operating system featuresnd not necessally with Docker
containers.This offers usthe posdility to build a specific executor binatn

order tolaunch an isolated process within the Mesos infrastructure. That is
properly what many cluster frameworks, such as Hadoop, Spark, and more have
already done.Furthermore there is no tightoupled relaon between the
application level and the underlying infrastructuie.fact, Mesos provides
framework to launch heterogeneausrkloads onto the same cluster.

Nevertheless, Mesos works between the operating system and the application
layer. The aim igo provide dynamic allocation of resources of the underlying
datacenter andthis has not led the projectlb@ quite spreauh the orchestration
market For this reason, in the segment of container orchestration, Mesos is now
used in conjunction with another framework which is called Maratfidis
serves as a container orchestration platform on top of Mesos, providing
functionalities such as scaling anelfshealing for containerized workloads. In
fact, itis focusedn application levelanduserscaninteract with the platform as

well as with other existing solutions such as Docker Swarm or Kubernetes.

3.5.1 Architecture

Mesos has an architecture timbasedn the master/slave model. Furthermore,
in addition to the two types of node, it comprises frameworks wdelplaced
atop of the entire infrastructurghisintroduces another issue that concerns about
the process in which it is needed to provide scheduling. As ibeileenn the
next section, Mesos uses a midtvel process in which frameworks continue to
take scheduling decisions while the core of Mepoovides to them resource
offers[41].

The architecture consists of a master/slave design pattern, in which the execution
of tasksis delegatedo slave nodes. The master process, running on the manager
node of the cluster, kas caref management and monitoring of the whole cluster
architecture. Therefore, it needs to communicate with frameworks whose aim is
to schedule jobs on the slave nodEsis means that after agxplicit declaration

of the local component to the framework, the master has to launch the task
execution on a slave nodEo do thatit is necessary that each framework gives

to the master a special component able to instantiate jobs for that solution. These
components are called exeordt, simply implemented as processes running on
slave nodes.
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Apache Mesos: Built for High-Performance Workloads
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Figure 38 - Mesos Architecture

Figure38 shows us the architectural model of a Mesos.

The resource sharing stratdgy] is appliedo the master through a sophisticated
mechanism: it decides to offer a set of resources to each framework. The strategies
are two: fair sharing and strict priority. However, Mesos givethe possibility

to extendits own strategybecause the mastes desgnedthrougha modular
architectural pattern. Furthermordlesos is suitable to offealso high
availability. This consists of replicating master node®rder toprovide failover
mechanisms in case of mastailures To do that many solutions can be ecs

even if the most adopted implementation is Zookeephis consists of an
election algorithm which determines the new nadgch has to play thenaster

role.

3.5.2 Scheduling

A framework installed on Mesos consists of two components: a scheduler and an
executor proceqg28]. Theschedulers the component responsitite decidingif
accepting or not the resource offers. In that case, it will specify what resources
will be usedamong those offered by Mesos platform. The exacig the
frameworkdependent process which has to instantiate scheduled tasks on the
node which it is running orfFurthermore, even with Apache Mesos, thera is
possibilityto define a custom Mesos schedulasically,there it can be built in
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two different ways: by using a C++ interface or by using the new definition of
HTTP API. Nevertheless, thosehedules, built on the notification model, are
expected to keep the subscription connection open as long as possible.

Framework 1 Framework 2
Job1 | Job2 Job1 | Job2
FW Scheduler FW Scheduler
e O RO PR
< —
Allocation Mesos
module master
yan
[ <s1, 4cpu, 4gb, ... > ( 1 ﬁ:ﬁfwlv?l :2:&.’12 3;‘;3 ;gg : ]
Cocotlmlocee Agent 2
: - E)_(.e_c,l_‘lt_OE o i Executor
2 Task i Teskoy Tosk || Task

Figure 39 - Mesos Scheduling

Figure 39 shows an example of resource offer. The first step concerns about a
slave node that communicates to the master an amount of availability.
Subsequentlythe master decides how many resourced & which these
resources need toe offered This means that it wilberformas an offer to the
framework which has to respond if accepting or not the offer.

Each framework has itswn internal strategyn order toaccept even an amount

of resources ks than the proposal offered. Obviously, the master is not aware of
local information to frameworks. However, statistics shasusing thastrategy
hadnot influenced the reach of good performances.

The desigmprinciple[43] to locally choose the accepting of a resource offer allows
satisfyingapplicationrequirements because the solution was designed to adopt a
locality principle that isndependenbf underlyingMesos core. However, the
assign of resources has not an urtiahitime andso Mesos can decide to preempt
the offer aftelanexpirationtimeout whichis establishedn conjunctionwith the
resource offer.
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That preemption carbe donethrough a simple communication with the
correspondenexecutoror killing the process associatadth that framework.
However this is not an elegant solution because it can cause inconsistencies,
considering the fact thain event of this type canno¢ handledThus a reserved
guota hasbeen designedh order toguarantee a minimum allocation to the
framework.

3.5.3 Executors isolation

Executors areunon slave nodes but, considering Mesos princjptes possible
to imagine the case in which multiple executoomcurrentlyrun on the same
slave.Therefore in orderto get isolation between executolesos adopts two
mechanisms: Linux Containers and Solaris ProjEaese technologies limit the
usage of resources such as CPU, bandwidth, memorglieV/©esand processes.
Furthermore, the platform supports a dynanwoafiguration of limits associated
with containers.

At state of the artMesos uses container technologiest in the future,it is
possible that complementary solution will be investigated, as virtual machines. Of
course, the adoption of contain@mechanisms allows us to take advantages of
isolation already built on frameworks, such as Haddophis frameworkfasks

are different jobs in the same machine but practically executed as separated
processes.

In conclusion, we caaffirm that Mesos is #ightweight solution to enable the
efficient resource sharing between frameworks in cluster compulimg.is
enforcedby two most important principles: a sophisticated resource sharing
strategyand a decentralized scheduling mechanism, which is cadeolrce
offers. These make of Mesos a tool that guarardef@sfor-all cluster solution
able to deal with dynamic changeshe system, without no losé simplicity and
scalability.

3.5.4 Marathon

Until now, we have learned what Mesos cluster focusing anfrastructure
management in order to get efficiency and scalabilittsvever, many solutions
havebeen developei order tabuild on top of Mesos cluster a soriagiplication
level managemen(iorchestrator)43].
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Marathon applications specify
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Figure 40 - Marathon Framework on top of Mesos Cluster

Figure40 shows an architecture overview of the Marathon framework built atop
of a Mesos clusterlt allows us to startapplications by using Mesos and
underlying technologies, such as Linux contasreerDocker.

In literature, itis even considereas a sort of pvate Platform as a Service, which
allows us to configure the deployment of a generic applicakonthermore,
Marathon is used to specify desired resources for each instance of a generic
application.So, t is even possible to define the number of insés that are
willing to launch.

As each Mesos frameworkarathon interacts witthe master componerkhe

idea of Marathon is to provide orchestration functionalities to the whole Mesos
cluster. Thus,fia slave faults, Marathon will start a new instainterder to
guarantedahe faulttolerance Furthermore, thioffers high-availability andthe
support to developers, who can focus on business logic problems and not on
underlying infrastructure.

3.5.5 Service Discovery and Load Balancing

When an applications placedon the cluster, it is necessary to manage the
addressedraffic to that serviceThis should be done regardledstihe sender
belongs to the same cluster or néurthermore, in modern microservice
applications, this is much more important becasgsevice instances have
dynamically assigned network locations. Moreover, the set of service instances
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changes dynamically because of astaling, failures, and upgrades.
Consequently, the client code needs to use a more elaborate service discovery
mecharnsm that is completely infrastructuagnostid41].

Apache Mesos has included three solutions tovattethese issug andtheyare
MesosDNS, Marathonlb, and HaProxymarathorbridge. MesosDNS is a
service discovery that usétgee domain name system (DNS). It works directly with
Mesos andit is independenbf Marathon. Furthermore, it is possible to integrate
MesosDNS with outside implementation that can be useful when a request cannot
be locally resolved

External

Creates DNS records DNS

based on running tasks

\ Mesos-DNS

Cluster state
Mesos masters Record generator

1 1
DNS query /
Mesos slaves DNS resolver —

Mesos tasks discover The Mesos-DNS resolver

other tasks by using DNS. forwards external DNS
requests to existing
DNS servers.

Figure 41 - MesosService Discovery

Figure41 represents the case in which Meso$fiostedwith A DNS resolution
system. As it is possible to seéke masters responsibldor generatinga record

for each service whereas slaweach sevices by querying the Mesos DNS.
Furthermore, there is the possibility to federate the Mesos DNS which can forward
the request to an external existing DNS server.

Marathonlb is portbased using a lightweight TCP/HTTP proxy, which is called
HAProxy. It is an alternative way to implement a discovery service. The psoxy
installedon each cluster host order toforward requests statically addressed on
a specific portThis allows for clients to connect to a specific port without no
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knowledge about the underlying discovery process. However, this approach is
useful only if all applicationare launchetby using Marathon.

The Internet

marathon-lb

(HAProxy)
+
I
I
I
I
I
Y
Scaj@_uE/_dg\fgn_ —_|»| Autoscale
| controller
v
‘ Marathon | Mesos Agents (worker nodes)

Figure 42 - Marathon Load Balancing

Figure42 shows us the domain resolution system offered by Marathon atop of a
Mesos clusterin this way, Marathon sets up a proxy whishopenedo the
Internet. This is the component which storesthesolutiomame space order

to find where is placed is application compondxévertheless, there are also
other solutions sucHaPRoxy-marathorbridge,even if itis no longersupported
This is a script which configures a local installation WAProxy, an advanced
load-balancer, whichs installedon each slave nodé&urthermore, jpplications
running on aslave shouldlisten on a specific port on the localhost network
interface.This allows HAProxy to guarantee the intthuster communicatiorin
fact, it is periodically configuredoy a script that getsfrom Marathon APIs
informationabout applications which are currently executing.

3.5.6 Chronos

Mesos is an elegant project which allows us to fzvigh-levelrepresentation of

the underlying data center infrastructure. However, popular requirements have
influenced the production of new framewaorks that work on top of Mesos. Chronos
is another framework example that works on Mesos to execute similar
functionalites as thecron daemon, installed on the kernel of a UNike
operating system. The purpose is to get the possibility to schedule activiiees to
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executedn a repeatable wayrhis is typicallyrealized withthe configuration of
a cron job, which execute a particular script accordingly to aemporal

configuration. Furthermore, the Chronos projecnsaugmentedron daemon.

Due to this introduction, there is the possibility to speaf task and the
underlying middleware takes care to start executiontlm® infrastructure
architectureFurthermore, wittclassicalcronscripts, weare not ableto explain

thedependentask.Therefore Chronos allows us tsupport that in order toreate

interacting activities, such as a pipelietract TransformLoad (ETL).

3.6 Rancher

Containers make software development easier by making code portable across
development, test, and production environments. Furthermore, once in
production, organizatiorf®cuson anorchestration toah order tomanage their
containerized applications and service componeAs. we have already
anticipated, a lot of solutions have been introduced, each of which faces specific
aspedcs that in part or completelyare not included inthe complementary
solutions. Eva if, such projects are based on a modular architecture, customizing
and setting uphe orchestrators can be challenging and with the need to include a
steep learning curv@4]. This is why Rancher was introduced for.

Rancheris not a container orchestrator but a compt@Ertainermanagement
platform that includes everything is needed to manage containers in production.
So, users can quickly deploy and run multiple clusters across multiple clouds with
aclick of abottom. This makeseasier the management of all aspects of running
containersFurthermore, Ranchewupports existing orchestration tools and so it
works at a higher level than orchestration perspective. For this reason, users can
use Rancher to set up differemployment environments, each of which &en
launchedn a matter of times.

This allows users noto face with orchestratiegpecific configurationsalso
providingthe possibilityto stay upto-date with new stable releases eagsiyfact,
Rancher offers the possibility to set up an environment, using a specific
orchestration tool, andsaresult there is no difference using that environment.
So, clients can interact with the system as iére builtwith the standalone
configuration tools.
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Also, Rander makesheunderlying orchestratiorsasy to be adopted, including
enhancement features such as corporate security andt@maltit environments.
Thisis quite suitable for cloud scenarios where the ntatiancy is a fundamental
feature that charactees each cloud infrastructure. Another important
functionality that Rancher provides is the support of ralitstering and muki

cloud deploymentsThis means that is possible to have running containers on a
single onpremises as the same as containers which are running on multiple
clusters and cloud service providers.

Rancher includes a distribution of all popular container orchestration and
schedulingrameworks today, including Docker Swarm, Kubernetes, and Apache
Mesos.This allows users the possibility to create multiple orchestration chuster
by using the same underlying infrastructufdso, Rancher supports itswn
container orchestration and sdoéng framework, which is called Cattle.
Rancher optimizedhis frameworkto orchestrate infrastructure services as well
as setting up, managing, and upgrading existirghestration clustersso, the
purpose of this section is to investigate this alt@raaolution and itewn native
orchestration tool

3.6.1 Architecture

Rancheris designed to run Docker containers immediately on top of the kernel,
namely those providing core Linux services to the users. Those services run inside
containersandso, users can create their own Docker (tis®el) containers, as

in any other Linux distbution [45]. Figure43 shows us the layered architecture

of Rancher platform.
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Figure 43 - Rancher Architecture
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As it is possible to notice, the solution has no tighiipled relationshg It is
organizednto three main levels: infrastructure services, container orchestration,

and application catalogDue to this modular organization, containerized
applicationsare deploye@n an infrastructure which is completely agnostic of the
services thatare builtatop This is guaranteetby the Rancher components that
constitutethese al | ed @Al nf r a éttthislewel therplatfortheéakeg i c e s
careof low-level services that involve storage, processing or networking.

Furthermore, there is a standardization way that enables the architech&re to
integratedwith on-premises and cloud solutioriBhe unique requirement is to
have machines whose kernel is Lirtompliant. Hosts can be even
heterogeneous in terms of CPU, maay, storage and network. To do that, this
layer was defined including also other features, such as load balBh®rand
security.The flexibility is guaranteed becausese components are instaliec
containerand so the infrastructure is comggtagnostic.

As mentioned in the overview of this chapter, it is fundamental to have a container
orchestration system in order to take advantages of external components that
support managing and deploying containers along a cluster of machines. So,
Ranche includes a layer of container orchestration in which is possible to
continue to use nativelients in order to communicate with the correspondent
container orchestration.

Actually, the supported solutiomse Docker Swarm, Kubernetes, Mesos and the

native Rancher orchestration system, Cattle. This altbessupportof different

cluster instances, each one with a specific orchestration system. Therefore, users
create their own clusters, starting from the cphocef Raiin c her Envi r on
Each environment is created from a template and, in order to build it, is necessary

to specify the orchestration system which is preferred to use.

Lastly, the application catalog is a Rancher service which provides to usdrs a s
of pre-defined multicontainer clustered applications. They can be installed with
a simple click and can also be updated at runtime with new versions and
configuration settinggurthermore, Rancher includes an additional functionality
that is called ExerpriseGrade control. Thisonsists of set of services that can

be installed as a sort of phig like, for example, different authentication
mechanisms, such as Active Directory, LDAP, and more.
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3.6.2 Network

For the networking subsystem, Rancher supmi@mmon Network Interface
(CNI) layer[46]. This allows the platform to enable the openness to otherdower
level mechanisms, which can be integrated inside the Rancher platform. Basically,
it consists of specifying whichetwork services are installed on the underlying
architecture. This is information is given by the Environment resource. However,
it iIs necessary to select which driver type is needed to use the underlying
infrastructure services. Therefore, for each nekwaovider, the platform gives

us a sort of plugn catalog in which is possible to find the supported
implementation.

By default, Rancher uses the driver which called IPsec. This defines an overlay
network using IPsec tunneling. When a network driveldaisnched in the
environment, a default network will be created. Therefore, each service installed
on top will be using this network. Originally, Rancher used the managed network,
using the docker bridge. With the adoption of the CNI layer, each cont&rteds

on top of the network infrastructure sees just the Rancher managed IP. This
information is not present in metadata of the underlying Docker engine and so, it
IS not possible to get them through a Docker inspection. Rancher included this
new functiorality extending the behavior of Docker ecosystem. Furthermore,
each container is launched with just two network interfaces: loopback and the
underlying managed by Rancher. Users interact with Rancher using the command
line interface or the web interfaddowever, a container is always started using
the managed network, the overlay network supported by Rancher. This allows to
containers to communicate with each other, without no loss if they are running on
the same host or not. Furthermore, this charatternis important for other
important services, are built on top of netwankrastructurs, such as load
balancer and DNS.

3.6.3 Storage

Rancher includes the possibility to use different storage services to expose the
concepto f Vol u me 0 . The pmeiused inpther solut®ns tikh e s ¢
Docker. Therefore, this service typeaiso declareth the definitionstageof an
AEnvironmentTe mp | & tempate is another Rancher resource whiakses

to create an environment without no need to specify each functionality included.

In fact, usersre ablgo create or use an existing environment that can be easily
made up by clicking the correspondent bottoltnis also possible to select and

launch astorage service from the cataldg fact, the application catalog provides
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to theuserthe possibility to use existing storage solutions such as those that are
particularly spread in the current segment target. Howedwere is no guarantee
that will be a full compatibility with storage systems of some container
orchestration, such as Kubernetes.

Volumes are able to have different scopes, which refer to the level at which the
volume is managed by Rancher. Currently, using Rancher Corilgsséhere is

the support to creat#ifferent types of volumeg.hese are callecceped volumes

and theymust be defined in theorrespondensection of @bocker composéhe

file. Actually, the scope definitionarestack and environment. By default, a stack
scoped volme is created, but different scopes can be created on modifiers in the
top-level definition.As the name suggests, the first one is confined to a single
stack of services while theecondone is completely visible to each component
that is defined in the environment. For this reason, users need to evaluate the
visibility tradeoff in order to take advantages of botlodek. Furthermore, this
makes of Rancher a featured platform that inefaifeaturenot usual in other
solution. In fact, the concept of environment is basically a synonyhreténant

and so we can conclude that the architecture is-sugihble for cloud
infrastructure deployments.

3.6.4 Cattle

Cattle was the first containerabrestration system available with Ranched so

it represents a solution quitdableinside the platformlt is much similar to
Dockerorchestration, considering the fact timbased on Docker commandis
fact, applications are defineding dockeicompose Furthermore,tie application
deployment is based othe concept offiRancher & a ¢ Khis is a set of
components that together compose the applicalios.very useful taadoptthe
microservice paradigm and so that resource has been also included with the
supporting of the other orchestration tools. A stzank be directly launched by an
application catalog, or through a docleampose file with the augmenting of a
possible ranterclomposebasically a Rancher extension of docker compose

Each stack is composed of services. These are docker images, characterized by
application requirements, such as scaling, health checks, service discovery links
and configuration parametersidteven possible to include a load balancer service
and other external solutions within a cattle stack. This principle is outside other
implementations such as Kubernetes and so on. All of that allogsick
deployment, simply based on singleck instead of defining dockecompose and
ranchercompose.
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However, as we have already explained, this is not the main feature of Rancher.
In fact, the good integrating of other existing solutions and thactionalities

has given to Rancheigmodpopularity that is influencing the rate adoption of that
platform to run containers in production. Due to this modular architecture, users
can easilytake advantages of different solutions while maintaining a single
management experiendeurthermore, it is clouvdgnosic and so it is possible to
work across cloud and multiple data center without no loss of visibility and
deployment reliability.

3.6.5 Cattle Scheduling

The scheduling subsystem is the cor€attle It handles port conflicts and ability

to schedule througlabels on host and containers. The concefh®labelis the

same that we have already introduced with Kubernetes. As in other solutions,
Rancher does not force users to adopt a specific scheduling s{iatgdn fact,

it is possible to easily integrate other solutions, such as one chosen from the
Rancher catalog. Furthermore, in Rancher the scheduling mechanism has been
distinguished in three cases: multiple IPstbb@host resource constraintand
services that can becheduled on a host. These are the main aspects that the
platform considers whea scheduling decisios needed.

By default, Rancher assumes that one host has its own unique IP address.
Moreover,if no address can be usddis necessary to configuredlsystento

notify the Rancher scheduler abautich network addresses are being uged
common scenario islena load balancer or a service needs a port to be externally
exposé. In this case, Rancher will schedule against all the available scheduler
IPs otherwiseit will reportthesec al | e d 1 p[d4]. The otleemakpedtis t 0
about the configuration of a host inside the Rancher platform. In this cakesthe

is configuredto the infrastructure with automaticalfssigned resource limjts
which arebased on thbost characteristics

Therefore when users need to deploy an applicatitatfle considers parameters,
such as memory or CPU that can be used on the Niegerthelessmost of the
container scheduling defined on the servicén fact, aserviceis defined with
specific rules ohostrestrictions that the containers can be schedwidd An
exampleconcerns about a contairterbescheduled onto a host that has a specific
host label.This is the last aget which Cattle allows users tmnsiderwhen
containers should be run in production environments.
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3.6.6 Rancher WebHook

WebHooksare components that can be created in Ranot@der to trap evest
thatareuseful to be handled to either provaldifferentbehavior or to react when
something happen3hese arainiform resource locators$JRLs) which can be
used to staranexecution action within Rancher. An example is a receiver hook
[48] used to integrate a monitoring systemstale up or down the number of
container instances for a specific servitteis composedof a name for the
receiver, a type and the action associatgith the receiver. After defined a
WebHook, an URL is obtained.

Cattle introduces three types of rece

number of Hostsodo and AUpgrade a Servi
As the name suggests, we cscale a servicelThis requires to configure the
WebHook to define thantertion, the service involved and the maximum number

of containers at the timé\ possible usage ahis receiver hook is tgcale a
service by implementingnautoscalingintegrationwith an outsidgrocessThis

is another feature that distinguishes Randtmm the explained complementary
solutions. However, each one has its own pros and cons and i@abiogat the

end of thischapterwe will discussa comparison of these solutions.

3.7 Amazon EC2 Container Service

Amazon EC2 Container Service (Amazig&S) is a highly scalabland fast
container orchestration service that makes easy to run, stop and manage Docker
containers on a cluster of Amazon Elastic Compute Cloud (Amazon EC2)
instances. By this way, it is possible to get the state of a clusteafommtralized
service, accessing many familiar Amazon EC2 feat{#8§ It eliminates the

need to operate on cluster management, configuration or worry about scaling the
infrastructure. Basically, it represents th®ockercompatible orchestration
solution from Amazon Web services. So, each amazon cluster consists of tasks
which run in Docker containers, and container instances, among many other
components. Furthermore, the solution manages just amazon container
workloads, resulting in vendor logk. In fact, there is no support to run
containers on infrastructure outside of EC2, including physical infrastructure or
otherclouds such as Google Cloud Platform and Microsoft Azure. Nevertheless,
the solution is providedly Amazon as a service and so there is the ability to work
with all the other AWS instances services like Elastic Load Balancers, CloudTrail,
CloudWatch, and more.
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3.7.1 AWS Elastic Beanstalk

Amazon Web Services is an elastic, secure, flexible and devaleptc
ecosystem that serves as an ideal platform for Docker deployments. It provides
the scalable infrastructure, APIs, and SDKs that integrate tightly into a
development lifecycle and accentuate the benefits of the lightweight and portable
container that Dcker offers to its usersAWS Elastic Beanstalf50] is a
management solution for AWS services, such as Amazon Elastic Compute Cloud
(Amazon EC2), Amazon Relational Database Service (Amazon RDS), and Elastic
Load Balancing.

By this way there is no requirement to manually launch the AWS resources to
start the applicationTherefore it is AWS Elastic Beanstalk which handles the
details of capacity provisioning, load balancing, scaling and health monitoring.

In addition it provides the possibility to deploy and manage containerized
applications, and a command line interfaselftool) that can be used to deploy
both the AWS Elastic Beanstalk environment and Docker containers.
Furthermorethere is the possibilitio easily @&ploy and scale containerized web
applications avoiding the complexities of provisioning the underlying
infrastructureln fact, we can affirm thatf more granular control over containers
or custom application architecturesneeded, itis better to casider working
directlywith Amazon ECS.

3.7.2 Amazon ECS

AWS Elastic Beanstalk is useful for deploying a limited number of contaamers

the way to run and operate contaieeabled applicationss quite flexible
Amazon Elastic Container ServicdECS is designed to run and manage
containers across a number of hosts that are grouped into clG€er fact,
managing containers, as the number being run increases, becomes difficult and
makes a not negligible overheabhis takes operators not to focus on core
businessesSo, Amazon ECS provides a way to deal with containers and easily
run distributed applications on a managed cluster of EC2 instddasisally, it

offers three possibilities to use Docker containEnsstly, by simple API calls,

with no need to install and operate with the cluster management infrastructure.
Secondly, Amazon ECS is designed for use with other AWS services and includes
access to many familiar features like Elastic Load Balan&B&volumes, EC2
security groups, and IAM rolekastly, theras the possibility to manage container
scheduling through a variety of solution in order to support a wide set of
applications.
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3.7.3 Architecture

Clusters are made up of container instances, which areriSs@aces running the
Amazon ECS container ageiithis is responsible ttommunicates instansand
container state information to the cluster manager and dockerd (the Docker
daemon). Computation resources executing the Amazon ECS container agent will
autonatically register with the default or specified clustBhe Amazon ECS
container agent is open source and freely available, and as such, can be built into
any AMI intended for use with Amazon ECX]. Furthermore, \lwen acluster is
created using the Amazon ECS console, an Auto Scaling group is also associated
with the cluster. This ensures that the cluster grows in response to the needs of the
container workload.

Architecture

User
Scheduler

Internet

AZ] AZ2

Figure 44 - Amazon ECS Architeatel

Figure 44 illustrates the architecture of a typical amazon cluster with ECS as
container orchestration engirfdter instances have been deployed to a cluster, a
task definition is used to define apgation or service to run. This is accomplished
defining the containers and volumes that are deployed to a host.

Task definitions are one or more container definitions. These specify the name
and location of Docker images, how to allocate resources toceathiner, and

any links to other placement constraifitsrthermorefiit is needed, it is possible

to specify any volume requirementhese are specified the definition of a single
task, which ighe minimum unit of work in Amazon ECS.
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3.7.4 Scheduling

Amazon ECS is a shared state, optimistic concurrency system and provides very
flexible scheduling capabilities. Schedulers use cluster state information provided
by the Amazon ECS API actioffs0]. Of course, ltis information is necessary to
make appropriate placement decisions. Actually, Amazon ECS provides two
scheduler options: RunTask and CreateService.

RunTaskrandomly distributes tasks across the cluster and tries to minimize the
fact in which a single dister instance will get a disproportionate number of tasks.
The other one is ideally sed to longrunning stateless services. This ensures that

an appropriate number of tasks are constantly running and reschedules tasks when
a fault occurs. In additionot default schedulers, Amazon ECS allows for
integration with both custom schedulers and existing 4@y schedulersush

as Apache Mesos Framework.

3.7.5 Network

Amazon ECS takes advantages of native Docker features like port mapping and
containerlinking while building on hostevel Amazon EC2 networking features

[50] such as security groups and IP addreseesddition,Amazon ECS supports
Docker links, includingthe usage of injectedariables and configuration host

files. This is importanto guarantee simple discovery of other linked containers.
Furthermore, formore advanced users, it is possible to specify viele
definition that asecurity group, network interface, and IP addresses should be
used by ainglecontainer.

3.7.6 Storage

Data volumes are used to store and share information between containers. These
areusal as a persistent data store that can be shared between different containers
on a host, as empty, ngersistent scratch space for containers, or &xpaorted

volume from one container to be mounted by other contaife@sS task
definitions allow us to reference the location of an appropriate location on the host
(either on instance storage or using EBS volun@k). Then it is possible to
reference theunderlying volume from specific container definitions and let
Docker managing the volumes within containers.

There are different options to use data volumes. An exampgleisecalled
fisourcePaththat is a reference pu to a directory on the underlying host. If a
sourcePath is not provided, docker treats the defined data volumes as scratch
space, and the data is not persisted past the life of the conairteermore, dta
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volumes can also define tsrage relatioshipbetween two containers by using

the fivolumesFrom parameter.This configuration allows getting data by
referencing a data volume presentied different containeiThis feature is quite
useful when it is needed to export persistent state. Howdéanduntpoint for

the exported volume is defined by the container that is exporting the shared
volume.

3.8 Kontena

Kontena is an alternative container orchestra@mpared to theurrentbig
players, such as Kubernetes and Mesos, it littteadifferentapproachFor this
reason, it is quitpopularnowadaysAn importantdifferenceis abouta separate
authentication server. The user context, necessary to interact with Kontena, is
provided by an authentication provider, which can eitheseltfehostedor the one
centrally hosted by Kontena. This would allow easy integration with an enterprise
infrastructure, such as LDAREurthermore,Kontena separates authentication
from authorization and each master does access control based on roles and users.
In addition, there are several other features such as audit logs and supporting
different existing solutions, such as Overlay network and OpenVPN.

The Kontena platforrmay be deployed on any infrastructure: private, public and
hybrid cloud. This is influenced byehway in which the project is structured. In

fact, the software is packaged as a container and so it works on any Linux machine
capable of running privileged mode Docker container. The principle is the same
used in solutions | iike | KAdeanipledstabosit: i al
high-availability. It is designed to guarantee a stable architecture in which the rate

of downtime is continuously reduced. Furthermore, it is based on a declarative
service modethroughwhich thebehaviorof various applicatiogsis defined. An

i mportant di fference, compared to conm
Reconciliationo. Il n fact, I n Kontena t
and when the desired state differs from the actualc@nciliation process will be
performed.

Nevertheless, Kontena is thought to include features already offered by a
traditional orchestration system. For this reason, it is suitable to deploy stateful
services with the possibility to haveampletemanagment of those components.

In fact, the underlying health check mechanism guarantees that a failure is
automatically detected and faced with a new instance déatled component.
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To conclude thisrief overview, we have learned thabntena has all thbasic
ingredients to become a successful container orchestration platform for
enterprises. However, compared to other solutibms not still well known and

this might prevent that from reaching featpagity or implement better features

in the orchesation space.

3.8.1 Architecture

The purposds to run applications composed of multiple containers, such as
elastic, distributed micrgervices. To do that, the user starts by telling the
Kontenasystem to run a service that is composed of one or more containers.

M kontenaagent

o o o

M kontenacli M kontenaserver M kontenaagent

containers

M kontenaagent

Figure 45 - Kontena Architecture

Figure45 shows us the architecture of a Kontena deployifiEljt As in other
solutions, it consists of a client/server model in whicé server is organized
according to a master/slave architectural pattern. In fact, there is a special node
which works as manager of the whole cluster. This node provides an interface to
manage Kontena object. The specific distinguishes these oinjéarisls, Nodes

and Services. In addition, the master collects log streams and statistics from the
Host Nodes and Services.

As anticipated in the overview of the orchestration tool, the user has to pass the
authentication phase before interacting with thesteraAPl. Moreover, each
master node might be used to manage multiple Grids, each of which assigned to
a dedicated set of nodes to provide the computing power. Furthermore, as seen in
Kubernetes, the master node by itself does not provide any computireg foow

any of the services.
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On the contrary, the slave nodes are
are designed to deliver the computing pouweithe Grid. The architecture is
completely infrastructure agnostic and so these nodes can be hosted by virtual or
physical machines whose kernel is Lireompliant.

A Grid receives a number of host nodes. The platform allows us to increase the
available cpacity by scaling up the number of host nodes to a Grid. Furthermore,
the communication between the master and the host node is performed via a
secure WebSockdgb2] channel. This is an important difference, compared to
other implementation, because this medium is used for all services and so: service
orchestration, management, statistics and log streams.

3.8.2 Network

The network model is based on the Kontena grid, wipeins a set of host nodes.

In fact, a Grid object uses an overlay network to provide connectivity between
service containers, even running on different nodes. Furthermore, the Kontena
Agent establishes the overlay network mesh between the nodes and the grid
network [51] provides service discovery for each deployed microservice
component.

As anticipated before, each host node runs the Kontena agent, which establishes
a WebSocket connection to a Kontena master. While the masteamaaage
multiple grids, each grid has an isolated overlay network with its own address
space. This means that nodes and containers, attached to different Grids, cannot
communicate with each other. Of course, this is an important feature that, as seen
with solutions like Rancher, goes towards the direction of Aemancy inan
enterprisedeployment.

3.8.3 Storage

Kontena providesn experimental support for managing persistent service data
byusingt he s a me [Rookarvaume. In thé Koritenanmaster, volumes

are supported as firstass objects and can be referred to from stack YAML
definitions[53]. Furthermore, &olume can be used by multiple service instance
that can beleployed to different host nodddowever,in this casethe scheduler

will automatically create multiple separate volume instances for each Kontena
volume.In fact, theseorrespond to a specific Docker volume on a specific host
node.
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Furthermore, glumes are defined with a scoffeat can balistinguishedn an
instancestack or grid. The suitable scope depends highly on the sdrataelies
ondata ando providethedesired durabilitylnstance scoped volumes are created
per service instanandso each service instance will get its own volu@e.the
contrary, sack scoped volumes are created once per stack per node. This means
that serviceswithin the same stack and running e samenode will use the

same Docker volumé.astly, grid scopeds used once per grid per noaed the
principle is the same to the others complementary scopes.

3.8.4 Scheduling

Kontena has a builh advanced schedulgs4] that takes care of running and
managing service instances on multiple host nodes. Furthermore, it is guaranteed
an automatic failover and rebalance when the cluster has changes that will affect
servicesAn important difference between Kontena and otb&rtens is that the
schedulens aware ofthe service nature. In fact, it distinguishsateless and
stateful servicemot migrating stateful servicés another node.

The scheduling can be described with deployment strategiefuaatibnality
conditions. Deployment strategiesllow users toadopt different scheduling
algorithms. At the moment treupported strategiege High Availability (HA),
Daemon Random. A service with HA strategy will deploy its instances to
different host node<On the contrar, the daemon strategy will deplagiven
number of instances to all nodes and the last one, Random, will deploy service
containers to host nodes randomly.

There is also the possibility for users to provide several conditions and rules to
drive the scheduler in order to determine how and where to deploy service
instances. Theurrenty supported definitions ar@Wait for porto, fiMin healtlo,

and fAffinity 0. When a service has multiplaenstancesand the secalled
fiwait_for_pord definition, the scheduler waiuntil the containeresponddo a
specific portpefore starting to deploy another instance. This is performed in order
to achieve zeralowntime deploysfi Mi n  hig wsdful tb Bontena that will
make sure that at any pointtime a number of healthy instances areligstly,

an affinity condition is when Kontena is trying to find a field that matches given
value.FurthermoreKontena has the abilitptcompare values against node name,
labels and service name.
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3.8.5 Kontena Objects

Kontena provides the complete environment for orchestrating and running
containerized workloads. In fact, the platform abstracts all available compute
resources and data volumes as a single unified resource pool. Furthermore, these
resources are used by contaiped workloads describes through the Righel
Kontena objects. These are classifasddescribed in the following list.

1 Grid - the toplevel abstraction that consists of a set of nodes. It is created
and managed by Master Node. Furthermore, the creafi@anGrid [51]
implies theautomaticcreation of an overlay network with VPN access
available. Moreover, each node is automatically connected to this overlay
network. Therefore, service may communicate with each other in-mult
host environments just like in a local area network.

1 Servicei a logical set of containers. In fact, containers are ephemeral
environments that come and go. Furthermore, they get their own IP
addresses and those cannot be predicted in advance. Theaefergice
[51] defines a logical group of correlated containers by building also a
logical central point to configure and specify the desired runtime state. As
in other orchestration solutions, Kontepeovides the support for both
stateful and stateless services butddition it offers the possibility to
work also with batch and data streaming processing.

1 Stacksi the same concept of Rancher Stack an used to distribute, deploy
and runthe pre-packag@d application. Furthermore, these are reusable
collections of multiple services with any associated configuration.

3.9 Nomad

Nomad is a cluster manager and scheduler solution that can be included in
different related categories. Until now, we have leasesgral orchestration tools
whose aim is to provide all the features needed to run application containers,
including additimal functionalitiessuch as cluster management, scheduling,
service discovery, and more.

Nomad only aims to provide cluster managaiand scheduling. It is based on
the Unix philosophy of having a small scope while composing with other
solutions like Consul for service discovery and Vault for secret management.
Furthermore Nomad is more general purpose and so it supports virtualized
containerized and standalone applications, including Docker.
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Compared to the solutions which Wave justiscussedNomad isarchitecturally

much simpler It is based on a client/server model and does not require any
external services for coordinatiom storage. Thigs quite different because, as

we have already seen, solutions like Kubernetes are designed as a collection of
more than a halflozen interoperating services which together provide the full
functionality.

On the contrary, Nomad combines ightweight resource manager with a
sophisticated scheduler into a single system. Furthermore, it even supports
working with huge clusters and muttatacenter deployments. For this reason, it

is a good chance to investigate it @$ernative solutiongo those we have
discussedbefore.

3.9.1 Architecture

Nomad is a free and op&ource solution which comes from HashiC8dtware
Company. This platform is based on a chlisatver model through which users
deploy applications in order to take advantages of a-stelttured cluster
management.

Before describing the architecture, it is needed to list a set of termsehadeat
by a single Nomad deployment.

9 Jobi a specification provided by users that declare a Nomad workload.
This is a form othedesiredstate and so the responsibility of Nomad is to
make sure that the cluster state matches the user desired state.

9 Task Group i a set of tasks that must be run together. A single job is
composedf one or more task groups. This is the unit of scheduling and
so the entire group must run on the same node.

9 Driver i the basic means of executing a single task. An exampleeof
driveris Docker, Qemu, Java and static binaries.

1 Taski the smallest unit of work in Nomad. They are executed by drivers
which allow Nomad to be flexible itine types of tasks it supports.

Nomad infrastructurgs5] is classified in regions arghtacenters A region can
contain multiple datacenters. The architectural pattern adopted by the platform is
a simple master/slave. However, these are respectively known as server and
clients. Servers are assigned to a specific region and foregioh they manage

the whole state making scheduling decisions. Furthermore, there is the possibility
to federate multiple regions together.
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As seen with other solutions, the master is the brain of the cluster. Each region
containers a cluster of master and data are edpticin order to ensure high
availability. Therefore, Nomad makes use of an election algorithm to make sure
that at every moment just one node acta amster On thecontrary the slave,

but properly calledtlient, is a machinethat tasks can bexecuted To dothatis
necessary to run the Nomad agent. This agentosglived process and it is
responsible to interact with the servers and executing application tasks.

<—REPLICATION — SE RVER — REPLICATION —»
— FORWARDING = i 4+ FORWARDING—

Figure 46 - Nomad Architecture

-

Figure46illustrates the architecture of Nomgib], based on a single region. As

it possible to see, each region holds both clients and servers. Servers are
responsible for accepting jobs from users, managiegts and computing task
placementsEach region is fullyindependentf each other and @s rot share

jobs, clients or state. Therefore, they are looeselypled using a gossip protocol,
which allows users to submit jobs to any region or query the state of any region
transparently.

The servers in each region are all part of a single consensys §uar this reason,

they work together to elect a single leader which has extra responsibilities.
Furthermore, Nomad is optimistically concurrent, all servers participate in

making scheduling decisions in parallel. Of course, the leader provides the
additonal coordination needed to do this safely and to ensure clients are not
oversubscribed.

Clients communicate with their regional servers using remote procedure calls
(RPC). This interaction includes registering, sending heartbeats for liveness,
waiting far new allocations and updating the status of allocations. Obviously, this
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information is taken by servers whidleedto deal with that in order to perform
scheduling decisions and create allocations to assign work to clients.

Even if it is not shown in thpicture, Nomad provides a command line interface
client by using APIs to allow users to submit jobs to the ser#enthermore,
Resource utilization is maximized blye secalledbin packing, in which the
scheduling tries to make use of all resoufes machine without exhausting any
dimension.This is the most important feature of Nomad that, compared to other
solutions, gives to that a good value also used in orchestration target.

3.9.2 Scheduling

The scheduling process must respect the constraints as declaredoip dnel
optimize resource utilizationThe design is heavily inspired ihe work of
Googleon both Omega and Borg. Therefore, it takes care to be flexible and
scalable but also to dealth alarge-scalecluster in order to offer a wetlesigned
service management.

As anticipated before, the highvel resources of Nomadre jobs, nodes,
allocations and evaluations. Tasks can be scheduled on nodes in the cluster
running the Nomad client. The mapping is done by using allocati®msan
allocation is used to declare that a set of tasks in a job should be run on a particular
node while scheduling is ¢éhprocess of determining the appropriate allocations
and is done as part of an evaluatiéiurthermore, @ evaluation begins with an
event causing the process to be created. These are enghiegpending state and
arequeued into the evaluation broker.

The evaluation brokes unique in the cluster and runs on the leader server. Its
responsibility is to manage the queue of pending evaluations, provide priority
ordering and ensure at least once delivery. Each server runs scheduling workers,
one per CPWore, in order to process evaluations. From the broker, the workers
pull from the queuesvaluations and then invoke the appropriate scheduler as
specified by the job.

Neverthelesdomad schedulers are classifiagervice, batch, systemnd core.

The first is used for longived servicesbatch is usedoir fast placement of batch
jobs;asystento run jobs on every node and core is used for internal maintenance.
Furthermore, Nomad can be extended to support custom schedulers as well.

Theoutput result of a scheduler process is an allocation[p&nThis is the set
of allocations to evict, update or cred@éacing allocation is split into two distinct
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phases, feasibilitghecking and ranking. Once th&cheduleihas ranked enough
nodes, the highesanking node is selected and added to the allocation plan. When
planning is complete, the scheduler submits the plan to the leader which adds the
plan to theplaming queue. This allows the leader node to gcotagainst from
resource ovesubscription and for thisesason it performs partial or complete
rejections of a plan.

Once theschedulehas finished processing an evaluation, it updates the status of
the evaluation and acknowledges delivery with theluaten broker. This
completes the lifecycle of an evaluatiandthe createdlcationsarepicked up

by client nodesvhich starts thexecution.

3.9.3 Use cases

Nomad is weldesigned to act as Microservices Platform, Hybrid Cloud
Deployments and ECommerceservice application. MicroserviceglO], or
Service Oriented Architectures (SOA), are design paradigm in which an
application is structured as a collection of loosely coupled services. These should
be finegrained and thprotocols, used to interact, should be lightweight.

Of course, this improves modularity and makes the application easier to be
understood, developed and ready to production. However, they add an operational
challenge of managing hundreds or thousandsreifces instead of a few large
applications.

Nomad provides a ptrm for managing microservice componemsaking it
easier to adopt the paradignm fact, Nomad is designed to handle muilti
datacenter and multegion deploymentdeing cloud agnostiendit can be seen
asanenablerto hybrid cloud deployments.

This is useful if servers are setlie executeth private datacenters running bare
metal, OpenStack, or alongside AWS, Azure o Google Cldhdrefore,it is
easier toincrementallymigrate workloadsor to utilize the cloud for bursting.
Furthermore, the last casaisout a typical EZEommerce web application. Nomad
allows all typical workloads to share an underlying cluster, increasing utilization,
reducing cost, simplifying scaling and prdwng a clean abstraction for
developers.

3.10Closing remarks
As expected in the overview, the orchestration level is an important
containerization feature that is fundamental to deal wothtinuouy automated
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schedulingcoordination and management of complex systems of containerized
components and the resources they consume. On top of the underlying
infrastructurewehave machinefhysical or virtual) whose operating system has

to support the execution of a container runtime. farrhore, this is not enough
becauseof the automated arrangemerdpordination and management of
complexsystemgequires the introduction of a middleware layer able to support
these features. That is why the orchestration layer was introduced for.

Moreover, as explained in the correspondent section, an orchestration system is
characterized by three important functionalities: service management, scheduling,
and resource management. Surely, these are functional capabilities tirsdlare

to design and quikty implement a containerized system whose components are
spread over the clustdfurthermorethere are also other ndunctional qualities
which are often requirefor the following: scalability, usability, availability,
portability flexibility and sectity. Choosing the right containerization atice

cloud computing cluster management tool can be challenging. Each tool has a
different function even if they can be broken down in application container
schedulers and infrastructure management platforms.

While the containeruntimeformat is largely settled, the real differentiation is in
how to deploy and manage those contain€herefore several solutions have
been implemented in order to provide and meet some specific aspects. In fact, in
each solutia, the includedpproacksand features vary enough that comparing
them is necessary to choose the right option for the specific useFoaghis
reason, we conclude this chapter describing how these solutions are different in
the contekof resource maagement, schedulirend service management.

Resource Management

Resource Management is the functional set of capabilities that are logically below
the scheduling module. Therefore, scheduling cannot aardideringesource
management in order to efficiently place components at the orchestration level.
As explainedn this chapter, an important point of view is to provide a service
which is infrastructureagnostic. For this reason, managing objects, such as
Memory, CPU, IPs etc., can be indispensable. Furthermore, this is not just a
functional requirement but also a helper for +fionctional qualities, such as
usability,availability, and flexibility.
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Nevertheless, analyzing the different solutions, we can raadet of resources
that need to be considered. Surely, ihncdudesMemory, CPU, GPU, Disk Space,
Volumes, Persistent VolumeBoprts and IPs.

Vyes Kubernetes Mesos/ ECS Swarm Nomad Cattle Kontera
Opart. Marathon

Memory | \/ V V V V V V
CPU 1V V V V V V V
GPU O

Disk V

Space

VqumesV V V V V
Pergst.

Vglrjrsrfes O O O

Ports —1'\/ V V V V V V
Ps O O O O

Table5 - Container Orchestration Engine: Resource Management Comparison

Table5 shows us the support comparison for resource manageimeinits case
Mesos is bettelThis is quite acceptable because it was designed for abstracting
the whole infrastructure dhe datacenter

Scheduling

When applications are scaled out across multiple host systems, the ability to
manage each node and abstract away the complexity of the underlying platform
becomes attractivelhe achestrationis a broad term that refers to container
scheduling in order to get the ability for an administrator to load a service file onto
a host system that establishes how to run a specific cont&mehermore, a
cluster scheduler has multiple goals: usingcefhtly the cluster resources,
working with usersupplied placement constraints, scheduling applications
rapidly not to let them in a pending state, being robust to errors, and guaranteeing
high-availability.

Actually, there are three main schedulerhéectures that are adopted by the
solutions which are spread in the scheduling market: monolithieleivets, and
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shared statévionolithic consists of a solution in which the scheduling decision is
performed with no concurrency. This is obviously siveplesteven if, often, it

does noguarante¢he best performance. A twevel scheduleras seen in Mesos,
adjusts the allocation of resources to each scheduler dynamically using a central
coordinator to decide how many resources eackchigber can have. Lastly, the
sharedstateconsists of a scheduling module in which there is no central resource
allocator.Table6 shows us a functional evaluation of the scheduling process in
the solutions that have bedmscussedn this chapterWe can summarize the
important features of a scheduling system, considering the following capabilities:

T

Placement- the main capabilities thatllow to users to load a service file
and automatically seeing the execution of scheduling decisions by the
architecture.

Replication/Scaling- needed to make more than one instance, in order to
provide highavailability and reduce latency.

Readiness Checking it allows to include the service only when the
component is ready to answer. This consists of a simple request/response
protocol In fact, the purpose is to have not just alive components but also
ready service pieces of the application

Resurrection - the capability that is useful for lodyed processes whose

job requires to be always up.

Rescheduling- it consists of being terant when a node fails.

Rolling Deployment it is important when upgrades/downgrades are
performed and the application will show no downtime

CollocationT it consists of deploying more than one container on the same
host. This is fundamental to take adwgds of local inteprocess
communication instead of deploying components on different hosts.

Kuberretes Mesos/ ECS Swarm Nomad Cattle Kontera
Marathon

Placement
Replication/
Scaling
Readiness
checking
Resurrection
Rescheduling
Rolling
Deployment
Collocation

\% \% \% \%

\% \% Vv

V

V

\% \% \% Vv
Vv

V

< < < <<

\% V V
V Vv

0< <K<K < <K<

Table6 - Container Orchestration Engine: Scheduling Comparison
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As it is possible to notice, Kubernetes is the most featured project It is considered
a pure application container scheduler and forrdsonit has recently moved
on Rancher with a more comprehensive infrastructure management platform.

ServiceManagement

This is the highest capability level of each orchestration system. It provides the
functionalities to manage higlbvel services such as lo@dlancng, multk
tenancy, higkavailability and more. This is led by the spectrum of cloud
computing servers. The key difference is about the container deployment and
lifecycle management. This allows us to quickly deploy containers in production
through a manageent layer which suits the rapid change applications undergo in
a DevOps strategy. d¢wvever, as happened for scheduling and resource
managementany type of tool automatethe management of the underlying
infrastructure according to a specific business strategy.

Vyes Kubenetes Mesos/ ECS Swarm Nomad Cattle Kontera
Oext/part Marathon

Labels V V V V V V V
Groups IV V V
Namespaces

Dependenci \Y

es

Load V @) V V V @)
Balancing

Readiness |V \Y

checking

Table7 - Container Orchestration Engine: Service Management Comparison

Table7 shows us the comparison, from the service management point of view,
between the analyzed orchestration toblesos, in conjunction with Marathon,

is almost completely featured. However, tbheus is not based on the higgvel

of container applications and so complementary solutions such as Kubernetes are
designed to include also components like load balancing and fwoenclude

we understood thahere are three key differentiatotise level of abstraction, the
specific containecentric and theintegration withexternalservices However

there is no solution which is a-fibr-all purpose because, as anticipated before,
an orchestration tool can be distinguisiredontainer andnfrastructure focused.
Therefore, users must pay attention at the functional compawsich we have

just presentedand choose the solutiaimat is more suitable for the specific
business use case.
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4 Container-focusedOperating System

4.1 Overview

There has been a lot of recent excitement around containers and orchestration
tools.In particularthe containerization focus has been moweahithepoint of

view: containeffocusedoperating systemg39]. This is a new reality and also
important asmuch ascontainers and orchestration syssesincethe paradigm
analyzed until nowdid not include the set of requirements that a containerization
technologynowaday<an dealvith.

For examplea production environmeranrequire to directly install a specific
component on systems or also mobile devices that do not need the usage of
starting and stop containespplications are often built on distributed systems
comprised of a lot of individual servicemginesand datgprocessing tools. This

is the case for also clotlwhsel applications inside a large enterprise in which the
consumer needs to point out a mualger software system.

These applications requifgandlingthe actual demands around performance,
features, reliability and continuous improvement. So, it is bdtir all these
pieces work together in order &amgmenthe experience of usersperatorsand
developers. The introduction of a distributed operating system is able to face with
these issues in order to allow users to easily deploy a single platform for running
everything that modern applications requirbis includes Docker containers but
also every modern infrastructure that makes extensive use of openmojEces

So, ontainerization contributed t@nhanmg this model to take existing
advantages to provid#her types ofervices.

4.2 The need ofa Container Operating System

Since the launch of Docker, there has been an explosimew containecentric
operating systemf7]. The success of these newntainercentric operating
systems apart igiven by theirlightnesscompared witha traditional Linux
distribution. Containerare runsomewhere and the host, which container bell
executedn, needs to have an operating system as Whklk has ledthe rise of

these new contain@entric operating systems, alsonde i f i ed a®. Ami cr
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Figure 47 - Architecturalmodelof a Distributed Operating System

Figure 47 shows us the layered structure of a Distributed operating systism.
allows us to build a set @he clusterwhose machines are primarily fixed to be
managed by a container platform.

However, thedea is not newin fact, $rippeddown operating systems have long
been embedded electronic systems, ranging franaffic lights to digital video
recordings.Initially, these operating systems were designed to run on a single
node.Today, micro OSef8] are designed to run in distributed environments, in
which the entire data center treatedas one giant operating system that spans
hundreds or even thousands of nodagthermore, this can be treated with the
containerizationparadigm,becausethe existing solutions allow us to quickly
deploy and run microservice components without no need tdtacmderlying
configuration problms.

4.3 CoreOS

Nowadays, a plenty of distributions support Docker, but not in a way that seems
designed for largscale production use. CoreQS0] is an operating system
designed from the ground up to facilitate container operationalization at any scale.
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In fact, it is extremely lightweight and designed to guaranteedngiiability and
fault tolerance.

It is the pioneer of the micro OS paradid60]. The idea is to build an
environment where changedo not involve any propagation.This is a
consequence of the traditional case in which is difficult to chdnmggsin a
Linux server environment. CoreOS is a platform in which the operating system is
treated more like a web browser, tlsadutomatically updatems new components

are released. Furthermore, CoreOS aims to be the ggnepalsechoice and so

the compangupports numerous deployment options.

The purpose is to provide a contaHb@sedPlatform as &ervice and so itakes
careof infrastructure and architecture problertgs a Linux distribution based,

in a way, on Gentoo Linuf¥urthermore, its an important part of many container
stacks and runs on almost any platform, including Vagrant, Amazon EC2,
QUEMU/KVM, VMware, OpenStack and bameetal hardware.

4.3.1 Architecture

CoreOS is not just a container management systefact, t is an entire Linux
based operating system.donsists of a few critical systems and services that
manage all the scalability and fault tolerance it claims to facilitate.

CoreOS cluster

CoreQS machine
systemd units

init system with
CoreOS extensions

CoreOS machine

systemd units

init system with
CoreOS extensions

CoreOS machine

systemd units

init system with
CoreOS extensions

Docker and/or rkt Docker and/or rkt Docker and/or rkt
Your Your Your
containerization containerization containerization
platform platform platform
i i i

i
1 .
1 1 1

fleetd—Distributed scheduler for the system

etcd—RESTful key/value store for the distributed configuration

I 1

[

Figure 48 - CoreOS Architecture

Figure48 shows the architectural point of view of a typical CoreOS cluster.
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The basic componen{89] of CoreOSare etcd, fleet, systemprocessesnd a
declarative specification, which is called clecwhfig. Etcd is the key/value store
that is useful to the APl Servar order toprovide the RESTful state for the
distributed configuration. Fleet is the agehat is responsibléo act as a
distributedscheduler for the systeifihe others araseal to set up the entire cluster
in order toguarantee consistency and synchronization betw#erodes of the
cluster.

In theexamplethere are tree CoreOS machines, ezalhich, with a containe
engine Actually, thearchitecture supports the integration with Doclit but
also future implementationslihis is true due to the standardization of the
underlying container runtime infrastructure.

4.3.2 Configuration and Service Discovery

Etcd is ahighly-reliability distributed key/value[61] store. It focuses on
distributed consistency and availability over performahterder toaccess to it,
the project provides a command line interface which interacts with thetihe
project It was designed to distribute system and service configusaiawill

be seen soon, etcd is the data store for the CoreOS distributed schésktler, f
Therefore, de to etcd, nodes exchange configuration with other,tlaegare
aware of what services are available across the cliatghermore, dataanbe
readfrom etcd via a command line utility or via an HTTP endpoint.

4.3.3 Application Managementand Scheduling

Fleet is the othemportant component of CoreOb helpsthe platformto act as

a single machine by distributing system uniteligently across the cluster. To
do that, it makesise of etcdn orderto distribute thewhole state.Fleet gets
requests to start ugp number okervice units, and it will perform actions across
the clusterFurthermorethe fleet is considered as @usterwide init (the first
process that runs all other processes) system that interacts withdédyng
system processes efch individualnode. This allows the project to manage
individual processes on each node froesirglecentral point. Howevethefleet

is no longer actively developed or maintained by CoreOS. In fact, it recommends
Kubernetes for cluster orchestration.

4.3.4 Container runtime
The last part of the layout is the container runtime. O&supports Docker and
Rkt. However, as it has alreadyeen senin the correspondent chapter, Rt
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able torun Docker containerslhis is true due to théApp Container (appc)
specificatiornthroughwhich containerimages (ACI¥ weredefined

4.3.5 Applications

There is no package manager in CoreQS; all applications run inside containers.
To do that, the platform makes useDafcker orthe native container engine, Rkt.

The goal of CoreOS is securitypnsistencyand reliability. Therefore, pdates

are automatidly done using an active/passive dyalrtition schemd62] to
update CoreOS as a single unit, instead of using a patkaggckage method.

So, ituses Linux containers to manage services at a higher level of abstraction.
Furthermorethere is no installing package via yum or dptfact, the code of a
singleand allits owndependencies are packaged within a container that can be
run on a single CoreOS machine ar the cluster Considering the fact that
CoreOS is only dggned to run application containers, many fewer syt
packages are required and installed. This means lower CPU and more efficient
memoryusageif compared to a typical Linux server.

4.4 RedHat Project Atomic

Red Hat Enterprise Linux Atomic Host is a variationtlod Red Hat Enterprise
Linux 7 becausat is optimized to run Linux container8asically, it is lighter

than a traditional operating systeewen if it is not as small as some of its
competitors. Thedea was to counterattte other solutionby the fact that most

of them integratedseveral system containers in addition to the application
container. Therefore, the purpose was to integrate just the set of services that
address the most use cases for @it applications. Theswe putin a sort of
middleware, which is calledtomic. So, this is glatform to deploy and manage
containers on barmetal, virtual, or cloucbased servers.

In fact, tere is no requirement to have specific server hostssidering the fact
that the operating system comes with bultfunctionswith Docker and the
relatedsystemcomponentsRoughly speakingit is designed to beninimally
focused on the delivery of container services.

The project contains Docker, Flagl, and Kubernetes to build clusters for
containerbasedservices. Docker provides the container runtime, Flannel the
overlay networking while Kubernetéise scheduling anthe coordination ohost
containersin addition, it makes use of properly secuithplementatiosin order

to secure the deployed containers as well as manage estoeasd from them.
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4.4.1 Architecture

Red Hat Atomic Enterprise Platfori®3] is an optimized container infrastructure
platform for deploying, running, and managing muttntainer based applications
at scale. It is used to provide a seai# cluster of instances that together form an
enterpriseclass foundation for delivering ttdgional and clouehative enterprise
applications

 comman o
ATOMIC ORCHESTRATION ATOMIC CLUSTER SERVICES
ATOMIC ATOMIC ATOMIC ATOMIC ATOMIC
NETWORKING STORAGE REGISTRY TELEMETRY SECURITY

ATOMIC COCKPIT AND HOST AUTOMATION

ATOMIC RUNTIME & PACKAGING

ATOMIC HOST
RED HAT ENTERPRISE LINUX

PHYSICAL INFRASTRUCTURE

Figure491 RedHat ProjecAtomicArchitecture

Figure49shows us the architectural point of view of a typical Atomic cluStes.
primary building blockis the Atomic Host, a lightweight container operating
system which implements thargetidea

Thisisimmutablesince it is imaged from an upstream repository, supporting mass
deploymeniand applicationshatare executed bgontainers. Currently, the host
comes out the box wittihe orchestration systelubernetesHowever, it is being
analyzed tesupport different versionsf the same host, such e third version

of OpenShift.Furthermorethe projectmakes usef several Kubernetes utilities
like etcd and flannel.

The host system is managed via rpatreg an open sourceol for managing
bootable, immutable, versioned filesystem tiehch comdrom upstream RPM
content[58]. This and several other components are wrapped in the atomic
command which provides a unifiethtry point In addition manyother tools are
included in the containdyased infrastructure, such as the followifigockpib,

to give visibility to the hosts and container clustéExtensions to Dockey for
bettersecurityandmonitoring systenntegration;fiAtomicAppo andiiNulecukeo
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for composing multcontainer applicationgilCommissaire, to provide a better
API for Kubeanetes hostsand fiAtomic Developer Bundle to make easier the
development of containerized applications.

4.4.2 Network

Atomic makes use dDocker and Kubernetes and so it takes advantages of both
solutions.As seen in the correspondent chadbecker hosts, by default, gite

each container aetworkaddresghat is taken froman unused privataddress
range Thisenabkscontainers on theame host to communicate with each other,
by using assigned IP addremsdtheir exposed ports. Howevavith the single
hostnetworking modelcontainer linking does not span multiple docker hosts,
and it is difficult for applications running inside cairters to advertise their
external IP and portonsidering the fact th#tese ar@ot available to them.

Multi-host docker deploymenf64] will benefit from using the additional stack
components that ship with Atomic. In faaty Atomicclustercomesoutwith the
possibilityto configure flannel and kbernetesWe have alreadgiscussedhe
multi-hostnetworking support oKubernetesand thataddresses ih issue by
giving to each application component a sort of network visibility that is
independendf the underlying host operating system.

So, each cluster achinereceives dull subnet, in order to reduce the complexity
of doing portmapping.Therefore , Atomic hosts includehe networking driver
which provides an overlay netwoby defining an independent locglibnet in a
Kubernetes clusteBy this way, Atomic combines the advantages of Kubernetes
and Docker in order to provide auster platform that is able to run and manage
production services.

4.4.3 Storage

RedHatAtomicEnt er pri se Pl atform makes use
provide a persisterttatastorage subsystem. This is set dsfault partitioning

through the dockersstorag-setup service which creates alogicalVolume
ManagementlL(VM ) thin pool to be used by the container images. Firathpot

logical volumeis created and thenahservicesets um LVM pool [65], which is
calleddockerpool. This take60% of thewhole spaceand heremainingcan be

used for extendinghe root volume or the dockerpool. Furthermore, tiis also

possible to override the behavior of the service duhedpootprocess
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WhenAtomic Hostis installedfrom a cloud imageby default it makes use of a
partitioningwitha s e t of two | ogical vol umes t
Furthermore, the underlying host makes use of XFS file sygém It is the

default file systemdr Red Hat Enterprise Linux This is influenced by the fact

t hat , due to the suppiistighly tcalablenand a d a t
performance. Furthermore, the XFS file system can also be defragmented and
enlarged while mounted and active. Howevthe Atomic LVM thin pool runs

out of space, it will lead to a failure becatise XFS file system underlyingill

be retrying indefinitely in response to any I/O errors. For this reason, it is very
important to monitor the free spacetie dockerpool and not to allow it to run

out of space.

Nevertheless, in additioto a LVM thin pool,it is possible tause tle so-called
OverlgyFS, that we have alreadiscussed with Docker. Thids a copyon-write

file system that features pagache sharing between snapshot volumes.
Therefore, i supports efficientlatastorageand, comparetb LVM thin pool,the
container creation and destructismimore performant because it makeeof less
memory

4.5 Mesosphere DCOS

Mesosphere DCOS is a very robust and innovative way of looking at how to
manage container$he most interesting thing about it is that it is not jumsited

to container management but it has cluster computing solutiongrslich as
Hadoop, Cassandra etc. This is one of the key differentiators from the other
container operating systems that make Mesosphere &0 Sery successful.
Furthermore, to do that, tlpeojectmakesuseof other opersourceprojects, such

as Apache Mesos, Marathon, Zookeeper, and a few other services.

The platform abstracts the cluster hardware and software resbyrpesviding
justcommon services ttheapplicationdayer. Similar to Linux, DC/OS has both
system and user spac&he system space is a protected area that is not accessible
to users and involves lolevel operations such as resource allocation, security,
and process isdi@an. On the contrary, e user space is where the user
applications, jobs, and servicase running onBasically Mesospher®COS is

not a host operating system but it spans multipdehine and relies on eacbf
whichto have its own host operating system and kencelule

Though containerization offers massive scale, as we have already discussed, it has
one significant gap: lack of tight integration with existing stateful applications.
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Therefore, DC/OS is designed rteanage both stateful and stateless workloads,
within the same environment. In fact, due to the integrawitimatop frameworks
like Hadoop and Cassandra, it can handle the sxdleveb tier running in
containers that talk to them. Furthermore, custonoans use Marathon for
orchestrating applications while they use Chronosstidreduling longunning
tasks. The fact that it is able to run stateful applications, along with theatale
of containerized applications, gives to the platform a key diffextntifactor,
compared to other contairfrcused operating systenBherefore, the purpose
of this section is to investigate the implementation of that solution.

4.5.1 Architecture

The project is a platform for running containerized software. It is infrastedctur
agnostic and so magonsistof virtual or physical hardware as long as it provides
compute,storage and networking. The architecture carsgdg into three most
important layer$43]: software platform and infrastructure.

DC/OS Architecture Layers
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Figure 50 - Mesosphere DCOS Architecture

Figure50 shows us the layered architecture of Mesosphere DCOS.
The lowest layer is about the underlying resources on which is built. As mentioned
above, DC/OS can be installed on public clouds orapeiclouds but also en

premises hardwaréit the platform layer, we can find dozens of components
grouped in categories. However, these components are divided across multiple
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node types: master nodes, private and public agent nodes. Therefore, each node
must already be provisioned with one of the supported host operating systems.

The highest layer is the one whith shownto users. This provides package
management and a package repository to easily install and manage multiple types
of services. In addition to these packaged applications and services, the user may
install their own custom appservices and scheduled job$urthermore, the
project includes and integrates several external components, such as a graphical
user interface (GUI), a client command line interface (CLI), a package repository,
and a container registry. These assl to build a set of application sties that

are designed by focusing just on the business core of the use case requirements.

This is one of the most adoptesblutiors in this segment market. This is
influenced by the fact that the sauce behind the platform is the design strategy
used to powr such robust applications.

However, it is a sort of fifor-all because takes advantages of existing solutions
like Apache Mesos. This has led to the introduction of theadled Container 2.0
workloads. Mesosphere goes toward this direction in order to provide additional
functiondities such as: simultaneously running multipkchedulers and
supporting the mukienancy. Container 1.0 systems do not optimize these
workloads and users end up with Agptimal operating constraints, including
being forced to separate clusters for esetvice. In conclusion, we can affirm
that Mesosphere DC/OS is the best of all the aspects that users can experience
according to the possibilities of the containerization paradigm. In fact, it is open
source and easy to build each type of applicatioh ¢ha propel organization
business into the next evolution of the digital age.

4.5.2 Network

The platform providesa number oftools outof-the-box, ranging from basic
network connectivity between containers to more advanced features, such as load
balancing and discoveryfihe sec al | ed Al P Per C@3fjt ai ne
allows containers to runnoanytype of IP-based virtual networks. The project
supportsthis capabilityfor the Universal container runtime (UCR) by using the
Container Network Interface (@). Furthermore,it can also use the Docker
container runtime by using the Container network model (CNTi}s consists of

a virtual networking solution that works both with UCR and Docker container
runtimes.Basically, it is an overlay network and it makes use of the underlying
Mesos support to provide a unique network address to each container.
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Furthermore, DC/OS includes other services such as a resolution name system
and loadbalancing. The resolution name system accomplished by two
components: a centralized Mesos DNS,climuns on every master; a distributed
component called Spartan that runs on every agent. Lastly, the load balancing
option is provided oubf-the-box by three implementations: Minutemdgge

LB, and MarathorLB. However, there is differencewith the cacepts already
introduced in the Mesos section.

4.5.3 Storage

Applications lose their state when they terminatearedstarteégain.Thisis not

a suitable case for all scenarios, such as a database or a stateful service like Kafka
or Cassandr&so, n order to preserve thldurability, it is necessary to configure
Mesos to mount disk resources to enable users to create tasks that can be restarted
without data loss.

Disk Mount ResourceRl2] are primarily for stateful seices and consists @af

dedicated storage available throughout the clubtewever, it is still important
to consider the performance and reliability requirements foapipdicative use
case In fact, they arebuilt by taking advantages the underlying storage aisd

it is not its responsibilityo provide data replication services.

Furthermore, in DC/OS, there ar¢her types of persistent resouscthat are
classified in:local and external persistent volumes. In such way, taskhaird
associated data are stored to the node and will not heves if the container on
that node will terminatdNeverthelesshis guarantees to the application reserving
its own persistent state.

4.5.4 Container Orchestration

DC/OS provides easip-use cotainer orchestration right out of the box. It
includes Marathori39] as a core component, giving to us a produeymade,
battlehardened scheduler that is capable of orchestrating both containerized and
noncontainerized workloads. This allows to us the ability to reach extreme scale,
scheduling task across a severabmbess of nodes.Moreover, he application
definitions are configurable using a declarative approach to enforce advanced
placement constraints with node, cluster and grouping affinities.
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4.6 Snappy Ubuntu Core

The Snappy Ubuntu Core Operating System comesamtw type of application
manager, that is called snappy, and focuses on running applications and
containers. It abstracts the lowewel functionalities thaare introducedby etcd,
Consul, fleetKubernetesand all the other tools. The base of the system is the

A Ub unt J67]C0m toe ai that, applications are realized by realy images

that can be transitionally updated. This means that it is not needed to download
an ertire application to deploy a new version. In fact, it is enough to just download
the changes that have been made.

Snappy is a very tiny and thin operating system. It is the result of a long work that
Canonicalperfamedin order to create a tinyetrobug operating system for

mobile devices. Furthermore, the increasing demand of users for reliable systems
and application updates, the target of this solution is to build thealko
Atransactbiassre,d idmdgea updateso. Ahi s ¢
differences to keep downloads small and ensure that upgrades can always be
rolled back.

Therefore, to enhance the security of mobile devices, they created a containment
mechanism that isolates each application running on the device. This is the same
capability that is available using Docker standalone. In addition, for security
improvements, Snappy took advantages of LXD. However, Canonical continues
to recommend Docker for packaging and running applications. In conclusion,
Snappy Ubuntu Core is notpaire container OS but has some interesting aspects
to it. For this reason, the purpose of this chapter is to investigate this solution.

4.6.1 Architecture

The target is Internaif-Things (IoT) and mobile devices that need support in
order to provide higlguality services. In the classidbunty any package consists

of writing to any file. The Snappy approach is different because there are two
types of package units: reaaly and writable spaces.

This architecture guarantees automatic updates, backups, raibadky design

the system is secure. In fact, these system packages are confined and isolated and
so, the changes are not spread all over the system such as in classical ubuntu
systems. As it will be seen soon, the build process packages everything needed
into a single Asnapo file. For exampl e,
into the snap package for python applications.
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file and does the same for each applicatidns allows developers to confidently

update their gplications without worrying about breaking other installed

software.

Software
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Kernel Snap

N

n

Ubuntu Core

Gadget Snap

Figure 51 - Ubuntu Snappy Architecture

Figure51 gives us the layered architecture of Snappy Ubuntu Core.

As it is possible to notice, the underlying target resources concern about [oT
devices in which the purpose is to quickly and secumyploy system
componentsSo, there is the need to build a sort of middleware which is able to
spread applications, without worrying about system configurations. For this

reas

on,

Ubunt u

Snappy

Cor e

adopted

t he

much similar to Docker containers and so they do not expose operators and

developers to face with systemlated configuration problems.

4.6.2 Containerization with Internet of Things
Numerous factors are affecting the complexity of modern enterprise applications.
Of course, this is influenced by the surging adoption rates of mobile technologies,
distributed environments, big data and its near instantaneous transmission.
Furthermore, these have considerably complicated enterprise architecture. These
factors are exempiled by the Internet of Things (IoTp8], which is augured to
involve tens of millions of connected devices by the outset of the subsequent

decade.
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Nevertheless, organizations are increasingly attempting to remedy these
complexities by adopting virtualization technologies, in which data is made
available as an abstraction layer accessible to different parties from distinct
location. Containerization @presents the next level of virtualization solution by
exploiting the possibility to provide the benefits of rBale application data in a
postloT world.

Furthermore, running applications as microservices could very well be the best
means of creating drdeploying them in time to account for the extreme volumes
of 10T and velocities of data, especially when they are leveraged within
containers.

Microservices are especially well suited for the loT because of the maohine
machine capacity of the lattdn particular, numerous lIoT deployments involve
machine learning. The intersection of the 10T, microservices and containerization
revolves about this fact. In fact, once people get that part of the architectural
thinking down they can realize that microgees will have configuratiofiles,
perhapgaskspecific libraries associated with them. In such case, containerizing
that makes it even easier for the DevOps folks to deploy those containers across
the infrastructure.

Nevertheless, the benefits do moncern just development features. In fact, one

of the most important issue that containers aim to solve is the security. Snappy
Ubuntu Core is the version of Ubuntu that is built arocowtainerto address the

loT world. The core mechanism, snap, offenstomatic updates and helps
blocking unauthorized updates. Using transactional systems managiagnt
snhaps ensure that updates either deploy as intended or not at all. In Ubuntu Core,
security is further strengthened with other sectarget solutions, like
AppArmor. Therefore, all application files are kept in separate silos, and these are
just readonly. This characterizes the ability run snap packages on any major
distribution, including Ubuntu Server and Ubuntu Cloud, by allowing users to
provide a coherent experience. In literature, this is meant as the relevance from
edge to gateway to the cloudn the contrary, by applying virtual machines to
loT, the performances issue and restrictions on direct hardware access is quite
limited. Using container technologies, like Docker, may be natural for enterprise
developers by exploiting the features of tomtainerization paradigm.
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4.6.3 Package build

Snapcratft is a tool which lets developers package their software asdhbkesb
Asnapo file. This allows to incorpora
build well-designed technologies and solutions. Howegtlee tool needs to run

on an Ubuntu OS distributioh.n Snappy Ubuntu Core fAsn
mechanism that is used to build and deploy applications. They ai@a&ined

and made from reusabl e componeardcan, t ha
include all required dependencies in their snaps in order to remove any
dependency on system libraries. Furthermore, they can leverage existing open
source projects by integrating them as part of their snap.

[snap metadata]

parts RS bu ‘M/O
-list * s, tarballs, A

of 7~ Packages } \v
- parts ~ X > 2

build

% @ Stage
Pull "

A~ ) ./parts/
== @ Build_

install/ O

7@ Snap

single tree of desired
./snap/ runtime and (ibs

Figure 52 - Snap Package Build

Figure 52 shows us the building process of snap. These are designed to be secure,
sandboxed, and isolated containerized applicat®ssap consists of a fancy zip

file containing an application together with its dependencies, dedaiption of

how it should safely run on the system. As described in the figure, the building
process is made up of four phases: pull, build, stage, and Bakhponsists of
fetching the package source. Aftbd, it is needed to configure the locgkseem

with the installation of eackubcomponet. By this way, the outpuil es of the
previous phase are consolidated in a ¢
process. Lastly, the desired components are put in a snap. This-tnhgddr

secuity because the aim is to prevent a hostile party from sneakily changing the
software on the underlying machine. Therefore, it is not possible to modify a snap
once that it is installed on the system. Furthermore, it is even possible to check
the snap sigature to make sure that it still exactly the intended software.
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4.7 Closing remarks

Container Operating System is the last level of the layered point of vidve of
containerization paradignirhis is very important for combine advantages of
containerizeapplications and distributed operating systeifable8 shows us a
comparison of the analyzed solutions.

CoreOS RHEL Mesosphere Snappy
Atomic DCOS Ubuntu
Core
Use case Largescale | Largescale | Largescale | loT and
deploymentg deployments deploymenty mobile
devices
Auto-updates| Yes Yes It relies on| Yes
the
underlying
kernel host
Rollback Yes Yes No No
version
system
Container Fleet Kubernetes | Marathon | Not
Orchestration included
Application | Service Service Stateful Usage
services Discovery, | Discovery, |scaleout, of snaps
Container | Telemetry, | Service
networking, | Security Discovery
Resource and High
scheduling Availability

Table8 - A comparison of containdocused operating systems

As expectedeach implementation has its own key differentiator featuresa@and

it is more suitable in some applicative use caSesn in this case, there is not a
fit-for-all solution but each proposal is suitable for the correspondent use cases.
Therefore, the analysis phase requires the indispensable evaluation of the right
chaces In conclusion, this means thagersshouldperform anin-depth analysis

in order to choose the right one which is more suitable for the specific
requirements.
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5 Containerswith OpenStack

5.1 Overview

OpenStack is the leading cloud framework for adopting araptad) new
technologiesSo, the communityinfluenced by containerizati@uccess, decided
to supporthis new virtualization paradigrithishasled several projects to ensure
that containersand the thireparty of ecosysters, are completelysupported in
OpenStacldeployments

For exampleOpenStack compute servioganageso compute resources which

may be virtual machines but also containers. These are suitable for use cases with
the requirement to treat a container like a lightweight Vimo@chine, allowing
theusagein a similar way to ordemand virtual machine&f course, this is the

case of operating system containers.

Thegoalis to allow users to create and manage contasietgrly to how they
usethe Nova service to get virtuahachines.For this reasonthe focus of
OpenStacks baseaen three important areas: supporting containerized workloads,
simplifying the setup to run a production mikhant container service and
offering a modular chee to operators who have not e$tdied a definitive
containers strategyet

In order todeal with those areas, several projéetgebeen designedith the aim
to easily embracethe containerization paradigm in cloud deploymelits
OpenStackSo, his chapter will investigate these solutiom®rderto provide an
in-depth overview oWhichimplementations areow availableo adopt and what
are the correspondent use cases to be associated.

5.2 Cloud Computing

Cloud computing has changed business models and design patterns used to
develop applications. The introduction of this new buzzword has produced the
spread of several opinions and politics on when is better to adopt that model.
However, he most spread definition is froMiST, which defines the cloud as a
useful model to access resourcesdemand. These concern about servers,
networks, storage and services which can be raprdlyisionedwith a minimum
interactionbetween users argkrvice providerFurthermore, anothemportant
feature, that has influenced the cloud adoption, is theabed payperuse
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concept. This means that users pay just for the usage time avoiding to waste
money when services are not needed.

Cloud computingwas promotedwith different provisiomg and deployment
models. Considering service provisioninghere are threeproposals:
Infrastructure as a Service (IgaBlatform as a Service (PaaS) and Software as a
Service (SaaSYsinglaaS, users have the responsibilitytanage infrastructure
components. At the PaaS layer, there is no visibility on the underlying
infrastructure but, the system provides a set of sestiad can be used in order

to build a distributed cloud applicatiobastly, the highest levelSoftware as a
Service, providesisers theunique possibility to interact with the application
without no visibility on the underlying services.

Consideringthe cloud deploymentthe adoptedmodelsare classified in: public,
private or hybrid. A public solution consists of directly using resources provided
by an external provider. Even if there are many advantages, often this solution
becomes difficult tdoe adopedbecause organizations should coetely rely on

cloud provides. Therefore,t is often deployedan on-premisecloud solution,
which is calledprivate cloud. The last option is to combine advantages of both
solutions and the result is callagbrid cloud.

5.3 OpenStack

OpenStacks an opersouce laaS cloud platform composed dget of services

for building and managingesourcesEach service handles a specific offer to
users. For example, Nova manages and spawn virtual machines, Neutron creates
virtual network resources, and Swift manageffetent kinds of storage.
OpenStack makes easy horizontal scaling adding new compute nodes on demand
without any specific software requirement. The OpenStack project benefits from

a huge communityvho decide to focus on a solution without no need to spend
moneyon commercial licensed.he interaction mechanism with the platform can

be performed through REST APIs or a wedsed interface.

5.3.1 Architecture

An OpenStack deployment consists of three rmamicescompute, networking,

and storage. Compute is designed to provision compute resources. The storage
module provide$s h e ¢ o n olemmtto store pefsistent dabat also virtual
machines images The last one, @working managestwo types of
communicabn: services among virtual machines
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OPENSTACK

Compute Networking Storage

andard Hardwar

Figure 53 - OpenStack Architecture

Figure53 shows us the architecture of a baSmenStackleployment.

OpensStacks based oseven key componentshich are shown iTable9. They
are a part of the OpenStack caredmaintained by the OpenStack community.

Service Type Service Name
Compute Nova

Object Storage Swift

Identity Keystone
Dashboard Horizon

Block Storage Cinder
Network Neutron
Image Service Glance

Table9 - OpenStack Projects

Nova managesomputing resources ansl the main project of OpenStawekth
the purpose to guarantesalability,fault-toleranceand compatibility with APIs
of other solutions, such as Amazon EC2.

Object Storagés usefulto store and retrieve dasamd,it is based on Cloud Files
of RackspaceThis isasafe, efficientand conveniendatastorage system

Keystoneis the module responsible to provide authentication and authorization.
It adopts aole-basedaccessontrolstrategy to avoid untrusted acoest® cloud
services After completed the authentication process, users get an authorization
tokenthatis usedto make awareservicesaboutwhich role the user is running
with. Keystoneas other OpenStack services, makes use of external solutions like
MySQL to store persistemhanagementiata.

Horizon is a wekbased interface that allows users to interact with OpenStack
services, without no need to install the client command of an OpenStack
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component. This is useful to start and stop a virtual machine or interacting with
other services in ordéo manage networking, storggand so on

Block Storage provides to virtual machireesvay to store persistent dafe do
that, the concept of volume is introducatso in OpenStack Each volume
consists of a sort of virtual hard drive and iatsachedo avirtual machine So,
informationis saved on block of a fixed size. Cindens the most popular
component to providéhe block-storage service. It guaranteagh-availability
andfault-tolerance

Neutron is an OpenStack project to pr
and so, it provides an API that allows users to set up and define network
connectivity and addressing in the cloud. This handles the creation and
management of a virtual netwanlk infrastructure, including networks, switches,

and routers for devices managed by the OpenStack Compute Service (Nova).
Neutron consists of a neutr@erver, a database for persistent storage, and several
plug-in agents, which provide other servicestsas interfacing with native Linux
networking mechanism, external devices, or SDN controllers.

The last component snImage ServicealledGlance Images ar@ecessary to
spawnavirtual machineThey are disc types withpae-installedoperating system
that, at the booting phaseill be attachedo the computeinstance.
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5.3.2 Nova System Architecture

Novais a projectwhich is composedof different processes, each of which is
dedicated tgoerforming a specific functionality. Users interact with Nova by
using REST APIs or Horizon, while components inside Nova communicate
through aremoteprocedurecall (RPQ message passing mechanism.

Al leceaas ». DB

Network < Conductor

External service
Nova service
—p  0slo.messaging

----- » DB
—--p HTTP

Figure 54 - Nova System Architecture

Figure54 describes the architecturetbe Novasystem.The main component is
the API server procesisatreceivexlientrequestswhichtypically, doesread and
write from and toa databasd-urthermore, this processninteract, bysendng
messageswith other Nova components atite cooperatioflow determines the
response to the REST invocation.

The RPC messaging communicatieam done by using he fioslomessaging
library. Thisis an abstraction made up on a message cumliesed to guarantee
both time and space decoupling between involved compotemteermore,tiis
possible to install nova components on different servers with a matieger
listens to RPC messages. The unique exception is aboutcooyaute, a single
processthat interacts with the underlyindiypervisor to managecompute
instances.Nova uses a central database logically shared between different
components. The access to thisictureis performedhrough novecompute,n
order to maintain independene from eventual updates of éhwhole service
FurthermoreNovacompute serslRPC requests to a central manager, which is
called novaconductor.
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Nowadays, ach cloud computing platformonsistsof three compute instance
types virtual machine, containerand baremetal server Neverthelessit is
necessary to analyze when an organizatian spend moneyn a traditional
virtual machinenfrastructureor othercomplementargolutionslt is also difficult

to migrate from a curremteployment typéo anotheoneand sat is important to
evaluate thentroducedoverheadby migrating applications. Therefore, these
scenarios should be investigated determining which paramstersid be
consideredvhenacloud-based infrastructune neededror this reason, at the end
of this work, a performance analysis between containergigndl machines will
be discussed.

We have already learned that containerization does not meet everything and so
we need to investigate different use cases in order to understand when is more

suitable to use virtual machines instead of contaased dployments.
In OpenStack, each deployment model is associated to a differeptgabt:

1. OpenStack Hypervisor basegdwhich usesolutions likeKVM to manage
the whole lifecycle of virtual machines. The communication between
OpenStack and KVM is managbeg the driver novdibvirt.

2. OpenStack Container-based, which usesa container engint®® manage
containers. The communication between OpenStackti@mdinderlying
container engines managed by driver, like novadocker or othenewer
solutions, such as me-Ixd.

In this case, Nova is responsible to make use of drivers in order to spawn

instances and interact with Neutron for the networking service.

3. OpenStack baremetal, which uses the Ironic project to directly request
physicalserverinstances.

In contrast to the previousase, with OpenStack baneetal, Nova delegates

this responsibility to Ironic which has the duty to provide a physical server

instance and interact with the other OpenStack projects.
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Figure 5571 Virtualization Architectures with OpenStack

Docker API

Figure 55 shows us an overview of different virtualization solutidhat are
integrated wittOpenStackThe Nova service can be structubggsupporting one

of thesethree computational modelsXC is usedor containers, KVM for virtual
machines and IRONIC fophysical serversTo do that, Ironic uses Preboot
Execution Environment (PXE) and IntelligeRtatform Management Interface
(IPMI). PXE is a standardized clieserver environment that boots a software,
retrieved from a network, on PX&nabled clients. IPMI defines a set of interfaces
used by system administrators for-aftband management of conter systems

and monitoring their operation. This is important to manage a computer that may
be powered off or otherwise unresponsive by using a network connection to the
hardware rather than to an operating system or login shell. In this way, Ironic is
alde to switch on a physical server and install on that an operating system that is
booted though a network connection. After completed this phase, Ironic interacts
with the other projects in order to complete the provisioning process.

5.3.3 The adoption of softwae-container in OpenStack

OpenStack supports containers on bare metal or virtual maghdjeslowever,

this requires the attention of operators who must be aware that contaimexs do
have the same security isolation capabilities as virtual machines. Therefore,
service providers often run container in virtual machines in order to provide robust
protection ofprocesses, which belong to the same terffieomy poorly behaved or
malicious ©de in other containers. Another way consists of the introduction of
the bay concept. In this case, a set of virtual machines make wlinaf, isa
cluster of instances, that is only used by one tenant to address this risk.

OpenStack providesupportfor all of these configurations in the role of the
overall data center manager. There are multiple OpenStack projects leveraging
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container technology to augment the OpenStack quality of usage: Maigollen,
and Murano.

Magnum is designed to offer containpesific APIs for multitenant containers
asaservice. Murano is an application catalog solution thfé¢rs usersthe
possibilityto quickly deploypackaged applicationsherea¥olla is the solution
to offer a dynamic OpenStack control plane where egmnStack service runs
in a Docker container.

5.4 OpenStackMagnum

The adoption of the softwai@ntainer paradigm has influenced the production

of a new OpenStack project, Magnum. Its target is to pravisiert ofAPI layer
toimplementthesc al | ed fAContainer as a Servi c
in other projects, such as Nova to provision compute instances and so on. As
described in theorrespondenthapter, the introduction of containers used to get
more complexy in management operations. For this reasonew layer called
container orchestration was desigried This hasnfluenced the production of
severakolutions andte ideaof Magnumwasto integrate imo OpenStack a subset

of theseplatforms Furthermae, the purpose is to combine both advantages and
usingOpenStack principles, such as mithancy, lifecycle management and so

on. Moreover,usersshould be abléo continue to use the client native tools to
deploytheir ownapplications.

Actually, the supportedorchestrationsare Docker Swarm, Kubernetes and
Apache Mesos. This project was not designed to be a complementary solution,
but it focuses on requirements that are not still supported, such agenahicy.

This is accomplishedby taking advantges of existing projectbke Keystone
which implemend the fundamental concept of mulénancyThis is not at all, in

fact, Magnum allows to users the possibility to contemporarily use multiple
orchestration instances, even from different implementations. This is an important
feature, considering the fact that a generic solution has several usbuasiss
otheraspectsot properly covered.

5.4.1 Architecture

The idea of Magnum is creatirmgclusterof servers, each one configured with a
container orchestration engine in order to deploy containerized applications.
Furthermore, the project takes advantages of existing solutims\bva and
Neutron in order to provide the same features as +taulincy and automated
management of the underlying resourcEsr this reason, the project makes
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of the concept of M@ABayo. This compris
interconnected due to the capability of Neutron, in order to quickly provide a
cluster solution that users can exploit with a container orchestration system.

The architecturefdlagnum is structured as in other OpenStack services. So, even

in thiscasethere is an API server which is responsible to take afdiee service

requests invoked by clients. Basically, it consists of a componemtblaimens

its functionalities aaarding to a simple createadupdatedelete (CRUD) model.

This all ows users the possibility to v
ABayModel 0.

Magnum

| i |

Nova instance ‘ ’ Service [ Bay ‘

Kubernetes, Swarm, Mesos Pod ? Bay model ‘

Dock

Control:
Swarm, Kubernetes, Mesos

T

v

Figure 56 - Magnum Architecture

Figure56 illustrates the architecture point of view of a Magnum solution that is
integrated with an OpenStack deployment. As it is possible to notice, the service
core is placed on the contralleode, as the other components, and interact with
them in order to provide a server cluster able to make use of a container
orchestration system.

Therefore the MagnumAPI serveroffers the possibility to work with COE
dependent resources, such as SenRod and NodesThe invocation of those
primitives notifies the action of a component inside Magnum, which is called
MagnumConductor. This is responsible to interact with Heat in order to
orchestrate resources to be managed for cluster provisioRirggtically
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speaking, this involves Nova to create instances and even Neutron to create the
private network inside the clustdrhen,Glance is used tlmadng distro images

and Cinder to provide the possibilitycreate mount points on containdrsfad,

each nova instands deployed witha container runtime, configured according to

the specific orchestration system defined in the BayMoHelwever, these
magnum resources will be deeply discussed in the correspondent section whereas
the purpose of thigart is to provide an overview of the whole Magnum
architecture.

5.4.2 Network

As mentioned before,of network services Magnum is based on existing
OpenStack solution&o, it makes use dfeutron to configure the netwodf the
whole cluster This allowsead instance the possibility communicate witlthe
others that belong to the same clustef course, the implementation differs
according to the specific orchestration engine that is willing toArisexample

is aboutKubernetedhatis based ot h Elanieb d r whicleastablishes an
overlay network to assign an IP per pod, regaradiefse hostwhich is currently
executingon. On the contrary, if the chosen orchestration system does not support
the multihost networking, the network subsystem will avioighlementingsuch
functionalities.

5.4.3 Security and Multi-tenancy

Magnum resources are started and will be accessible oogets which belong

to the same tenan which thecompute instancesave been created. Bays are

not shared and so containers will not be running on the same kernel of neighboring
tenants. This is a fundamental feature in terms of security because emtdin
different tenants will be executed on separate nova insta@tesurse, this is

quite different from orchestration solutions, such as Kubernietéact, without

the Magnum supportthere is no possibility to includéhe multi-tenancy
consideringthat Kubernetesvas not designed to offer mutenancyand so it
leavesthis responsibility to users.

Magnum does not include isolation functionalities but it takes exploits the
capabilityofferedby Novawhen virtual machirgewill be instantiated. Therefore,

if Nova allows isolation between different tenants, Magnum would be considered
secure on providing an isolation level between containers.
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5.4.4 Magnum API Objects

According to the Magnum terminology, the cluster is cali@ayo (actually
changedwith Cluster). ABay is a Magnum resource, which is created with a
dedicatedcontainer orchestration systeBasically, it consists of aet of Nova
instanceghat areprovidedwith a predefined configuration containing network
capabilities,security groups and so oklowever, as seen for mutenancy,
Magnum does not include an orchestration functionaityl so it exploits
existingorchestration projectike OpenStackdeat.The orchestration component

is based on template&s anticipated in the correspondent chapter, the cluster can
scale up or down according to the desired stdegnum uses Heat templates,
that are pralefined or manually created by users, in order to define an
architectural design useful to repeat thensac® in similar use cases.

Heat Stack Templates are what Magnum passes to Heat to create a cluster. For
each template, a Heat Stack is created to arrange all of the cloud resources needed
to support the container orchestration environment. The purpéseisvide a
mapping of Magnum object attributes to the Heat Stack Template. This allows
Heat service to createthesca | | ed fAHeat Stacko that
Container Orchestration Environment.

~
COE
Bay
-~
Nova Nova Nova Nova Nov’: Nova
instance instance || instance mstanc |nstance mstance
J

Figure 57 - Magnum Bays

Figure 57 shows us the concept tiie Bay resource which ighe minimum
Magnum deployment unit to guarantee tlsentainer as a Service paradigm
Therefore, clusterthat belongto different tenants will be configured in such a
way that containersvill not be running on the same kerr®bst This is the
responsibilityof Nova and NeutronFurthermoreas anticipatedbefore,theyare

not the unique projects that are used to implement Magnum services. The idea is
to provide highlevel APIs withoutreinvening the wheeland sathe principle is

to combine features that are already provided in OpenSlaekto thepresee

of several existing projest
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Figure 58 - Magnum BayModel

Figure58 shows us the concept aBayModel

This is dependerdn the container orchestration engi{€OE) that is willing to

be installed on the clusterstancesin order to create a Bay, it is needed to specify
a BayModel. This is the template which contains the definition of a set of
parameters that are used by Magnum to configure the whole cllisezefore,
thisresourcas shared between batfsatare createffom the same template.

EachCOEimplementation supports at least a cluster drivefact, as mentioned
before, Magnum does not include everything but makes use of existing
capabilities. So, a cluster driver consists eofset of resourcethat are the
following: heat templates;onfigurationscripts, cloud images and documents
referredto a particulaicontainerorchestratiorengine COE). The cluster driver

is used to enable the infrastructure for a spectittainerorchestration

COE Distro

Kubernetes Fedora Atomic, CoreOS
Swarm Fedora Atomic

Mesos Ubuntu

Table10- Container Orchestration Engines with Magnum

Table10shows us the prmstalled drivers that Magnum includes for each COE.
These are associated with the distributions that are already included in the other
OpenStack servicel fact, Magnum miees use of the OpenStack princifhat

is completely based on the integration strategy.t$®even possible to integrate
other cluster drivers. To do that, it is necessary to define the driver as a directory
which containsome specifidiles in orderto support the building of a container
orchestration system.
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Furthermore, n the cluster driver is specified the association mapping between
the BayModel definitions and the correspondent Heat template. The workflow
uses Glance to load @mputeimageto be installed on Nova instancdhese
instancesare built witha pre-definedcontainer orchestration engitieat isused

by clients,according to the specific declaratiaststhe BayModel.

Native ns

Bay
Nova Nova Nova
instance || instance || instance

Figure 59 - Magnum API services

Figure 60 shows the API services whicly, Befault, thg make useof secure
communication based ofransporiLayerSecurity TLS). However, it is even
possible to disable this feature configuring pineperconfiguration in the cluster
definition.Nevertheless, we understood thNeignum takes care only to provision
cloud resources that are indispensable for executing the container orchestration
engine.Furthermore, the@emaining is implemented according to politics and
mechanisms that each existisgjution provides.

5.4.5 Resource lifecycle

Magnum is an OpenStack API service that offers the possibility to integrate an
existing container orchestration engine such as Docker Swarm, Kubernetes and
Apache Mesos. Furthermore, it takes aafrthe complete lifecycle management

of each container orchestration engine. Therefore, the purpose of this section is to
investigate how thifundamental featurs managed bivlagnum Of course, this
includes each Magnum resource and the entire flow ofmdmeagement process

is described by a state diagram, as shown in the picture bElgure 60 the
diagram state that characterizes a Magnum Bay.
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Figure 60 - MagnumBay Lifecycle

Figure60 presents the resource lifecycleadh operation is asynchronoaisd so

it is possible to instantiate another clustesfore that the previous has reached
theficompleted state. Of course, is possible thathe creatiorprocess can fault.
Currently, cluster drivers make use of Heat templates and so resources will be
automatically detected due to the correlation between Magnum and Heat.

There is no difference with the compute instarmrestedhroughMagnumand

those created through other projects, such as Nova. This means that they are
accessible to the cluster owner amith the possillity to perform any actions.
Furthermoreby modifying directly a single resource is not well calesing that

this behavior is completely unexpected from the Magnum components. In fact,
Novainstances, created outside the Magnum service, will not be considered as
those, createdy Magnum.Therefore,i a fdd luestted cyked at i on
the privde network created for Magnum cannot be deleted until there are
instances, created outside Magnum, that are attached to that network.

5.5 OpenStackZun

Zun (ex.Higgins) is a Container Management service for OpenStack. It aims to
provide an OpenStack API féaunching and managing containers backed by
different container technologids. fact, heaimis to abstract thevholecontainer
lifecycle managemeniThe solution isfairly new but it deeply integrates with
other OpenStack solutions, such as Keystone, Nova, NeuBtamce and
Horizon.

Zun and Magnum are two independeaiutions Magnum provides APIs to
provision and manage Container Orchestration EngmgCOES9, such as
KubernetesOn the other handun [71] is not specifically basedn users who
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want to adopt a specific orchestration solution in OpenStad&ctnt focuseon
users who want to create and manage containeemn &penStacknmanaged
resourceThis means that usetanmanage containers without the need to explore
the complexities of different container technologies.

FurthermoreMagnum is for users who want a ssérvice solution to provision

and manage an orchestration clustarthe contrary, Zun is completely based on
OpenStack container provisioning in order to manage and perform the basic
operationswithin the OpenStack container management platform. This is one of
the motivations that has led the OpenStack commungys$pend the support of
Novadocker In fact, Zun interastwith container compute instances without the
need to have a tigltoupled relationshigvith Nova

5.5.1 Architecture

Basically, Zun is designed as other OpenStack projects. Theselgea process

whose aim is to receive and procedientrequestskFurthermore, its responsible

to interact with another i mpor fThasnt pr
processs responsibléo launch containers and manabe underlyingcompute
resourcesMoreover, it may interact with Nova in orderto create asort of
sandboxthat is actually a docker contain®teverthelessthe concept ofizun

S a n d lwid beaeeply illustrated in the next section.

Zun API i - -

Zun Compute Driver

COE / Runtime

/. I \

Container Container Container

Figure 61 - Zun Architecture

Figure61showsusthewholearchitecture otheZun projectAs seen ilMagnum
this involvesNova instanceghatare scheduled by Nowszheduler, wh Neutron
ports attached for providing networkimgpabilities Containers are created by
Zun and will run inside theontext of a sandboAll containerghat belong to the
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samesandbox will be locatedn the same host in order to shahne Linux
namespaces of tlentiresandbox.

The keyaspecbf the Zun projedf72] is to support various container technologies

in OpenStack. Such container technologies include Container runtimes (i.e.
Docker, Rkt, Clear Containeand COEs(i.e. Kubernetes, Docker Swarm etc.).
However, these two groups look very different from each ahdrsait is hard

to abstract all of them into a common set of APIs.

Therefore, lhe decision of Zumas to separate the support of these two groups of
technologies. Firgt, Zun deeply integrates witbxisting COEs In fact, the
exposedAPIs providethe common feature set among prevailing COEs, such as
deploying an application to one or multiple con&g)and moreOn the contrary

it is needed to providesort of APllayerthat isspecific for Zun.So, the project
focuses on the basimanagement of single container and integratésse
containers with existing OpenStack primitiveikg networking, storage,
authentication, monitoring etc.).

5.5.2 Comparison between Zun and Magnum

The basic promise of Zun is to fill the gap from where the project Magnum ends.
Magnum is really just a system for deploying a container orchestration system
like Kubernetes, Apzhe Mesos or Docker Swarm. It provides provisioning as
well as scaling capabilities and security feature, serving as a certificate authority
and generating OpenStack Keystone users.

As we have already seen, originally, Magnum was introduced with the mission to
be a container service. In fact, the official mission statement was to provide a set
of services for management application containers in a -temiéint cloud
environment.Then Magnum has been changed amolw is considered as a
Container Infrastructure Managem@eatrvice with the mission to provide a set of
capabilitiesfor provisioning, scaling and managirgContainer Orchestration
Engine (COE).On the contrary, Zun providesmtainerspecific APIs across
different container technologies. So, this is an interesting idea though it is all very
confusing. Moreover, Zun basically represents the evolution of the older Nova
Docker API.
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Magnum Zun
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Figure 62 - Magnum V<un

Figure62 shows ughearchitecture differengbetween Magnum and Zun. As it
is possible to notice, Zun is not tigbdbupled with the underlyingirtualization
infrastructureand so it can make usedifferent container runtime.

However, this is not the unigu@penStack containerentric solution. In fact,
another containeiocused OpenStack project is Ne&AD. This makes usef
LXD and represents properly integratedolution with thewhole OpenStack
architecture

5.5.3 Zun Concepts

Zun needs to manage containers as well as their assoadiaidellying
infrastructurerelatedresources, such astworkaddresses, security groups, ports,
volumes, and more.However, he adopted principle was to decolg the
management of containers from their associated resoufceslo that,they
introducedthe concept ofisandbox.

A sandbox is an isolatedneironment for one or multiple containers. Its
responsibility is to provision and manage infrastructure resswssociated with

a container or a group of containers. By this way, each container must have a
sandbox, and resources (such as Neutron ports) are attached to sandboxes (instead
of directly being attached to containers).
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Figure 63 - Zun SandBox

Figure63shows us the architectural model of a Zun sandindact, it is defined
a Sandbox interface and the implementatiodriser-dependentSo, each driver
needs to implement the sandbox interface. For docker diihnessandboxcan be
implemented by using docker container itsdfurthermore, lie design is
extensible so that operators can pingheir own drivers if they & not satisfied
by the builtin sandbox implementations.

5.6 OpenStackKolla

Kolla is a project designed to make easier the installatolupdate of the whole
OpenStack.Releases of OpenStack foundatiare published according to a
specific timespan. This iroduces a strong flexibility but also much complexities

to deployment operations. Kolla is a new way to configure OpenStack inside
containers, taking advantages of rapidly obtaining a reliable and composable
installation.

In fact, Kolla simplifiesthe corigurationof each servicghatis seen as a micfo
service installed through a Docker container. Therefore, in order to update a
service, it is needed to build a new Docker container by using containerized
micro-services and orchestratitwol such as Ansiblerhis mechanism allows us
to install OpenStack without no need to properly configure other system
componentsThis guaranteg the immutability of the entireprojectbecause the
unique part which needs to change is the configuratiodutaoto load inside
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containersSo, it representa declarativebased systertiroughwhich is possible
to deploy a cloud environment with no need to spend time in configuration.issues

Kolla is implementedaccording to the soalled fidata containgr mo Oagal
containers are a separate technology from virtualization, though they are based on
some of the same theories. With virtualization, an entire machine is replicated. By
contrast, a data container shares the underlying host kernel by storing only
appliative data. In addition, there is no need for data containers to be provided
with a virtual memory, meaning they consume less processing power when
running. So, a data containean be mounted on the underlying operating system
and every statefudomponent, such adatabasgvirtual machines and so on, can

be included in data containers. Eathvhichcan be individually used without no
problem for eventually backup and recovery processes.

Kolla is considered asdeployment system which intetaaviththeconfiguration

of four main parts. The leader distribution is CentOS, even if containeassare
available for Fedora, Oracle Linux, Red Hat Enterprise Linux and Ubuntu.
Currently, the project is on experimental phase and still not considered f
productionready.

5.6.1 Architecture

Kolla makes easier the work of operators who, even with minimal experience, can
quickly deploy OpenStackn fact, the object is to replace the inflexible, painful,
resourcentensive deployment process of OpenStack with a flexible and
inexpensive deployment process. Finding people experienced in OpenStack
deployment is very difficult and expensive and so Kolla seeks to remedy this set
of problems by simplifying the deployment procdss enabling a flexible
deployment model.
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Figure 64 - Kolla Architecture

Figure64 shows us the architectupeint of view of aKolla deploymentit makes
use ofDocker containers whilg exploits other systems to perform other types of
operations like orchestration andnéiguration. In this caseAnsible is used to
deploy OpenStack dmare metabr virtual maching, but it is also possible to use
Kubernetes templates to deploy OpenStaca wholeKubernetegluster In fact,

the mission of Kollais to provide productionready containers fothe whole
OpenStack deployment and managenpeatess

5.6.2 Benefits of using containerized deployment

Usual the system configuration consists of making use awkagebased
componentshroughwhich an entire platform can be deployed. However,ithis
now getting replaced withnimagebased managemedae to the introductioaf

the socalled softwarecontainer paradigm. Thisis helping to solve the
availability, management and scalability asfgeof deployment systemis fact,
considering operations are atomic, there is minimal interruption of service and it
is even possible to perform full rollbaektions[73].

Using containerprovides tooperators several benefits taking advantages of the
guaranteedsolation and performance featuM/orking with the serverbased
environment is not as easy as with containers. In fact, what is enough is to start
and stop docker containers on semedeswhich can be scaled up and down as
compute nodes tOpenStackSurely, the new way is able to run on any platform,
regardless of the physical host operating systéiowever, he unique
requirement is to support the container technology.
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By the wayupgradng and patching operations are atormeaning thathey will
either successfully complete or faiDue to this new configuratioapproach
deployment of OpenStack takes on an average &ominutes, much faster than
any other deployment tools, suchRagpet orSalt. Furthermore,lere is no need
to rolling-updatesin fact,when a newcontainefsimage is availablat is possible
to simply stop the olagcontainer and stathe new onewith the latest image.
Moreover, n case oproblemsit is possible tdall back to the old imagelhis
makes everythingontainerized and so managing servio@ssiss of starting and
stopping theelatedcontainers.

As we have alreadyliscussedin order to managéhose containers, many
orchestration tools can be usélkle Kuberneteor DockerSwarm and so failed
containers can be automatically restarted. This results in ahesadlhg
deploymeneandmagesonce built do not change over time. Hee, it is possible
to recreate the same setup on different environmentshvatxact same piece of
code runninghat is running on the other an€hisis very important because
allows us to easily move everything froan development to the production
envronmentwith easeand no difference

5.6.3 Deployment

A Kolla Deployment73] is made of a node which is responsible to manage the
whole provisioning. This is called provisioning nodtemakes use of a private
Docker registryand so the correspondent OpenStack nodes are created as Docker
containers.

The major part of OpenStack servidesleployed ornspecifc hosts which are
responsible to take caodthe whole management of the cluster. These are called
Controllernodes andan hold every service except the na@eanpute. In fact, this

is the component responsible to interact with the undertyangputehypervisor.

For this reason, it is deployed on compute nodes where the instances will be
created. Furthermore, these nodestaim also the agent @fpenvswitchthat is

the component responsible to enable the communication by guaranteeing the
multi-tenancy OpenStack feature.
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Figure 65 - Kolla Deployment

Figure 65 shows usa typical deploymenbf OpenStack using KollaAs it is
possible to seehé provisioning node is responsible for building imadesdo
that, te privateregistry holdsdockerimagesthat are used tdeploythe whole
OpenStack clustefor this reason, the private Docker registrysaas a central
store from where every nodan downloadherequested Dockeémage.

5.6.4 Network

In a usual OpenStack deployment, Neutron manages rabgdyy creating

bridges, namespaces, ports and tying them together. Kolla is based on the same
networking mode[73].

Controllerl

ComputeN

HE el

Figure 66 - Kolla Network

Figure66 shows us a network overview of an OpenStack deployment using the
project Kolla. Furthermore, d completely support@all neutron models, itis
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necessarythat bridges and namespaces createllich are createdy some

containersareevenvisible on theunderlying host network stackherefore, the
docker engine is started with a networking host type whaéshseen in the
correspondent section, providescontainershe possibility ofsharingthe same
network namespace with the underlying kernel host.

5.7 Murano

Murano is an OpenStack project which aimgtovide an application catalog, in
order to be usefuto both developers and operators. These applications are
categorized on a repositorgccessible through the OpenStack dashboard.
Administrators use public repositories to obtain additional services, such as
OpenStack Community App Catalog, Google ContaRepository and Docker

Hub. Furthermore, thigprojectprovidesto usersthe possibilityto have the full
control of applications lifecycle. This e same principle which has been
adopted in other complementary solutions such as Rancher. In factcasers
quickly install reliable applicationssimply by pressing a clickutton.

Murano enableshe provisioning of typical applications with contaideased
environments and P8asolutions, including Kubernetes, Apache Mesos, Cloud
Foundry and Docker Swaratopof OpenStackFurthermore,ticoordinates the
usage of all Docker drers inside the context of an application. To do,thatseen
with Magnum, it makesiseof existing solutions likéHeat orchestration system
andadditionally python plugins.

Murano provides a higlevel servicein order to make easier operations, such as
upgrade, scale up/down, backup and recovery processes. The purpose is to use the
abstraction ofservicemanagement taompose and configure environments
through aweb-basedinterface or REST ARl The executiorenvironments are
simply virtual machines or mukHiier applications withthe enhancemeitf autc
scalingand selhealing.Therefore, gers who are not abléo interact withiT-
specificoperatorscan easily carry out their own work by simply deploying th
correspondent applications packagédsis allows people to focus only on
business parts and organization requiremémfsct, Murano is designed to solve
the problem of integrating thirdarty components in OpenStad¥evertheless,
thisis quite important becausmables the provisioning of a service moitheit
can be rapidly exchanged betwdefrastructureandPlatform as a Service.
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5.7.1 Architecture

As seen in Magnum, the project makes use other existing OpenStack services to
exploit theirtarget capabilitiesSThesearethe orchestration system and the identity
service. Moreover, the interaction between Murano and those services is
performed by using REST invocations

Heat is used to orchestrate infrastructural resources, such as setuenss and
networks. Based on the application definitions, Murano creates heat templates and
performs the correspondent invocations on the orchestration client. On the other
hand, Keystone is used to make Murano APIs available to all OpenStack users
and so the ject has to integrate its own functionalities with the OpenStack
principle that is properly based on miikhancy.

This constitutes the principle of the platform which aims to make easier the work
of developers and cloud administrators. In fact, deve®pvant to simply use
applications as opposed to installing and managing them. On the contrary, cloud
administrators focus owffering a well-testedset of oademand selservice
applications. For this reason, Murano is considered as the project thest Sos/
problem for both constituents.

( N
heat
[ keystone } ea v
{ murano-client CLI - J (m——————— ]
|

AN

. 4 N
horizon
[ murano- } murano-api murano-engine == !
dashboard ‘ L )
RabbitMQ RabbitMQ

Database
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REST API OPTIONAL DATA FLOW
AMQP MANDATORY DATA FLOW

Figure 67 - Murano Architecture

Figure 67 illustrates the architectural point of vie4] of Murano.As it is
possible to see,llaoperations are carried out through AdvancedMessage
QueuingProtocol AMQP) queuethat in this case is RabbitMQ. This component
mediates the communication between the API serveMtinteanoEngine and the
Murancagent. The API server is responsible to process external client requests.
Murancengine is the component that égkcare of the core functionalitjgbat
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areimplemented in the controller node, whereas the Musagent is the process
that is deployed in eadomputenstances. Furthermore, the architecture consists
of additional components like a commalime-interface to perform natively
client requestsand a horizon plugn, that isusal to integrate this important
catalog in a welhased interface like Horizon.

5.7.2 Network

Murano is able to work in various networking environments. The system consists
of a process which is able to detdwe deploymentetwork configuration and
automaticallychooses thappropriate settings. However, additional actions are
required to suppodomeadvanced scenari¢pss].

The simplest solution is to use Nematwork. It has limited capabilities but is
available on any OpenStack deployment with no need to install additional
components. When a new Murano environment is created, it checks if a dedicated
networking service exis in the current deployment. If such a service is not
included all thecompute instanceshat arespawned by Muranavill be joining

the same network

On the contraryMurano enables the advanced networking featinasretaken
out of user responsibilitiesFurthermore, ¥ default, each environmens
configured with ansolated networkThereforejt is necessaryo put a gateway
in order toexposehe applications in the spawned virtual machines.

5.7.3 Advantages tousing Murano

Muranoby itself is not a container environment, but it is an application catalog
[76] that makes use ofKubernetes for deployingapplication containers.
Furthermorethis guarantees the advantage not to manage Kubernetes #ween if
underlying infrastructure makes use of tHatfact, usersmay beunaware that
applications are running on containers

By this way, he internal provisioning is handled by Murano and users flostis

on the business aspettisough an easto-use User Interfac&herefore Murano

is quite acceptetly developerswho are writing aplcations for other people

order to exploit selfservice mannen cloud deployment$urthermore, Murano

and Magnum communities are gettitogether with a plan to create a Magnum
application for Murano. This allows users to combine advantages of both
solutionsjncluding access ta generic container orchestralb@yond Kubernetes.
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5.8 Closing remarks

OpenStack is the leading cloud framework fmopting and adapting new
technologiesFor this reason, the community decided that containers were an
important technology to support and that decision has resulted in several projects
to ensure containers, and the thiaity ecosystem around containease
supported in OpenStack clouds.

Moreover, as described in this chapter, the focus on containerization is based on
different requirements that containers are suitable to deal with. OpenStack
Compute Nova manages the compute resources for an OpenStack clo
Nowadays, due to the support of containerization in OpenStack, we are able to
spawn compute resources that are running as containers. To do that, we need to
use a specific driver in order to allow the interaction between Nova service and
the underlyingcontainer runtimelnitially, Docker was integrated with a project
called NovaDocker. Nowadays, this is no longer maintained and so, OpenStack
Zunis more suitable for use cases with the requirement to treat a container like a
lightweight virtual machine, allowing use in similar way to-@e@mand virtual
machines.

Furthermore, containers are excellent for encapsulation of microservices. In
build/continuous integration environments, containers enable organizations to
rapidly test more system permutations as well as deliver increased parallelism,
increasing innovatioand feature velocity. In this case, there is the need to work
at a higher level with functionalitieske orchestration. OpenStack has even
promoted this integration with the introduction of OpenStack MagAums. is
designed to offer container specifi®ls for multitenant containerasa-service

by integrating the cloud platform with wedstablished container orchestrators
such as Kubernetes, Docker Swarm, and Apache Mesos. In addition, there is the
support for packaged applications to be deployedmenStack through Murano.

This is a catalog solution that allows users to quickly deploy and configure
enterprise applications by using an existing container orchestrator.

In conclusion, we have seen that containers are supported in OpenStack also for
the ceployment point of view. To do that, OpenStack Kolla takes advantages of
containerization to make easier the deployment process of a complex architecture
by running software components as containers.
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6 Experimental Results

6.1 Overview

Today, the cloud is a proven delivery model, with a growing number of enterprises
realizing impressive agility and efficiency benefits. However, as the technology
matures, the trenid to extend cloud deployments to even more flexible solutions
that promise exciting new ways to expand vakie of enterprise servicgs?].

So, the purpose is always focused on what organizations needitowuter toget

the most valueln fact, the value proposition of cloud computing is quite stable
but, of course, users need to choose the best way to simplify the delivery of their
own cloud services.

Cloud computing providesvariety of services with the growth of their offerings.
However, thisimplies numerous challenges to be faced. As seen bettoed
computingis basedn virtualization, whictprovides usera plenty of computing
resources withoutmanagingany component b the underlying virtuailzation
middleware. Nevertheless, sometimes thbstraction levelinvolved in
virtualization has been reducing the workload performasfgS] that are quite
fundamentain a cloud infrastructure

For this reason, new solutions hdwaen proposetb provide benefits where the
classical virtual machine model ends up. An example is the fundamental concept
of Containerization, which hdseen deeply introducead the previous chapter

The key differenator is that containerizatiqorovides server instances by sharing

a single kernelvhereasi n a virtuali zed server, e a
complete operating system with drivetsnaries and the same application.
Various related workanalyzeregardingperformancs the behaviorof virtual
machines and containetdowever notwithstanding the existing solutions, just
with Docker ths paradigmhas obtained a significative adoptiate Moreover,

as mentioned in theprevious chapterDocker cannot be considered a full
complementary solution of virtual machinds. fact, it aims to application
containers and not system containers.

Considering theareaof system containers, we analyzé newer proposal of
Canonical LXD, which is thought to povide what Docker did not. Furthermore,

it is quite integratethto cloud operating systems likeperttack and so, in this
chapter,one ofthe purposs is to proposea performance analysis between two
OpenStack deploymentsach of which provides compute instances through a
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different virtualization technologyrhis investigationwill be extended talso
analyze the behavior @fquite adopted solution, like Docker, even if this study
cannot bgerformedvith anOpenStack deployment, considering that the solution
does not belong to the category of system containers.

For this reasonsubsequently, we wildiscusssolutions that focus on the
applicative point of view: container orchestrators. As discussed in the
correspondent chapter, they are fundamental to provideléngh services that

are designed to deal with applicatidaployment and clustenanagement.
Thereby, they are also suitable to be adopted in cloud scenarios where the user
requirementsre focusean higher service

6.2 Requirements

Cloud computing services provide resourcesing virtualization and
Containerization. Virtualization is a crucial paof the Cloud computing
definition, and so we need to manage virtualized resources more efficiently.
Furthermore, the Cloud InfrastructJi#] provides the abstraction to make sure
thatapplication or the business serviceodel, iscompletely independent of the
underlying hardware such as servers, storage or networks. In fact, as seen before,
the cloud modeldepends on virtualization technologpy which a baremetal
serveris used to spawnirtual compute instance3hese can be vural machines

or containersand herefore we need to investigate the concept of redubimg
numberof resources wasted during the computational process.

Until now, wediscussedloud computing features and how ttaag implemented
with virtual machines and containegurely,everything is stronglgependent on
infrastructureresources like CPU, Memory, Disk space, Input/Oyigudso on.
Theseare share@dmong multipleusersand soan efficient management &key
differentiatorto success. Thereforaie need tgerforma comparison between
containers and virtual machinesgardingresources overloadn particulay we
need to point out the swalled Adensity. This means how these resourcee
influenced by increasingthe number of compute instanceper server host
Moreover afundamentatloud featuras thefelasticityo, that is the possibilityo
complete a service requdst introducing the shortest possible timi@ereforeijt

IS necessary that wadsoinvestigatethe timeneeded to create virtual machine
based and containarstances

This workis notjust focusedon the infrastructure point @iew and so, another
important purpose is to investigate the applicative perspective ef th
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containerizatiorparadigm. An example concerns the orchestrdgwenl thatis
referredto the process of managing akipd of infrastructureThisis the case to
provision a distributed enterprise application that, by definition, requires
flexibility and highavailability. For this reason, thgoal of this analysis is to
evaluate the behavior of these solutiom®rms ofserviceprovisioning and Mean
Time to Repair (MTTR).

6.3 Test Plan

6.3.1 Virtualization and Containerization

Containers enable users to pack more applications into a single physical server,
becausehey share the underlying kern¥lirtual machineslo notrun just a full

copy of an operating system, but a virtual copy of all the hardware that the
operating systemeeds to runSurely, this quickly adds up to a lot of RAM and
CPU cycles. In contrast, all that a container requires is an operating system,
supporting programs, libraries, and system resources to run a specific program.

In order to perform a comparison between system containers and virtual
machina, we chose to deploy two OpenStaaniplementationsone that makes

use of KVM as hypervisor and the other one that exploits LXD to provide
compute instances as system contairferghermaoe, to evaluate théehaviorof
Docker, we chose to build a cluster infrastructure that makes use of that container
solution as compute hypervisor.

The analysis consists of monitoring the performances of the following resources:
CPU, Network and Disk 1/0O.In order toreduce the error probability, each
experiments repeateden times and the average vaisieecordedThe aim is to

take out what is better and particularly when is more appropriate to adopt a
containerbased deploymeimsteadof thetraditional virtual machine model.

CPU Analysis

The CPU analysiss split into two benchmarks: CP®ower and CPU
Contention. The first is meant to get the whole execution time of a single process
that exploits the number of existing cores through the concept of Muiktiading.

On the contrary, the CRQGontention test consists of @yzing the behavior of

the execution time by putting together multiple compute instances that compete
to access the same resourdes. the CPUPower test, we need some compute
instances, each of which with a different number of v&RW OpenStack, a
flavor defines the@esources of @omputeinstancesuch asnemory,number of
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coresand storage. Therefore, in our test, four different OpenStack flavors are
createdwith a variable number of vCPU#%, 2, 4, and § The duakepresentation

in Dockeris obtainal by exploiting the resource limit definition of a Docker
container.

Network Analysis

Network performance refers to meastinenetwork service quality as seen by the
customer.This test includes the analysis of bandwidth, latency, and throughput.
Bandwidthis the maximum rate that information daamtransferredAs mentioned
before, the time for eequesis a fundamental aspect that needsdaonsidered

in cloud deployments. For the throughput and bandwidth analysis, the purpose is
to analyze th behavior of these key performance indicators by exploiting UDP
and TCP communication3o do that, we decided to ufei .e~urthermore,

just for UDP messageshis gives us the possibility to set a variabtarget
bandwidthin order toobserve the@etwork behavioat different rated.astly, the
latency cannobe avoidedand so this test includes evenamralysis 6 how the
performances chandetween KVM, Docker, andXD instances.

There are several ways to measure the performsafiegenetworkpbecausevery
solutionis different in nature and desigior this reason, we chose to split this

test irto three parts, each of which refers to a different deployment scemhao.

first concernshe communicatin between a cloud instance andieronewhich

runs outsidehe clusterThe second one etween two pairs that run different

hosts of the same cluster infrastructure, whereas the last one is between two pairs
that execute on the same physical server.

Input/Output Analysis

A virtual machinereplicates an entire server, including the operating system and
the associated drivers. On the contrary, a container makes use of the underlying
kernel host to access external resources, such as I/O devices and networks.
Therefore, an important analyssthe file system that is present within each
computeinstance. There are a lot of desigrmshchmarksand in our test, we
decided to choos&Bonnie++0. To do that, we need to stress the input/output
system that operates by writing and reading from and to big chunks of data.
Furthermore, it is important for the Input/Output benchmirkimit RAM
involvement. In fact, a big amount of memory womldantha caching would be

a predomnant factor and therefore would affect the real results. However, there
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IS a way to bypass thigroblem and so we need to use files and data which are
larger than the amount of system memory, f@ahese experiments, tkenpute
machinesare seto 512MB ofRAM and thdfiles that they are working withave

a size of 24GB (fortyeight times the size of the RAM).

Density Analysis

Containers are one of the hottest topics in the IT world today, largely due to their
adoption by many webcale companies like Facebook and Twitter. By the way,
a key differentiator aspect ibe densitythatis the number of compute instances
that a servehostis able toexecute without degrading performanceSontainers

also enable better workload density within an infrastructure, consideatthey
requireless memory overhead per instance. In fact, each applicatmadednto

a kernel host thas sharedacross all containers. As already explained, operating
systems and kernel Aguestso do not nee
applications and workloads cabe squeezednto the same hardware or
infrastructure footprint. For this reasothe purpose of this benchmark is to
analyze the behavior of CPU and Memory usdyeincreasing the number of
compute instances per host. To do thatdeeided to monitothe same physical
serverin order togetthe behavior oCPU-Load and memorysage

System Analysis

A company, offering clougomputing service accomplishesany customer
requess of the computingresourcewith the purpose to saty two competitive
needs: to provide the proper hardware to fulfill any request and the necessity

to imply a larger time to complete the service request. Therefore, it is necessary
that thisperformance analysis extended to evaluate other systaspects that

are involved in the provisioning of a service request. Theshe time needed to
provisiona whole instance, the time to boot up a single machine and the whole
time that is required to complete a snapshot of a compute instance. Furthermore,
we also considers system aspecthesizeimpact of an operating system image
that is needed to credtee compute instances. Therefore, the purpose of this test
IS to comparecompute instancesaccordiig to these specific aspeceachof

which is taken by a different hypervisonplementation

6.3.2 Container Orchestration
All container orchestrators do the same thing: automate the provisioning and
management of containerized infrastructure. It is worth noting that orchestrators
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are not strictly limited to the container world. These are solutions that exist for
other types Dinfrastructure with the main purpose to allow developers and
DevOps people to forget about the detail of what needs to happen. Similarly,
containers allow us to standardize the environment and abstract away the specifics
of the underlying operating syste and hardware.Thereby, a container
orchestrator does the same job for a whole data center: it allows us the freedom
not to think about what server will host a particular container or how that container
will be startedmonitored and killed.

As seen inle correspondent chapter, a container orchestratmngposedof

three modules: resource management, scheduling, and service management.
Neverthelessthe coreis thescheduling part of the solution becauks is the

crucial responsibility by which a user reli@s. In fact, this allows developers to
focus on business aspects regardless of the distributed nature of the enterprise
applications. For this reason, in thést we want to investigate the behavior of
these solutionsin terms of time measurementso provide the following
functionalities service provisioningand failover.

Service Provisioning

In cloud computingthe elasticityis definedas the degree to which systesrable

to adapt to workload changes by provisioning angaevisioning resources in an
autonomic manner, such that at every time the available resources match the
current demand as closely as possible. Therefore, an important aspect is to analyze
the time neededtprovision an application. To do that, we decided to split this
test intwo scenarios: one thegquires the deployment afsimple web application

and the other one that exploits enterprise applications of different complexities.
Moreover the purpose i$0 determine the behavior of the provisioning time by
incrementallystressing the workload of the container orchestrator. Thereby, we
chose to study the deployment of the first web application by increasing the
number of container replicas, whereas in théher one we analyze the
performances byncreasing the numbef microservicesthat compose a single
application

Failover

The failover system mechanism is used to increase the reliability and availability
of IT resources by using clustering technology to provide redundant
implementations. A failover system is configured to automatically switch over to
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a redundant resource taace whenever the currently active IT resosib@ome
unavailable. Thesare commonly useébr missioncritical programs and this
mechanism may rely on the resource replication mechanism to supply the
redundant IT resource instances, whagh activelymonitoredfor the detection

of errors and unavailability conditions. For this reason, as will be illustrated in the
system description, the architecture is clus@sed by which is possible to
schedule again a service that unexpectedly stoppedA failure can involve the
process or the entire server host. Therefore, iratiagysisve will investigatein

terms oftime measurementboth types of failures.

6.4 Deployment Tools

6.4.1 Infrastructure as Code: why do we need it?

The proliferation of virtualizatiorwoupled with the increasing number power of
industrystandard servers, and the availability of cloud computing, has led to a
significant uptick in the number of servers that need to be managed within an
organization [79]. Therefore, data center orchestration and configuration
management tools come into play. In many cases, we manage groups of identical
servers, running the same apgtions and services. Often, these deployean
virtualization frameworks within theompany, but increasingly they are running

as cloud or hosted instances in remote data cefiiemdeal with thosedifferent
solutionswere builtwith a single goal in mind: to configure and maintain several
severs much easi€erhis offers benefits talustes of differentsizes because the

idea is to have a model that is architectagaosticin order tofacilitate the
provisioning and deployment of a whole enterprise infrastructure. For this reason,
we decided to embrace this pattern andve now introduce the solutions used

to deploy our systems.

6.4.2 Maas

MetalAs-A-Service (MaaS) is hardware provisioning software from Canonical
intended to quickly commission and deploy physical servers to run a wide array
of software services or workloadsawuju charm§g0]. By this way, servers can

be dynamically associated or connedtagethelto scale up services, and can also

be disconnected to scale down as demand requires it. Furthermore, MAAS treats
physical servers as compute commodities that can be quickly manipulated to meet
customer demand, similar to how a cloud environment creadegaoves virtual
resources to adjust to computing demands.
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Figure 68 - An example of MAAS deployment

Figure 68 shows us a deployment with a Region Controller and two Cluster
Controllers that are the two types of controllers involved in MAAS. A region
controller is responsible for a data center, or a single region. On the contrary, the
cluster controller (or Rackontroller) is theresponsike for each servenodein a

single data center. Furthermore, both the region and the cluster controller can be
scaledout as well as made highly available.

Basically, MAAS turns our bare metal data center into an elastic -tikaid
resource. By this way, machines can be quickly provisioned and then destroyed
again as easily as we can with instances in other clouds like Amazon AWS,
OpenStack, and moréilso, it can act as a standalone Preboot Execution
Environment PXE), or it can be integrateavith other technologies. In particular,

it is designed to work well with Juju, theervice and model management
orchestrationThis makes a perfect arrangement: MAAS manages the machines
and Jujutake care of services running on those machines. So, the next section
discussesthis orchestration tool, becauske implemented solution for the
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performance analysibetween virtualization andontainerizationis properly
basedon thisdeploymenpattern.

6.4.3 Juju

In modern environments, applicatioase rarely deployeth isolation. In fact,

even simple applications may require several other serwvicasler tofunction

well. Formodelinga more complex system, like OpenStack, many more service
components neetb be installed, configured and connected to each other. Juju
[81] is an orchestration service that provides tools to express the intent of how to
deploy some applications and to subsequently scale and manage them.

Usually, IToperators make use of traditional configuration management tools like
Chef[79] and Puppé€fiB2], or even general scripting languages as Python or bash,
to automate the configuration of machines to éi@aar specification. Juju works

at a higher level providing the possibility to create a model of the relationships
between components that together constitute an entire complex sistéinis

way, applicatiorspecific knowledge such as dependenciedesmat practices,
operational events like backups and updates, and integration options with other
pieces of softwarare encapsulatéad the sec a | | e dharfitd uj u

A charm is a definition of everythirnig neededor a specific component that can

be integréedinto a solution. It is possible to use paristing pieces, or otherwise
write them,to deploy a service component in seconds, on any cloud instance or
baremetal server. Furthermore, it is also possible to integrate Pupipet,and
othess with Juju. In fact, it works a layer above by focusing on the service the
application deliverstegardless fowhich it runs. So, the Juju charm includes all
the logic for writing configuration files for an application that demwrittenin
whatever langage or tool the author prefers.

6.5 System Description

6.5.1 System specification

At its most fundamental, OpenStack is a common API abstraction layer for
infrastructure. This means that OpenStack is essentially a way of enabling
developers to address datacenterrasitucture though a standard set of
instructions, regardless of what that actual infrastructuréhis.is quite useful
because there is no need to perform custom integrations for every type of
hardware. Fithermore, this allows us swap out componentgith less need to
worry about compatibility issues. The same is about Rancher that, as described in
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the correspondent section, does not include any infrastructure requirement but just
Linux systems able to execute Docker containers.

In order toset up two different OpenStack clusters, we made use of two groups of
servers, moreover quite similar in order not to affect the result of our test. The
physical servers are eight MicroServer Hewlett Packard Enterprise (HPE) Proliant
Gen 8. They include X Intel (R) Celeron(R) CPU G16610T @ 2.30 GHz
processors with 12 GB di RAM. The unique difference is that the cluster used for
KVM and Rancheis built with two hard drives of 750GB whereas the other one
with two hard drives of 500 GB-urthermoreboth de&ices work with 7200 rpm.

=

ii )

Figure 691 Layoutof thephysicalsystem

Figure69 shows us the layout of the physical system thatoleas usedor the
test. As it is possible to see, the machines of each clusteronnectedith the
aid of two NetworkinterfaceCards NICs) to a 1000 Mbit/s networka addition
we used two GS724TV4 ProSafe-pdrt Gigabit Ethernet Smart Switch. Both
switchesare connectetb a single gateway which represents the femd ofeach
cluster infrastructure.

6.5.2 Virtualization and Containerization

This section aims to describe the implemented soluticorder toachieve the
deployment of two cloud models: one by using KVM as hypervisor and the other
one with LXD, as container management engine. However, the two clouds are
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completely independent and running on different server hbggloying and
upgrading a basic OpenStack environment has always been a complex task.
Containerized micraervices and orchestration tsohow allow operators to
upgrade a service by buildinghaw container and redeploying the entire system.

In addition this allows us to take advantages by supporting different versions and
package mechanisms. For this reason, the implemented solution followed this
principle with the usage of MAAS and Juju. Bys way, the environment is
completely immutable, because the only things that change are the configuration
files loaded into a container and how those changes modify the behavior of the
OpenStack services. So, the purpose of the following sectionsléstoibe how

we achieved the deployed solution.

OpenStack Deployment

As seen in the previous chapter, OpenStack is a-@pedating system with a lot

of service components that interact each other to perform the implementation of
several types of servicequests. Furthermore, even with the support of automated
tools like Juju, this solution involves a lot of charms that neéeé tteployedvith

the correspondent relationships. In fact, the principle of @hghcharnofollows

the idea of each OpenStack service: completely decoupled and asynchronous
communication. Therefore, a single OpenStack deployment needs the usage of a
lot of charms, each of which is properly configured to interact with those that
represent a simg OpenStack service. However, the sponsoring company of this
new design modehas faced this issue with the introduction of thecadled
concept ofo Thidisa set obuurcloaimgproperly configured, to

work togethein order todeploy a sigle OpenStack cloud environment quickly

The purpose of this work is to perform a performaaoalysisof two cloud
deployments: one that makes use of virtual machines and the other one that
exploits LXD containers. So, we thought to divide implemertation irto two
different solutions: a single cloud with the compute service (Nova) organized to
interact with KVM as daypervisor and the other one that provides Nova instances
through LXD. To do that, we made use of two different Juju bundles: one for
virtual machine$83] and the other properly built to support Neiv&dD [84].

Furthermore, these bundles are designed to run on bare metal using Juju with
MAAS, and so we need &etup a MAAS deployment with a minimum number
of physical serverbeforeusing this bundle.
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Figure 707 A layout of the deployed OpenStack cloud

Figure70 illustrates the layout of the deployed OpenStack. Furthermore, this is
the same for both clouds: hypervisor virtual machine @ainerbased As it

is possible to notice, each OpenStack consists of two types of nodes: Controller
and ComputeControlleris responsibldor hostingthe management padf the

entire architecture whereas tisecondone is responsiblefor hosting and
executingthe @mpute instances. Therefore, the key difference between the two
clouds is that the compute nodes make use of a different Nova libvirt
implementation. In fact, the first one has a driver that provides compute instances
by interacting with the underlying KVMypervisor, while thesecondone does

the same but by making use of LXD as underlying hypervisor.

6.5.3 Container Orchestration

As discussed in the previous chapter, Rancher has grown very quickly and now
includes support for multiple orchestration frameworks in addition to Cattle. The
support for these different orchestration platforsrdeliveredy creating isolated
Aenvi itso Batleah which is composed of different lgswhich are just
Linux physical or virtual machines that run Docker and the Rancher agent. In
particular, the Rancher agent is simply a Docker contairies.allows users to
quickly deploy and test differémrchestratiorsolutiors by exploiting the power

of Rancher platform. In fact, from a user perspective, it is not any more complex
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to deploy the different platforms, as Rancher automates all the deployment and
configuration of the orchestration platforms.

It is commonly believedhat a container orchestrator askey to successfully
operationalizing containers at scal&isis true if we are running a single cluster

in the cloud or with reasonably homogenous infrastructure. However, many
organizations hae a diverse application portfolio and useguirementsand
therefore have more expansive and diverse needs. In these situations, setting up
and configuring a cluster like Kubernetes gives rise to several challenges. An
exampleconcernsthe customizatiorto the DevOps team or to automate the
upgrade of the whole Kubernetes cluskesr this reason, we decided to build a
Rancher clusteio evaluate the behavior of each orchestration platform.

Agent 1 Agent 2 Agent 3

Docker Private
Registry

Rancher Master

Figure 71 - A layout of the deployed Rancher cluster

Figure71 shows us the infrastructure layout of the Rancher cltisééwe used
to execute the comparistetween some container orchestrations.

As mentioned in the correspondent chapter, just Kubernetes, Docker Swarm,
ApacheMesos and Cattle are supported. Nevertheless, they are the most known
solutions in the orchestrationarket and so the purpose of t®rk is to analyze
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these different orchestrah solutions Furthermore, this architecture is even used
to test containerizatioat infrastructurdevel with Docker.Ranchelis quite used
for Docker containers iproduction and so we decided to adopt thrshitecture
to repeat the same experiments that we decided to perform on OpenStack.

6.6 Benchmarking Tools

6.6.1 Ganglia monitoring system

Ganglia is a scalable distributed monitoring system for -pigiiormance
computing systems like clusters and Grids. It widely makes use of technologies
such as XML for data representation; XDR for data transport and RRDTool for
data storage and visualizati. Furthermore, the used data structures and
algorithms allow that to achieve very low perode overheads and high
concurrency.

Ganglia Monitoring System

Gmond
Daemon

— Server 1
{ Gmetad Gmond
n

H ——— Daemon Daemon

I

I

| e— -
User Ganglia Server Server 2
Gmond 5
Daemon
Server N

Figure 72 - The Architecture of Ganglia Monitoring System

Figure72 shows us a diagram of a functional Ganglia clug8t that, as it is
possible to notice, is basednthe master/slave architectural pattern.

To dothat each node holds a specific agent that is necessaagttasthe
configured role. The mastes calledi Gmet ad 0 whmrsfé Grmmdored s |
Basically, themaster agent is responsildler collecting data received by each
slave node. Thesee thershownby a webbased interface that is used by external
users to exploit this wellefined solution. Furthermore, we made use of Ganglia
to collect data about CPU and Memory usage in the conteheofiensity
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benchmark. As explained before, this test consistssaf) a single servehost
and atop create multiple compute instances. Gaigylizstalledon the physical
host and s@we cancollect data about the underlying hypervidmoy increasing
the number o€ompute instances running on that node.

6.6.2 PXZ

Parallel XZ (PXZ) is a compression utility that takes advantage of running the
classic Lempekiv-Markov algorithm [86]. This tool is a parallel lossless
compression thatan be easily configured to run in any number of cores, therefore
making it easy to ruon machines with different CPU capabiliti€g. So, we

made use of that by creating different OpenStack flavomder toexploit an
increasing number of cores to measure the whole execution time of a compression
process. As input faPXZ, we choseto give 300 MB ofthe randomdata dump,

that has been replicated on the other machines to execute the same process by
using thesame file. The file is fed into the PXZ algorithm while varying the
number of cores. Lastly, the wall time that PXZ takes to compress the thien
recordedand considered to compare the performamestween KVM Docker,

and LXD compute instances.

6.6.3 Iperf

Iperf is a widelyused toolfor network performance measurement and tuning. It

is open source and writtém C but it runson variousplatforns including Linux,

Unix, and Windows. Usually, it is used to produce standardized performance
measurements for any typesloénetwork[87]. Itis basean client/servemodel|

and the benchmarlkse accomplishelly creating data streams tlaaiesentfrom

the client to the server. These can be either Transmission Control Protocol (TCP)
or User Data Protocol (UDPThis allows us to measure several key aspects such
as bandwidth and the throughput between the two ends in one or both directions.
In contrast to other solutions, like pinigerf tries to consume all the bandwidth

that the medium can support. Furthermore, there is even the possibility to set the
target bandwidth by using UDP data streams. Therefore, ibEiassociated
network test, wemeasured the throughput and bandwidth also considering an
increagddata rate (from 250 Mbit/s to 1000 Mbit/s).

6.6.4 Ping

Ping is a simple system tool that is commonly used to determine connectivity.
Furthermore, it can serve to measure laténogw long ittakes one packet to get
from X to Y. In fact, for each ping reply received, a round trip timmeeported It
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is measured by the local clock in the pinging computer, from when the request
left to when the reply arrived.

6.6.5 Bonnie++

Bonnie++ is a free file sfem benchmarking tool for Unike operating systems.

It is aimedat performingsome simple tests of hard drive and file system
performancg88]. Furthermore, Bonnie++ benchmarks three things: data read and
write speed, number of seeks that barperformegbersecondand number of file
metadata operations that daa performegber second.

As seen in the correspondent section, LXD is not abéxpdoit distributed file
systems like Ceph. As of release 2.16, it comes with a Ceph storage driver but,
considering the time release of this new powerful storage APl (August/September
2017), itis not includedin the used Juju bundle for OpenStack deplegn
Therefore, the OpenStadkD-based does not support Ceph as blsitkage

and it makes use &FS thatis properly a local file system. So, we decided to
make a comparison between these two block storage implementations.

6.7 Results

6.7.1 Virtualization and Containerization

This sections aimedat showing the results of the performaacalysishat have
been executetb compare the usage of containers instead of virtual machme
OpenStack, st will be soon demonstratedXD is quite suitabléo replacethe
classical virtual machine modelue to the less resource overhead that is involved.
However, there are not juativantagesand so, as we have alreagdigcussedn

the previous chapters, there are also some aspects that do not make of the
containerizéion a fitfor-all implementation.In addition we even included
Docker to repeat the same experimemta distributed cluster infrastructure with
Rancher However,even ifDockeris not a system containeand therefore it is
not suitable to completely replace a virtual machingeresentssome benefits.
Thereby,if the scenarias suitable therearecases in which Docker catsobe
usedin production environments.

CPU

To briefly recap what haseendone this tests splitinto two benchmarks: one to
measure the execution time of a single prackgsexploiting the paradigm of
Multi-threading and the other one to analyze how this timanfluencedin
scenarios where the compute instances compededsssing the same resources.

176



Experimental Results

Flavors vCPU RAM(MB) | Root Disk (GB)
A 1 2048 20
B 2 2048 20
C 4 2048 20
D 6 2048 20

Tablel11 - Description of the used Flavors

Table 11 shows us the adopted flavows order tocreate different compute
instances.

However, the definition of flavors is about the two OpenStack clouds that we used
to execute computiastances through KVM and LXD. To do the same for Docker,
we exploited the functionality of Rancher to limit the resource capabiiteach
Docker container Furthermore, considering that this study requires more
resources, we included another physssler host, that is equipped with 64 GB

of RAM and 6 processor$his host was used as compute npe for the CPU
Power test and for densitgr every type of virtualization hypervisor

CPU Benchmark by exploiting Multi-Threading

200
180
160
140

120 ~KVM

—LXD

Docker

100
80

Execution Time (s)

60
40

20
0

Flavors
Figure 73 - CPU Benchmark by exploiting Muiihreading

Figure73 illustratesthe execution timéy increasing the number of threads that
execute the same algorithiihis consists of compresg) a file of 300MB thais
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replacedn eachcomputeinstanceAs it is possible to notice, there is not much
difference between thkVM andLXD even ifthe last onas a bit betterThe
same is not for Docker that in tregperiment presents the worst results.

The purpose of the other experiment is to analyze the behavior of the different
virtualization solutions that compete to access the shared resources.

CPU Contention Benchmark
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1 2 3 4

Number of Instances concurrently executed

Figure 74 - CPU Contention Benchmark

Figure74 shows us the result of the CPU Contention Benchmark. We made use
of duaklcoresystems and so we can notice tiat execution time of eaderver
hypervisor presents a curve after the contemporary execution of two instances. In
a nutshell, Docker is a bit bettésp to two instances;ontainerbased machines
imply less time while theKVM is betterthan LXD. Thisis not true for Docker

that s not affected by the increasing of contemporary instances. Sumslis t
influencel by the fact that the underlying file system of LXD introduces an
overhead that causes the degradation of the whole perforsn@rcthe contrary,

the OpenStack virtual achinebased makes use of CEPH that does not include a
huge difference by increasing the number of compute instances that compete to
access the same physical resources.
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Network

This test involvesstressingthe network suBystemin order to analyze the
behavior of bandwidthlatency and throughput. To measure bandwidth and
throughput, we usedperf that is basedon a client/server modelFor each
experiment, the system to be tested asta client while another compute instance
works as lerf server.Therefore, as anticipated in the test plan, we split this
analysis to investigate three different scenaiibgerCloudo, fintraCloud, and
AlntraNode.

91 InterCloud: is the case in which the client ixamputemachine that runs
inside the cluster whereas the Iperf Server is another pair that executes
outside the cluster.

1 IntraCloud : is the case in which the client ifamputemachine thatuns
insidethe cluster and the Iperf Server is another pair that esdntthe
same cluster but on a different physical server host.

1 IntraNode: is the case in which the client icamputemachine thatuns
insidethe cluster and the Iperf Server is anot@nputemachine that runs
on the same physical server host

Bandwidth and Throughput

As described in the test plan, we stressed the network system by seidfng
packets with a variable bandwidth target. Considering thaNtls are set to
work with 1000 Mbit/s, we made tests between 250 and 1000 Mtttign an
interval of30s This is performed just for UDRetwork traffic In fact, akey point

to remember when testing bandwidth with Iperf is thabnsumes all bandwidth
avalable between client/server via TCP, regardless of LAN, WAN, or VPN
connection. Furthermore, there is no possibility to define a thegetwidth and
therefore we did noperformthe same experiment with TCP. To do thag
measured both inbound and omtind throughput.
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InterCloud Scenario
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Figure 7571 InterCloud: Outbound BandwidthUDP Benchmark

Figure75is the behavior of th&lDP bandwidth by varying the datatein the
scenario of InterCloudAs it is possible to notice, KVNs moreperformant than
LXD. On the other hand, Dockertlseworst, and it does not achieve a bandwidth
target more than 300 Mbit/Blevertheless, this is expectbdcausehe network
subsystem of the container manageneihplementedvith a NetworkAddress
Translator mechanism by exploiting features of the underlying kernel host.

Data Transferred (GB)
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Figure 761 InterCloud: Outbound Throughptt UDP Benchmark

Figure 76 shows the results of tbughput transferred in the scenario of
Al nt er ABlseerufar bandwidth, KVM network subsystenable tomove a
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greater data amount, close enough to 3GB whereaX[hthe peak is about
2.5GB. As expected, considering that Docker is the wersrdingbandwidth,

the amount of data transferred is much less than KVM and Ofthe contrary,

we also testedhe inbound network subsystess it will be shownn Figure78

and Figure 79theresultsarequite similar between both¥D and KVM and put

the same is not for DockeiThis technology suffergshe external network
communication very muchand even for inboundcommunication the
performances are much worse than K\avid LXD. In fact KVM and LXD
saturate the bandwidth around 800 Mbit/s while the peak amount of data
transferred is about 2.8 GB.
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Figure 777 InterCloud: Inbound Bandwidthi UDP Benchmark
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Figure 781 InterCloud:Inbound Throughput UDP Benchmark
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As anticipated,dr the TCP network traffic, it is not possible to stress the system
by varying the bandwidth datate and so we recorded just the information about
a singletestby consuming the wholavailable bandwidth.
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Figure 797 InterCloud: ThroughputAnalysisbetween TCP and UDP

Figure 79 demonstrates thawe achieved better performancesh TCP by
comparing performances with UDP throughgttisis not a surprise. UDP traffic

is often ratdimited by network devices becausé the lack of inherent flow
control. Thisis the contrary td'CP and therefore we obtained a better result by
using a connectienriented communication with TCP.

182



Experimental Results

IntraCloud Scenario
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Figure 80 - IntraCloud: Outbound BandwidtBenchmark

Figure80is the behavior of theutboundUDP bandwidth by varying the data
rate in he scenario of maCloud As it is possible to noticé thiscase KVM is
lessperformant than LXDThis means thatas opposed to the deployment LXD
basedthe OpenStack implementation with KVM introduces a greater amount of
network overhead~urthermoreeven in thiscase Docker is the worstAs seen
with the previous scenario, the Dockmsed compute instances do achieve a
bandwidth target more than 300 Mbitfsgure81 shows the results of tlzanount

of data that the system was able to transfer in the scenario of IntraCloud.
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Figure 81 - IntraCloud: Outbound Throughput Benchmark
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Surely, this behavior is related to the bandwidth analysis seen in the previous
picture. KVM network subsystemovesa smaller data amount, a bit more than
2GB. On the contrary, the LXD behavior is not affected by the different nature of
thetest and thepeak is about 2.5GB. As regards Dockeseen with LXD, there

is no difference with thistherscenaripandmore nor less there is no distinction
between the two tests

Even in thiscase we analyzed the inbound behavior and, as shown in the next
figure, the evolution of the performances is quite similar to that we have just
analyzed with the Outbound network system.
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Figure 82 - IntraCloud: InboundBandwidth- UDP Benchmark
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Figure 83 - IntraCloud: Inbound ThroughputUDP Benchmark

Figure82 andFigure83 shows us the analysis thfe Inboundnetwork.
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Maximum Data Transferred: TCP Benchmark
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Figure 84 - IntraCloud: Throughput Analysis between TCP and UDP

Figure84 illustrates us a comparison between TCP and UDP Througtnplox
cont ext o fo Asidxpedted,d Xcam ackieve better results whereas
Docker is the most affected virtualization technology which is not able to transfer
more than 1 GB.
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IntraNode Scenario
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Figure 85 - IntraNode OutboundBandwidth- UDP Benchmark

Figure 85 showsus the behavior of the bandwidth benchmark by analyzing the
scenar i o o Thisisthedase an Whict the involved compute instances
are running on the same physical servet.mss it is possible to notice from the
picture, there is a substantial difference between Docker and the others. From
what we have seen so far, this result appears quite strange. However, this is not
surprising because the compute instances obtainedLfKidnand KVM suffer

very much the network overhead introduced by the OpenStack services. On the
contrary, Docker hasdeen usedwith a Rancher platform by which the
complementary overhead is not so high, considehagthe platfornitselfis built

from Dodker containers.So, by this way, we can state that for local
communications Docker is more performant because the underlying network
subsystem exploits the fact that is about Hpi€rcesscommunication
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Outbound Throughput: UDP Benchmark

2,5

2 ~KVM
~LXD
e Docker

1,5

0,5

Data Transferred (GB)

250 500 650 850 950 1000

Bandwidth Target
Figure 86 - IntraNode:Outbound ThroughputUDP Benchmark

Figure86 shows us the dual behavior for the throughput benchmark in the context
of two computemachines running on the same physical hdske previous
analysisshownus the number of bits per second that the link can send or receive,
including all flows. Of course, this does not refer to data usage.

In fact, the keyindicator for that is the throughput. Moreover, these are quite
related and so,saexpected, even inithcase Dockeis able toachieve better
results as opposed to LXD and KVM because they are affected by the network
overhead introduced by OpenStack serviEesthermoreas shown irFigure87,

we analyzed the behavior of bandwidth and throughpuh®inboundnetwork

by using UDP messageBhis is after all the same result that we obtained from
the outbound network benchmark.
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Figure 87 - IntraNode:InboundBandwidth- UDP Benchmark
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Inbound Throughput: UDP Benchmark
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Figure 88 - IntraNode: Inbound ThroughputUDP Benchmark
Figure88 shows us the analysis thfe Inboundnetwork.

Maximum Data Transferred: TCP Benchmark
140

120
100
HKVM
80 H XD
B KVM_Reverse
60 % LXD_Reverse
B Docker
B Docker_Reverse
40
20
0

Maximum Data Transferred: UDP Benchmark

Data Transferred (GB)

3,5

25
W KVM
® XD
1,5 B KVM_Reverse
LXD_Reverse
W Docker
B Docker_Reverse
0,
0

Figure 89 - IntraCloud: Throughput Analysis between TCP and UDP
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Figure89 illustrates us a comparison between TCP and UDP Throughput in the
cont ext oD Adiekpedted, Dakeois btiperformant but the most
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surprising result is the data transferred with TCP. In fact, as anticipated before,
Iperf tries to consume all the availabl@ndwidth and therefore the result is quite
different as opposed to that obtained with UDP.

Latency

Latency is a time delay betweéhe momenthe requesis initiated and thdime

in which the responss received The word derives from the fact that during the
period of latency the effects of an action are latent, meaning potential or not yet
observed.Thisis quite important because it is quite visible to people who need
to wait the time necessary to complete a service request. However, letency
impartedby each element involved in the transmission of data. Therefare,
made use of the ping system wjiliby sendingten packets and reporting the
average roundrip-time (RTT) needed to complete the service request.

InterCloud Scenario
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Figure 907 InterCloud: Latency Benchmark

Figure90shows us the latency betwedie different types of server virtualization

As mentioned in the planyen this benchmaris basedon a client/servermodel.
Moreover, the obtained resuli expected, considering that latersgnsitive
workloads imply less latency under LXdhd Docker, as opposedK&M . This
makes of containebased instancemn important newechnologyin the move to
network function virtualization in telecommunicatiomsd media, and the
convergence of cloud and higlerformance computing. Furthermoregontrast

with the previous experiment to test bandwidth and throughput, this benchmark
uses the cloud instance aserverand an external machine the client
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IntraCloud Scenario
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Figure 91 - IntraCloud: Latency Benchmark
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Figure 91 shows us the latency between KVM, LXD, and Doclées.a result
even in thisscenarip the containebased compute instances provides us the
possibility to exploit a less amount tdine with a complete route to achieve the
destinatiorfrom the client pair

IntraNode Scenario
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Figure 92 - IntraCloud: Latency

Figure 92 presents the analysis of latency with the last scenario, between two
compute nodes running on the same physical serverAwskpected, Docker is
better than others even if there is no mddference between this result and the
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previous one. On the contrary, as it is possible to notice from the picture, for KVM
and LXD there is a substantial improvement.

Input/output

This test is quite important, considering that the OpenStack Hebéd makes

use of a distributed file system whereas the other one exploits just a local file
system (ZFS). Therefore, we made a performance analysis also for the file system
inside each comye instance to analyze how sensitive workloads can impact the
input/output subsystenMoreover, we considered also Docker that, as specified
in the correspondent section, it makes use of a union file sy$teao that, we

used Bonnie++ that operates lypyging and reading from and to big chunks of
data. As already mentioned in the planning section, it is important thatsdhe

files and data are larger than the amount of system memory. Therefore, we
designed an OpenStack flavor with 512 MBRAM and thebenchmark tool
makes use of filethat have a size @GB. Even in this case, regarding Docker,

we exploited the possibility to limithe amount ofesources of a single Docker
container.

Input/Output Benchmark: Read
180

160

L 140

(an]
g 120

Q mKVM
E 100 = LXD

© 30 Docker
-+

©

)

60
40

20

Figure 93 - Input/Output Benchmark Read
Figure93 shows ughe performance achieved witbadng benchmarks.

Dockeris able toachieve the best performances, considering that the average data
rate is much higher than otheighe OpenStack KVMbased instance is a bit
better than LXD, surely influenced by the fact that the first one exploits CEPH
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while thesecondne makes use ofFS. In factZFS is a local file system that, on

the contrary of the most other file systems, includes a mechanism for snapshots
and replication, including snapshot cloning. Furthermore, thpeserd an
overhead by reading data that probably is theectmmake LXD less performant

than KVM

Input/Output Benchmark: Write
180

160

Z 140

(an]

g 120

T B KVM
E 100 LXD

© 30 Docker
)

©

()]

60

40
20
: |
Figure 94 - Input/outputBenchmark Write

Figure94 represents the performance results by writing dgaeen in the other
case Docker is better than LXD and KVM. However, as oppostutetprevious
case, LXD is much better than KVMhis is expected, considering that KVM
introduces the overhead to distribute the information across the whole cluster,
while ZFS is completely local and so there is no synchronization overhead.

Density

An important virtualizatiorfeatureis the secalled: server consolidatiofhis
consists of an approach to the efficieseof physical server resourcesorder

to reduce the total number of servers or server locations that an organization
requires.Thiswas facedvith the fact that ther were situations in which multiple
servers were undertilized and so they took up more space and consumed more
resourcesnstead of using them for their workloads. Containerization is a new
technology that can provide better sers@nsolidationand sahe purpose of this
benchmark is how these resouregs influenceddy increasing the amount of
compute instances that a physical server host can spBevrdo that the

benchmarkwas structuredvi t h t he wusage of thie fAstr

192



Experimental Results

simultaneously executetrosseachcomputdanstance. Furthermore, the behavior
of the underlying physical resources Haen monitoredvith the support of
Ganglia.

Density Benchmark: CPU Load
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Figure 95 - Density Benchmark with CPU Load

Figure 95 shows us the behavior of CPU load by increasing the number of
compute instances thate scheduledn a single barenetal OpenStack Compute
Node. As expected, LX{based OpenStack instan@disw usto reduce the CPU
load drastically Moreover,there is a point wherBockeris at most better than
KVM. After that, Dockerbased compute instances involved a higher value of
CPU-Load.

Density Benchmark: Memory Usage
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Figure 96 - Density Benchmark with Memory Usage

Figure96illustrates the behavior of the system memory by increasing the number
of compute instances. As it p@ssible to see, KVM immsa greater amount of
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memory usedgonsidering the fact tha single virtual machine consists of the
inclusion of an entire guest operating system. Furthermore, as seen for the CPU
Load, the fact that each physical resous@mulatedn the virtual machine model
justifies this resultThis demonstrates how LXD crushes KVM in density and so
this constitutes a dramatic improvement on traditional virtualizafidms is
particularly valuable for large hosting environments that lsanhostedon a
fraction of the hardware using LXD instead of KVM.addition we can notice

the key differentiator of Dockdrased instances: memory usage. In fact, as it is
possible to nate from the picture, Docker does not involve a huge amount of
memory by increasing the number of compute instances pefrhdass expected,

not just for the overhead introduced by OpenStack components, but particularly
dependent on the underlying anteltiture of Docker runtime.

System

Lastly, we considered also the impactohtainerizatioron system aspects such

asthe time necessary to complete system processes or the size that a single image
requiresbeinghosted by a physical server hoBhereforewe structured this test

to measuresuch times: boot,snapshqt and provisioning. Furthermore, we
evaluated the disk impact of a single operating system image between different
Linux distributions.

Provisioning Test
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Figure 97 - Provisioning benchmark

Figure97 illustrates the resultfahe comparison between the K\VNdocker,and
LXD provisioning. As expected, LXD completes the whole process arb0sd
whereas KVM requires a bgreater than 140&urthermore, the shortest tine
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achievedby Docker that is also more performant than LXD. To do this
experiment, we made use afprivate Docker registryrunning on a different
server host of the same clustiiat was exploited by tHecal Docker daemon to
instantiate a single containérhis gave us the possibility to emulate the same
OpenStack deployment which has been used to evaluate LXD and KVM.
Moreover, one of the kegifferentiatos of containetbased instances is the
provisioning tme. Thisis influencedoy the fact that a singhdrtual machine, to

be provisioned, requirdsadingthe wholeoperating system, whereasontainer

is basicallyan isolated processshich includessome system functionalities due
to features of the undgrhg kernel hostFurthermore, as seen for density, this is
one of the key differentiators thamake of LXD a more appropriate cloud
hypervisor solution.

Boot Test
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Figure 98 - Boot Benchmark

Figure98 shows us thexecution time needed to complete a single boot process.
This is even expectelecause there is no need to invabeleduling and more,
but it consists of communicatingp the hypervisor to start up the compute
instance.
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Snapshot Benchmark
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Figure 99 - Snapshot Benchmark
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Figure99 shows us théme needed to complete a single snapshas is useful

when we need to preserve the state of the entire compute instander toreturn

to the same state repeatedBnapsot technologyis commonly definedas a

virtual copy of a set of files, directories woslumes,ata particular point in time.

These are often used in storage systems to enhance data protection and efficiency.
Thisis fundamental to solve several data bagigblemsandso, it is important

in cloud deploymentsMoreover, everin this case containerbased instances

offer us the possibility to complete the service request with the shortest time.

Lastly, weperformed an analysis of the impact that is involved with the operating
system image In fact,they ardundamental to create server instances and so, this
test is useful if we want to analyze tbeerhead introducedly the different
virtualizationtechnologies.
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Figure 100- Comparison of size betwek¥irtualizationlmages

Figure100shows us the impact on disk of the operating system images that are
needed to hosh order tocreate eachomputeinstance. As expected, even in this
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casewe can demonstrate how a single container introduces less overhead than a
traditional virtual macime.

6.7.2 Container Orchestration

Until now, we analyzed the behavior of containerization at the infrastructure level
with the purpose to evaluate its performances as opposed to those obtained by
using the traditional virtual model. However, this is not endogiroperly adopt

the technology in distributed environments and particularly to cloud
infrastructures. In fact, as seen in the second chapter, the container management
layer is responsiblg@ist to manage the lifecycle of one container on one.host
When there is the need to manage multiple containers, deployed on distributed
hosts, this model falls short. Therefore, we must turn to orchestration tools. These
extend lifecycle management capabilities to complex, rooltitainer workloads

that canbe deloyedon a cluster of machines. Furthermore, by abstracting the
host infrastructure, orchestration toalfow users to treat the entire cluster as a
single deployment target.

Containers make software development easier, enabling us to write code faster
and run it better. However, running containers, and the related orchestration tools,
in production can be hard. In fact, there are a wide variety of technologies to
integrate, and new tools are emerging every day. Rancher makes it easy to manage
all asped of running containers in production. We do not need to develop the
technical skills required to integrate a com@ekof open source projects fact,

it includes everything we need to manage softveargainers in production, with

no need to build apecific container management platform from scratch by using
multiple open source technologi@isis quite important not jugor thetime to
provision the entire cluster, but also from the flexibility point of view.

As seen in the correspondent chapteach container orchestration solution
presents something that is different from the others. Therefore, users bhould
ableto managalifferentpossibilitiesaccording to their needRancher gives us

the capabilityto exploit the same infrastructure level by quicklgploying an
orchestration toolFor this reason, we decided to evaluate the performances of
container orchestrations by provisioning a Rancher clustewever, at the
moment Rancher does not supporemgvorchestration. In facgome projects
belongto a specific cloud provider and others that, even if they are open source,
are not quite mature to be adopted in production environmEmsefore, in this
experiment we teseéd Kubernetes, Docker Swarm,pAche Mesos, and Cattle.
Furthermore, just Dockes supportedt the level of containenanagementnd
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so, we performed this test by evaluating different orchestration tools with the same
container runtime.

Considering that we use a single Rancher dlugiedeploy each container
orchestration, an important key indicatoths timeneeded to build the stalled
Aenvironment o with a specific containe
is affected by the fact that an orchestration model is even used to deploy a single
architecture.This is the sameprinciple of what we have &m for Juju with
OpenStack. Therefore, the purpose of the next picture is to analyze what are the
differencesjn terms oftime measurements, to provision a single cluster with the
adoption of a supported container orchestrator.

Cluster Provisioning Time in Rancher
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Figure 101- Cluster Provisioning Time in Rancher

Figure1l0lpresents the cluster provisioning time to deploy a single orchestration
tool by using the Rancher platform. As it is possible to notice, Cattle requires the
shortest time to deploy a singleister.This is not surprising. In fact, that is the
native orchestration tool of Ranchglatform and so, the entire architecture is
optimized to deploy the container orchestrator that is provided by default. Another
important aspect is that Kubernetaroduces the highest provisioning time. Of
course, this is affected by the fact that the architecture is more complex than
others. As seen in the correspondent chapter, Kubernetes is the solution that
provides the most capabilities to manage and deployices in production.
However, itis basedon a differentdesign model that introduces a not negligible
overheadand so, this justifies the result that Rancher takes more time to provision
a Kubernetes cluster.
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Nevertheless, an orchestration tool is intant to manage enterprise applications
in production and so, the purpose of this analysis is to evaluate the behavior of
each orchestration tool to provision different contaimesed applications.

The first analysis concerns the deployment of a simgle application. This is
composed of two microservices: one to host a database to store persistent data
whereas the other one to provide the frentl of the web application. As
explained in the plared test, the goal of this test is to analyze how the
provisioning time is influenced by increasing the number of replicas of the front
end container.

To do that, we split this investigationtintwo scenarios: one that makes use of
Docker images pranstalledon each Docker host and the other one that does not
have the Docker image. In this last case, they need to download the Docker image
and so we designed to download the Docker image from a private Docker registry
that is built on a different physical server on the same cluster.

Figure 102- Provisioning Time with local images

Figure102shows us the provisioning time of the web application that exploits the
fact that each Docker imagepsesenbn eaclserver node.
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