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Abstract

The thesis examines the inclusion of penetration testing in the regulatory frame-
work of ISO/IEC 27001 and its impact on the cyber resilience of organizations dur-
ing digital transformation. This scholarly investigation evaluates the effectiveness
of penetration testing as a cybersecurity strategy by analyzing its compatibility
with the ISO/IEC 27001 standard in a digital transformation context. The main
objective is to clarify how this integration influences cybersecurity governance,
risk management, and governance structures within organizations. The discussion
also encompasses a comprehensive exploration of the ISO/IEC 27001 standard,
its implementation, and the associated advantages and challenges in the digital
era, emphasizing the importance of a proactive approach to information security.
Through thorough analysis, the thesis emphasizes how the combination of penetra-
tion testing and ISO/IEC 27001 enhances organizational capabilities to effectively
address cyber risks during digital shifts, fostering a culture of information security
and strengthening overall resilience.





Dedication

”Dicono che prima di entrare in mare
Il fiume tremi di paura.

A guardare indietro
tutto il cammino che ha percorso,

i vertici, le montagne,
il lungo e tortuoso cammino

che ha aperto attraverso giungle e villaggi.
E vede di fronte a sé un oceano cos̀ı grande

che a entrare in lui può solo
sparire per sempre.

Ma non c’è altro modo.
Il fiume non può tornare indietro.

Nessuno può tornare indietro.
Il fiume deve accettare la sua natura

ed entrare nell’oceano.
Solo entrando nell’oceano

la paura diminuirà,
perché solo allora il fiume saprà

che non si tratta di scomparire nell’oceano
ma di diventare oceano.”

.
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Introduction

The digital transformation era indicates a turning point in the global landscape, de-
noting a period of profound and swift changes impacting the entire socio-economic
context. This transformation, fueled by the emergence and widespread adoption
of digital technologies, deeply influences business models and organizational pro-
cesses. Digital transformation transcends the mere adoption of technological tools;
it signifies a radical rethinking of how organizations create value, interact with their
stakeholders, and competitively position themselves in the market.

In this scenario, businesses find themselves navigating an environment marked
by unprecedented competitive intensity, compelled to reconsider their operational
strategies and rethink their market approach. Digitalization presents new oppor-
tunities for product and process innovation, enabling companies to tap into new
markets, optimize operational efficiency, and tailor their offerings to meet the de-
mands of increasingly informed and connected customers.

Simultaneously, digital transformation poses significant challenges. The rapid
evolution of digital technologies and consumer expectations demands from orga-
nizations an adaptability and continuous learning capability. Moreover, the shift
towards digitalized business models necessitates a reevaluation of organizational
structures, with a need to develop new competencies and foster a corporate culture
oriented towards innovation and flexibility.

The ubiquity of digital transformation thus highlights a dual aspect: on one
hand, it represents a powerful lever for growth and development for enterprises that
can seize the opportunities provided by new technologies; on the other, it intro-
duces elements of discontinuity and complexity that require a careful and proactive
strategic approach. In this scenario, the ability to anticipate market trends, inte-
grate advanced technological solutions, and reinvent business processes becomes
a critical success factor, outlining the contours of a new competitive paradigm
where digital agility emerges as a key element for the long-term sustainability of
organizations.

Within this paradigm, cybersecurity gains unprecedented importance, becom-
ing a fundamental pillar for the resilience and sustainability of organizations in
the digital transformation era. The growing dependence on digital technologies
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2 Introduction

exposes companies to new risks and vulnerabilities, making the adoption of effec-
tive cybersecurity strategies essential to protect infrastructure, data, and business
processes.

The integration of advanced computer systems and global interconnectivity
amplifies potential security threats, from targeted cyber-attacks to data breaches,
highlighting the need for a cybersecurity approach that is as dynamic as the tech-
nologies it aims to protect. In this context, organizations face complex challenges,
ranging from identifying and managing vulnerabilities to preventing cyber threats,
requiring specific skills and a constant commitment to training and updating hu-
man resources.

Cybersecurity, therefore, cannot be viewed merely as a technical aspect or a
regulatory obligation to be fulfilled; it must be integrated into the overall corpo-
rate strategy, with a holistic approach that considers both technological, organi-
zational, and human aspects. This implies the need to develop a security culture
at all organizational levels, promoting awareness of risks and adopting responsi-
ble behaviors by all involved actors. Managing cybersecurity requires a balance
between adopting innovative technologies and safeguarding the integrity, availabil-
ity, and confidentiality of information. The challenge for organizations is to ensure
that digitalization does not translate into greater exposure to cyber risks but is
accompanied by the strengthening of cyber defenses through the definition of se-
curity policies, the creation of resilient infrastructures, and the implementation of
cutting-edge cybersecurity practices.

Within this dynamic and challenging landscape, the ISO/IEC 27001 stands as
a pivotal guide for organizations seeking to traverse the complex currents of digital
transformation securely. Organizations are called upon to manage an increasing
volume of data, often sensitive, while adopting emerging technologies that can
introduce new vulnerabilities. This international standard for information secu-
rity management serves as an indispensable reference point for the implementa-
tion, monitoring, and continuous improvement of cybersecurity practices, offering
a structured and systematic framework for protecting corporate data. Its signif-
icance lies in its ability to provide a holistic approach to information security,
encompassing all aspects from risk assessment to human resource management,
from physical security to cybersecurity. By adopting this standard, organizations
can ensure not only data protection but also the resilience of their information
systems against increasingly sophisticated and varied threats. It also promotes a
security culture that permeates the entire organization, raising awareness at every
corporate level of the importance of adopting safe and responsible behaviors.

The following dissertation aims to explore a fundamental question:
”How does the integration of penetration testing within the ISO/IEC 27001 reg-
ulatory framework impact the cyber resilience of organizations undergoing digital
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transformation, and what implications does it have for their cybersecurity gover-
nance?”
This research question intertwines the emphasis on digital transformation with the
broader impact on cybersecurity governance, aiming to understand how penetra-
tion testing, aligned with ISO/IEC 27001, can enhance an organization’s ability
to effectively manage cyber risks in periods of digital change.
The specific objectives of this study are varied and interconnected:

• Investigate the role and effectiveness of vulnerability assessment and penetra-
tion testing as part of the cybersecurity strategy in organizations undergoing
digital transformation.

• Analyze the synergy between these practices and the ISO/IEC 27001 stan-
dard.

• Explore the broader implications of this integration on cybersecurity gover-
nance within organizations.

Following the enunciation of the research question and objectives, this intro-
duction will proceed by introducing the content of the upcoming chapters. Each
chapter is dedicated to exploring a distinct facet of the research, aiming to syn-
thesize the findings and discern whether the new challenges in cybersecurity and
governance frameworks, can be effectively integrated and tailored to meet the de-
mands of digital transformation.

Thesis Structure Chapter 1 provides an exploration of the ISO/IEC 27001
standards, articulating its historical backdrop, core components, implementation,
and certification processes, and ultimately, the associated benefits and challenges.
This segment embarks on a broad analysis, offering an in-depth understanding
of the standard from its inception—prompted by the necessity for a standardized
approach to information security—through to its latest developments, which re-
spond to technological advancements and user feedback. The discussion extends
to the structure and significance of the fundamental elements of the Information
Security Management System, underscoring their contribution to safeguarding the
confidentiality, integrity, and availability of information. The chapter also ex-
amines the step-by-step process of implementation and certification, illustrating
the pivotal role of corporate leadership in integrating the standard’s principles
into organizational practices. Additionally, this part addresses the advantages of
adopting the ISO/IEC 27001 standard, such as enhanced security risk manage-
ment and global compliance, alongside the challenges, including integration with
existing IT infrastructures and the continuous evolution of security threats.
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Chapter 2 is devoted to the exploration of the concept of vulnerability assess-
ment and vulnerability scanning, laying the groundwork for an in-depth under-
standing of vulnerability management provided by the standard. By conducting
a methodical analysis, this chapter aims to unveil the mechanisms through which
vulnerabilities in computer systems are identified, evaluated, and mitigated, high-
lighting the crucial importance of proactive strategies to prevent cyberattacks
that could expose sensitive data and critical infrastructures. This examination
aims to provide an overview of the dynamic and multifaceted process through
which vulnerabilities emerge, are detected, and eventually resolved, emphasizing
the significance of continuous monitoring and proactive management within the
cybersecurity community.

Chapter 3 investigates the intricate concept of penetration testing, a process
designed to uncover and exploit vulnerabilities within computer systems. This
section offers an overview of penetration testing, including its definition, objectives,
and the vital role it plays in the field. It discusses various testing methodologies,
elucidating the differences in strategies and approaches to security. The chapter
further explores the array of tools and techniques employed in conducting these
tests, along with a discussion of the methodological phases that underpin the
penetration testing activity. The chapter not only underscores the critical nature
of penetration testing in identifying system vulnerabilities but also highlights its
indispensable role in formulating a robust defense mechanism against the ever-
changing landscape of cyber threats, thereby fostering a more secure and resilient
digital environment.

Chapter 4 explores the practical experience gained through an internship at
Brain Technologies in Torino, with a particular emphasis on the development of
a virtual environment designed for vulnerability scanning and penetration test-
ing. By leveraging well-known tools and specific platforms such as Kali Linux and
BWAPP (Buggy Web Application), this chapter aims to provide an exhaustive
overview of the methodologies, technical decisions, and practices adopted during
the internship. The objective of this chapter is twofold. Firstly, it seeks to elu-
cidate the setup of the testing environment, outlining the technical and strategic
rationale behind selecting the tools for subsequent activities. Secondly, it aims to
explore the operational phases of vulnerability scanning and penetration testing,
demonstrating how these practices were integrated to assess and enhance the cyber
resilience of an Information Security Management System.



Chapter 1

ISO/IEC 27001

1.1 History and development

The introduction of ISO/IEC 27001 was initially motivated by the need for a stan-
dardized approach to monitoring information security. The British Standard 7799
(BS 7799), published by the British Standards Institution in 1995, established the
groundwork for the future global standard. BS 7799 was one of the pioneering
frameworks to provide extensive guidance on information security management,
risk assessment, and risk management, establishing the groundwork for what would
later develop into ISO/IEC 27001. This evolution into the well-known Informa-
tion Security Management Standard was profoundly shaped by the insights and
methodologies outlined in BS 7799. As a trailblazer in its domain, BS 7799 was
crucial for setting a precedent for systematic approaches to managing information
security, assessing risks, and implementing risk management strategies. Its exten-
sive standards and recommendations were pivotal in defining the core ideas and
practices that would be refined and globally adopted in ISO/IEC 27001, marking
a significant milestone in the progression of information security regulation and
practices. Another significant precursor was the Code of Practice for Information
Security Management, which later evolved into BS 7799-1. This code of conduct
gained widespread recognition and was adopted by organizations, thereby estab-
lishing the foundation for systematic procedures in information security manage-
ment. BS 7799-2, which focused on the standards for establishing, implementing,
and documenting an Information Security Management System (ISMS), directly
influenced the structure and content of the initial version of the standard. The prin-
ciples and recommendations outlined in BS 7799-2 were integrated into ISO/IEC
27001, thereby bolstering its status as an internationally recognized standard.

The International Organization for Standardization (ISO) and the Interna-
tional Electrotechnical Commission (IEC) have developed global standards for
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6 CHAPTER 1. ISO/IEC 27001

effective information security procedures. In collaboration, they worked to trans-
form the principles of BS 7799 into a universally applicable framework, leading to
the publication of ISO/IEC 17799 in 2000, which was later renumbered as ISO/IEC
27002. Officially introduced in October 2005, the first edition of ISO/IEC 27001
represented a significant advancement in information security. This edition is
comprehensive in scope, tailored for diverse enterprises, and provides a structured
framework for designing, overseeing, and enhancing an ISMS.

The history also reflects influences from various industry practices, evolving
cybersecurity threats, and the growing need for a standardized approach to infor-
mation security across different sectors. These factors have consistently influenced
the development of the standard, ensuring its continued relevance and effectiveness
in addressing modern challenges in information security.

The norm’s development was a response to the global demand for a robust
framework capable of effectively addressing diverse information security threats.
It represented a significant advancement in standardizing information security pro-
cedures across international borders. The first edition established the framework
for an ISMS, primarily focusing on safeguarding the confidentiality, integrity, and
availability of information.

In 2013, the standard underwent significant modifications in response to techno-
logical advancements and user feedback. This modification emphasizes the objec-
tives, performance monitoring, and ongoing improvement of the Security System.
Additionally, it has incorporated the Annex SL format, thereby improving com-
patibility with existing ISO management standards. The reorganization of Annex
A in the 2013 version led to a more streamlined and flexible set of controls, en-
abling greater adaptability in implementation. The upcoming update of ISO/IEC
27001, anticipated in 2022, is aligned with the ISO/IEC 27002:2022 standard. This
updated version aims to address current concerns in cybersecurity, reflecting the
latest trends and threats in information security. It serves as evidence of the stan-
dard’s dedication to a proactive and adaptable approach to cybersecurity within
a rapidly expanding digital ecosystem. Each edition of ISO/IEC 27001 empha-
sizes its continued relevance and effectiveness in a rapidly evolving technological
landscape within emerging security threats, solidifying its reputation as a compre-
hensive framework for protecting information assets on a global scale.
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Figure 1.1: History of ISO/IEC 27001 (Source: own work)

The original scope of ISO/IEC 27001 was broad, making it applicable to busi-
nesses of all sizes, types, and industries. This universality constituted a pivotal
element of the standard, enabling its use across different industries and sectors
worldwide. The focus was placed on recognizing, evaluating, and controlling vul-
nerabilities to information security that are specific to the institution’s circum-
stances. Furthermore, it included a set of controls specified in Annex A, offering a
broad collection of best practices for information security. These controls encom-
passed various aspects of information security, including organizational, technical,
and physical security measures. The objective of ISO/IEC 27001 was not lim-
ited to providing a list of requirements for an Information Security Management
System; it also aimed to offer a systematic approach to information security that
could be customized to address the unique risks and challenges encountered by
individual enterprises. Its versatility and adaptability have established it as a fun-
damental tool for enterprises looking to enhance their information security posture
progressively and consistently [13].
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1.2 Key components

Acquiring a thorough understanding of the standard is essential for establishing
and implementing strong measures to protect information security. This examina-
tion will specifically evaluate the ten fundamental elements that form the basis of
this regulation. The analysis will not delve into intricate operational specifics but
rather will present a comprehensive overview of the foundational elements delin-
eated by ISO/IEC 27001. This involves evaluating the structural framework, risk
management processes, and the roles of leadership and continuous improvement.
This section aims to provide a comprehensive understanding of the basic concepts
of the standard and their importance in the broader context of information security
management.

1.2.1 From risk analysis to risk treatment

The Information Security Management System outlined in ISO/IEC 27001 repre-
sents a systematic and structured approach to the management and protection of
an organization’s information assets. The main objective of an ISMS is to ensure
the confidentiality, integrity, and availability of information through the develop-
ment of a full and consistent risk management system. This includes all guidelines,
procedures, technological, and physical measures related to an organization’s in-
formation risk management operations. A crucial aspect is its adaptability and
suitability to a wide range of organizational circumstances. This adaptability en-
ables organizations of various sizes, types, and sectors to develop an ISMS that is
customized to their specific information security needs and risk profiles.

The process of developing and maintaining an ISMS according to ISO/IEC
27001 includes many major stages:

• initial assessment and definition: organizations start by defining the
scope of the ISMS, which involves specifying the boundaries and applicabil-
ity of the information security management system within the organization.
This is crucial for determining the amount of implementation.

• risk assessment and treatment: undertaking a comprehensive risk as-
sessment is a fundamental part of implementing an ISMS. This involves
identifying potential security risks, vulnerabilities, and their impact on the
organization’s information assets. Based on this assessment, the organization
then decides on appropriate risk treatment steps, which may include imple-
menting specific controls outlined in Annex A of the standard or adopting
other risk reduction strategies.
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• internal audits: the organization implements the chosen controls to miti-
gate the identified risks. These controls are selected based on their effective-
ness in minimizing specific risks and their alignment with the organization’s
broader objectives and operational context.

• monitoring and review: an ISMS is not static; it requires regular mon-
itoring and revision. This ensures that the system remains successful in
the presence of changing internal and external variables, such as heightened
threats, technological advancements, and organizational changes.

• continual improvement: a key principle is the focus on continuous im-
provement, which, although traditionally associated with the Plan-Do-Check-
Act (PDCA) model, has adapted to allow for a more adaptable approach.
Organizations are encouraged to implement a suitable and effective contin-
uous improvement strategy, which may include but is not limited to, the
PDCA cycle. This involves regularly assessing and monitoring their sys-
tems to identify areas for improvement, ensuring their ongoing suitability,
adequacy, and effectiveness in line with evolving business and security objec-
tives. By doing so, companies can continuously modify and adapt to changes
in technology, risks, and business objectives over time.

Following the creation of an ISMS, a crucial element is the risk management
process. This method is not a one-time effort but a constant and vital part of
maintaining an efficient secure system. It is designed to be dynamic, adapting to
the evolving landscape of information security threats and organizational changes.

The standard stipulates that the risk management process begins with risk
identification. This requires a diligent effort to identify potential risks to the or-
ganization’s information assets. These risks may include a wide range of threats,
from cyberattacks and data breaches to physical disasters and human errors. It is
also crucial for organizations to identify vulnerabilities within their systems that
could be exploited by these threats. The identification phase plays a crucial role
in developing an understanding of the potential threats that could compromise
the confidentiality, integrity, and availability of information. Once risks have been
identified, the next stage is risk analysis. This stage assesses the probability of
specific hazards occurring and their potential impact on the organization. Risk
analysis helps prioritize risks according to their severity and probability, providing
a clear view of which issues need immediate attention and resources. This prioriti-
zation is essential to ensure that the most critical threats are addressed promptly,
thereby minimizing the likelihood of significant information security disasters. Af-
ter the analysis, risk management includes risk evaluation. This stage assesses the
risks within the framework of the organization’s overall risk tolerance and security
objectives. At this point, decisions are made about which risks to accept, avoid,
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transfer, or mitigate. This evaluation is a strategic exercise that aligns the risk
management approach with the organization’s overarching objectives and risk tol-
erance. The final phase of the risk management process involves risk treatment.
This involves selecting appropriate security measures or controls to effectively man-
age the identified threats. The organization may choose to use specific controls
outlined in Annex A or alternative methods for mitigating risks. The selection of
controls is based on their effectiveness in reducing recognized hazards to a level
that is deemed acceptable. During this step, the organization also develops a
risk treatment plan that outlines how the selected controls will be implemented,
specifies who will be responsible, and sets the timeframe for execution.

Throughout the process of risk management, it is essential to participate in
regular monitoring and evaluation. The constantly changing hazard landscape
and the dynamic nature of organizational environments require ongoing surveil-
lance. This practice ensures the effective identification and mitigation of new and
emerging threats. Moreover, it provides an opportunity to analyze the effective-
ness of current controls and make any necessary adjustments. Constructing and
maintaining an Information Security Management System in accordance with the
norm is a strategic decision that helps organizations systematically manage their
information security risks.

Expanding on the foundational Information Security Management System and
its inherent risk management procedure as mandated by the regulation, the sub-
sequent crucial component involves understanding and implementing the control
objectives stipulated within the standard. These objectives form the structural
foundation of the ISMS, enabling a systematic approach to mitigate identified
threats to the security of the organization’s information. Control objectives in
ISO/IEC 27001 essentially represent the goals or outcomes that enterprises aim to
achieve in order to ensure the effective management of specific information secu-
rity risks. Each control target covers a specific area of information security and is
designed to address particular vulnerabilities identified during the risk assessment
process. The purpose of these objectives is to encourage organizations to develop
strong policies that protect their information assets from potential risks and vul-
nerabilities. The control objectives cover a wide range of areas within information
security, including organizational policies, physical security, human resource se-
curity, access control, cryptography, and operational security. These objectives
are not meant to be prescriptive, but rather to provide a framework for organiza-
tions to develop controls that are customized to their specific risk landscape and
operational needs. The implementation of control objectives requires businesses
to fully understand their relevance to specific security concerns and operational
circumstances. This analysis leads to the selection of applicable controls, working
as practical solutions to accomplish these objectives efficiently.
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The role of the system’s architecture is greatly influenced by the presence of
Annex A in the document. Annex A consists of a overall compilation of control
sets, which are further classified into 14 categories and encompass a total of 114
controls. Each control is identified by a unique alphanumeric code consisting of
four characters. These controls address a wide range of security concerns and are
extremely important for organizations to customize their security measures to align
with their specific risks and objectives. Annex A serves as a valuable reference
guide, helping companies ensure global coverage of critical security procedures.
This guidance entails carefully aligning the organization’s selected security mea-
sures with those recommended in Annex A, as A. Calder highlighted in his book
[4]. This alignment is crucial for creating the Statement of Applicability (SoA),
a fundamental document that outlines the relevance and implementation status
of each control selected from Annex A. The Statement of Applicability (SoA) not
only documents the controls that have been implemented but also provides justi-
fications for including or excluding specific measures from Annex A. This ensures
that the organization adopts an individualized and efficient approach to informa-
tion security management. In addition to serving as a checklist, Annex A, in
conjunction with ISO 27002, provides best practice guidelines for implementing
and operating these controls.

However, it is important to note that companies may need to exceed the stan-
dards set by ISO 27002 in certain areas, depending on their unique operational
environment and evolving security requirements. This dynamic strategy ensures
that enterprises maintain a robust and adaptable security posture, aligning with
the constantly evolving landscape of information security threats. The selection
and execution of controls based on an organization’s risk assessment and specific
demands are critical. Organizations need to evaluate factors such as their size,
the nature of their operations, the regulatory environment in which they operate,
and their risk tolerance. Subsequently, these controls are integrated into the or-
ganization’s operational procedures to ensure their successful implementation and
monitoring as part of the overall requirements of the standard.

1.3 Implementation and certification process

The implementation of ISO/IEC 27001 is not solely a procedural action carried out
by a corporation, but rather a strategic decision that necessitates a profound com-
mitment from the top management. This commitment is of utmost importance as
it not only establishes the direction but also allocates the necessary resources for
the successful execution of the endeavor. The process commences with the assim-
ilation of the principles delineated in the standard into the organizational frame-
work, thereby demonstrating a comprehensive understanding of the significance of
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safeguarding information. The guidance demonstrated by top management’s lead-
ership is pivotal in steering the organization towards a mindset that prioritizes
security, ensuring that the implementation aligns harmoniously with the overarch-
ing objectives and risk management policies of the organization. This alignment is
critical to guarantee that the Information Security Management System effectively
safeguards the informational assets of the organization and encourages its strate-
gic aims. The integration of information security into the fundamental business
processes is preferable to treating it as a distinct entity.

Figure 1.2: ISO/IEC 27001 Certification Process (Source: kolide.com)

The first step involves conducting a thorough gap analysis. This crucial step
involves conducting a detailed assessment of the organization’s current information
security procedures and practices and comparing them to the rigorous requirements
set by the regulation. The gap analysis serves a dual purpose: firstly, it reveals
the areas where the organization’s current practices do not meet the standards,
highlighting specific vulnerabilities and flaws in the current security framework;
secondly, it provides a clear roadmap for the required improvements, making it eas-
ier to allocate resources efficiently. This analysis is an ongoing process rather than
a one-time effort, ensuring that the organization consistently adapts and improves
its security procedures to align with the constantly evolving nature of information
security threats. By clearly identifying weaknesses, organizations can develop tar-
geted initiatives for improvement, thereby establishing a strong foundation for the
development of a resilient Information Security Management System.

Following the gap analysis, the organization proceeds to a crucial phase in the
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implementation process, the risk assessment and risk treatment strategy. This
stage involves a methodical and systematic analysis of the organization’s informa-
tion security landscape to identify potential threats and vulnerabilities. The risk
assessment process aims to identify the likelihood and impact of various security
hazards, providing a framework for prioritizing them based on their potential im-
pact on the business. This assessment is crucial for making informed decisions
about how to address each risk, whether through mitigation, transfer, avoidance,
or acceptance. Once the risks are recognized and prioritized, the next stage is
risk treatment. This entails choosing suitable controls from Annex A to manage
and reduce the identified risks to a satisfactory level. The risk treatment strategy
is tailored to the organization’s unique risk profile and operational requirements.
It is a dynamic document that reflects changes in the threat environment or the
organization’s internal context, such as new procedures, systems, or changes in the
external environment. This strategy not only specifies the precise controls to be
implemented but also includes timelines, responsibilities, and resource allocation
for executing these controls. By thoroughly analyzing and addressing risks, the
company ensures that its ISMS is strong, resilient, and capable of protecting its
information assets from current and future threats.

After formulating a risk treatment plan, the organization proceeds with se-
lecting and implementing the necessary controls outlined in Annex A. The Annex
offers a comprehensive compilation of security control objectives and measures.
The organization selects relevant measures from this set to minimize the identi-
fied risks. The process of selecting controls is strategic and requires a delicate
balance between risk level, the potential impact of the controls, and the cost and
complexity of implementation. The implementation of these controls involves in-
tegrating them into the organization’s procedures and systems. This integration
is of extreme importance to ensure that the controls effectively mitigate risks to
an acceptable degree. Controls can encompass a range of technical solutions, such
as encryption and access controls, as well as management and operational pro-
cedures, including staff training and incident management policies. Additionally,
the organization must ensure that these controls are consistently applied across
all relevant areas as defined by the scope of the ISMS. The effectiveness of these
controls depends not only on their implementation but also on continuous moni-
toring and evaluation to ensure their ongoing efficacy and relevance. This constant
scrutiny is a crucial aspect of the organization’s unwavering commitment to main-
taining a secure Information Security Management System, addressing evolving
risks, and complying with emerging legal and regulatory obligations. Through
careful selection and application of necessary policies, the company increases its
defense against information security risks, making its ISMS a strategic resource
for protecting its important information assets.
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Documentation and record-keeping are essential components for effective com-
pliance with the standard. The compilation and maintenance of detailed documen-
tation is essential for demonstrating the compliance of the system with the estab-
lished standard. This involves the development and updating of rules, processes,
responsibilities, and duties that align with the objectives of the ISMS. Critical
documents include the policy, risk assessment, and treatment reports, as well as
records of training, internal audits, and management reviews. These documents
serve as a reference for managing the ISMS and provide evidence of compliance
during both internal and external audits. Proper documentation ensures the ac-
curate description, understanding, and consistent utilization of all aspects of the
ISMS throughout the organization. In addition to documentation, the organization
must also establish effective channels for staff training and awareness. Training
and awareness programs are essential to ensure that all employees, regardless of
their role, understand the importance of information security and their specific
responsibilities within the ISMS. These programs should encompass the organiza-
tion’s information security regulations, the repercussions of non-compliance, and
the proper procedures for reporting security incidents. Regular training sessions,
workshops, and communication campaigns contribute to fostering a strong security
culture within the organization. By ensuring that staff members are well-informed
and alert, the organization strengthens its initial defense against information secu-
rity threats. Insufficient training and awareness initiatives, along with inadequate
documentation and record-keeping, not only impede the operation of the ISMS
but also have minimal impact on the audit process for certification.

The internal audit plays a crucial role within the framework, providing an
impartial assessment of the effectiveness of the ISMS. This procedure involves a
thorough evaluation of the system to ensure that policies and procedures not only
comply with the standard but are also being effectively implemented and main-
tained throughout the organization. Internal audits facilitate the identification of
non-compliance areas and potential areas for improvement, providing valuable in-
sights into the operational efficiency of the organization’s security systems. These
audits should be conducted at scheduled intervals by qualified professionals who
are unbiased and independent from the area being audited, to guarantee objectiv-
ity and impartiality. Following internal audits, management reviews form another
critical component of the process. These reviews, conducted by top management,
are crucial for evaluating the overall functionality. Management reviews analyze
the findings of internal audits, employee feedback, the status of risk mitigation
measures, and the results of any external audits or compliance checks. This evalu-
ation process ensures that the ISMS is aligned with the strategic objectives of the
organization and effectively addresses current and emerging information security
risks. Both internal audits and management reviews are crucial for ensuring the
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ongoing existence and continuous improvement of the systems. They facilitate
the identification of areas where the organization’s system may need improvement
or fine-tuning, ensuring that the system adapts to changes in the organization’s
internal and external environment.

The certification audit marks the endpoint of the ISO/IEC 27001 implemen-
tation process. This crucial stage involves an external audit carried out by a
reputable authority to assess the compliance of the ISMS with the standard. The
certification process usually involves two stages: an initial assessment to evalu-
ate the readiness of the ISMS, followed by a more detailed official examination.
The formal evaluation thoroughly examines the effectiveness of the Information
Security Management System, including the adequacy of the chosen controls, the
effectiveness of the risk management process, and the overall compliance with the
standard. The successful completion of this external audit results in the issuance
of the ISO/IEC 27001 certification, confirming the organization’s commitment to
the protection of their information’s security.

However, obtaining certification does not imply the end of the effort. The
preservation and ongoing improvement of the ISMS is a crucial element within the
framework. After obtaining certification, the organization enters a phase charac-
terized by continuous vigilance and progress. This phase involves regularly mon-
itoring, evaluating, and updating the organization’s system to ensure its ongoing
effectiveness and adaptability to changes in information security risks, techno-
logical advancements, and business processes. The maintenance of the systems
involves regularly conducting of internal audits, management reviews, and imple-
menting action plans based on the findings of these assessments. These activities
aim to continuously strengthen the system. Furthermore, organizations must also
plan for regular surveillance audits conducted by the certification entities. These
audits, which typically occur on an annual basis, ensure continuous adherence to
the established standard and scrutinize the effectiveness of the system within its
operational context. The surveillance audits focus on confirming that the orga-
nization not only maintains its ISMS but also remains committed to continuous
improvement. Moreover, there is a requirement for recertification, typically occur-
ring every three years. The recertification audit involves a thorough assessment
of the entire ISMS to ensure its ongoing compliance and effectiveness. This eval-
uation also examines any significant modifications or enhancements made to the
ISMS since the previous certification audit. The importance of this recertification
process cannot be understated, as it ensures that the organization’s ISMS remains
strong, relevant, and aligned with the most current best practices in information
security management.
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1.4 Benefits and challenges in the digital era

1.4.1 Benefits

One of the primary benefits of ISO/IEC 27001 in the digital environment is its
holistic approach to cybersecurity. As organizations increasingly rely on digital
technologies for their operations, they become more vulnerable to cyber threats.
The standard provides a robust framework for effectively managing these risks,
implementing an Information Security Management System in accordance with
regulations enables organizations to effectively manage cybersecurity risks by sys-
tematically identifying and evaluating these risks. This regulation provides signif-
icant benefits in the digital realm by aligning with global data privacy regulations.
The rigorous controls and exemplary practices provide a structured framework
that assists companies in complying with these procedures. Compliant organiza-
tions not only protect sensitive data but also demonstrate their commitment to
data privacy, which is increasingly crucial to customers and stakeholders.

This standard is essential for integrating security considerations into the core
of digital transformation activities, ensuring that the risk of security breaches is
minimized from the outset of such programs. It not only enhances the organiza-
tion’s reputation but also strengthens client confidence, which is crucial in today’s
digital market.

Moreover, the standard’s focus on continuous development aligns seamlessly
with the dynamic nature of the digital world, where technological advancements
and security concerns escalate rapidly. This inherent flexibility mechanism en-
ables businesses to update their ISMS over time, ensuring resilience against the
constantly evolving threat landscape.

Furthermore, empirical evidence has established a clear and undeniable cor-
relation between the adoption of ISO/IEC 27001 and the improvement of orga-
nizational performance. As demonstrated by Podrecca et al. [14], companies
that are ISO/IEC 27001 accredited experience significant improvements in their
profitability, labor productivity, and sales performance. This positive correlation
emphasizes the importance of adhering to this standard, as it not only enhances
information security but also promotes organizational value and provides a compet-
itive advantage in the marketplace, demonstrating how adherence to the standard
is a strategic investment that enhances the financial well-being and operational
efficacy of enterprises.
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1.4.2 Challenges

The adoption of this international standard for information security management
systems offers significant advantages in the digital landscape. However, enterprises
face numerous challenges when it comes to adopting and integrating this standard.
These challenges stem from the rapid advancement of technology, diverse organiza-
tional structures, and the continuously expanding cybersecurity threat landscape.
The incorporation of the standard into current IT infrastructures poses a signifi-
cant challenge, especially in environments that include a mix of outdated and less
secure technologies. Achieving a precise implementation of the controls outlined
in the Information Security Standard within a vast technological environment re-
quires a deep understanding of both the existing IT architecture and the criteria
set forth by the standard. This complexity becomes even more pronounced as
organizations pursue digital transformation, integrating new technologies such as
cloud solutions, Internet of Things (IoT) devices, and AI-driven systems.

Moreover, effectively staying ahead of and defending against evolving cyber-
security threats is a challenging task. The cybersecurity landscape is constantly
evolving, with new vulnerabilities and attack strategies emerging frequently. The
implementation of the standard goes beyond addressing current security risks; it
also involves anticipating and preparing for future threats. This requires a proac-
tive and forward-thinking approach to cybersecurity that is resource-intensive and
demands ongoing vigilance. The implementation is hindered by organizational
constraints: Securing acceptance and commitment from all levels of the organiza-
tion, especially from top management, is essential for a successful implementation.
This can be challenging in situations where information security is not considered
a strategic priority. Fostering an understanding of the importance of information
security among employees and ensuring compliance with the criteria set by the
regulation involves a significant shift towards integrating security practices into
regular operations.

Maintaining adherence to the standard against rapid technological and busi-
ness changes presents another set of challenges. The standard requires not only
initial compliance but also ongoing conformity, which necessitates regular updates,
audits, and evaluations of the ISMS. This can be especially challenging for all or-
ganizations, particularly smaller ones with limited cybersecurity capabilities. The
financial and resource costs associated with establishing and maintaining an ISMS
that aligns with the norm can be overwhelming. The costs associated with set-
ting up, deploying, auditing, and continuously improving an ISMS are significant.
While the long-term benefits of a robust information security system outweigh
these costs, they can still pose barriers, especially for smaller organizations and
those operating in marginally profitable sectors.
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1.4.3 Summaries

The commitment of ISO/IEC 27001 to continuous development is crucial for nav-
igating the expanding realm of digital threats. It is essential for organizations
to continuously improve their Information Security Management Systems to keep
pace with the growing cyber threats, technological advancements, and changes
in business operations. This proactive approach ensures that the ISMS remains
effective over time, adapting to new cybersecurity challenges as they arise.

As the digital landscape expands, this framework plays a significant role in en-
suring regulatory compliance. In fact, compliance with the standard demonstrates
the firm’s commitment to safeguarding personal and sensitive information, fulfill-
ing legal obligations, and building trust among its stakeholders. The regulatory
authorities tasked with overseeing the standard must consistently assess and up-
date its rules, regulations, and best practices in light of technological advancements
and emerging threats.

In conclusion, ISO/IEC 27001 can be seen as a milestone, that helps enter-
prises in managing the complex and dynamic digital ecosystem. Its well-structured
but flexible framework empowers organizations to proactively address future dig-
ital trends and security issues. By embracing a forward-thinking approach and
adapting to technological advancements, this recognized international standard is
essential for enterprises aiming to protect their digital future.



Chapter 2

Vulnerability Scanning and
Assessment

2.1 Definitions and importance

Vulnerability management is a fundamental aspect in the safeguarding of organi-
zations’ cybersecurity. This methodical approach is devoted to the identification,
evaluation, and mitigation of flaws within computer systems, networks, and ap-
plications. The main goal is to prevent cyber attacks that have the potential to
compromise sensitive data and critical infrastructures. The adoption of proactive
strategies, in conjunction with the utilization of advanced scanning and evaluation
tools, is imperative for maintaining strong cybersecurity measures in a constantly
evolving technological environment.

2.1.1 Definition of vulnerability

In cybersecurity, a vulnerability refers to a flaw in information technology prod-
ucts that could compromise security policies or adversely affect the security and
resilience of the system [5]. Despite minor discrepancies, the various definitions of
vulnerability share a common essence. This approach emphasizes the subjective
nature of vulnerabilities, which can be interpreted in various ways depending on
one’s perspective. What users or developers see as a problem, attackers may view
as a potential opportunity. The development and enhancement of software, which
are essential for technological progress, often lead to new vulnerabilities. These
vulnerabilities create what is commonly referred to as ”exposure windows” [1],
which indicate periods when systems are especially susceptible to security risks
until a comprehensive solution is implemented on all devices running the compro-
mised software.

19
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In the exploration of cybersecurity vulnerabilities, a procedural approach un-
veils a complex lifecycle, characterized by distinct stages from inception to resolu-
tion. These stages represent a simple way to understand and manage cybersecurity
risks:

• Creation: This initial stage involves the unintentional introduction of a
vulnerability during the software development process. It underscores the
challenges inherent in creating complex software systems and the inevitabil-
ity of oversights despite rigorous testing protocols. Factors contributing to
vulnerability creation include coding errors, inadequate security design, and
the use of insecure third-party components. The emphasis on early detection
and secure coding practices is vital in mitigating the risks at this foundational
level.

• Discovery: At this juncture, vulnerabilities come to light through various
means. The discovery might be the result of internal audits, user reports,
or external entities, including security researchers and, unfortunately, mali-
cious actors. The serendipitous nature of these discoveries, often occurring
without a structured search for flaws, highlights the unpredictable landscape
of cybersecurity. This phase raises ethical and strategic questions about dis-
closure practices and the responsibility of finding parties, balancing between
alerting the community and preventing information from aiding potential
attackers.

• Disclosure: marks the transition of a vulnerability from an unknown issue
to a recognized threat. This phase can unfold through formal channels, such
as responsible disclosure programs, or through direct communication with
the developers. The process of disclosure is fraught with challenges, includ-
ing timing, the method of communication, and the potential for premature
exposure that could escalate the risk before remediation is possible. Strate-
gies for effective disclosure involve coordinated efforts among developers,
researchers, and regulatory bodies to ensure timely and secure communica-
tion.

• Correction: the actionable response to a disclosed vulnerability, where de-
velopers and security teams collaborate to devise and deploy a fix. This often
takes the form of software patches or system updates designed to rectify the
vulnerability. The complexity of this stage lies in the need for rapid devel-
opment without compromising the quality of the fix, ensuring compatibility,
and facilitating widespread adoption among users to close the exposure win-
dow efficiently.
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• Proliferation: the vulnerability may enter a proliferation phase if details be-
come widely disseminated before widespread patch application. This stage is
characterized by increased awareness and, potentially, exploitation attempts
as the information reaches both benign and malicious parties. The challenge
here is to manage the dissemination of information to minimize harm and
encourage prompt protective measures among the user base.

• Scripting: development of automated tools or scripts that exploit the vul-
nerability, lowering the barrier to entry for attackers and increasing the po-
tential for widespread system compromise. This automation represents a
significant escalation in the threat level, as it allows individuals with lim-
ited technical expertise to execute sophisticated attacks. Efforts to combat
this phase include the development of intrusion detection systems, enhanced
security measures, and public awareness campaigns.

• Extinction: The final stage, extinction, is achieved when the vulnerability
no longer poses a significant threat, either because affected systems have
been patched or updated, or because the vulnerable technology has become
obsolete. Achieving extinction is an ideal outcome, reflecting the collec-
tive effort of the cybersecurity community to address and neutralize threats.
This phase embodies the goal of resilient and adaptive security postures that
evolve in response to emerging challenges.

Throughout these stages, the utmost significance of persistent monitoring,
forward-thinking administration, and synergistic endeavors across the cybersecu-
rity community is underscored. By comprehending and maneuvering through these
phases proficiently, stakeholders can alleviate the hazards linked to cybersecurity
vulnerabilities, safeguarding both individual systems and the wider digital ecosys-
tem.

The conceptual model of the vulnerability lifecycle, while providing a simplified
overview, fails to fully encompass the intricate dynamics of vulnerability develop-
ment in the field. Intentionally creating vulnerabilities leads to the merging of the
emergence and detection phases. The disclosure of a vulnerability can indicate
both its discovery and publication simultaneously. The resolution phase, which is
of great importance to users, may be delayed or remain unachieved due to devel-
opers’ reluctance to issue patches, the impracticality of resolving certain issues, or
administrators’ failure to update systems. As a result, it is necessary to reeval-
uate the vulnerability lifecycle model to more accurately reflect the complexities
involved in managing vulnerabilities.
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2.1.2 Definition of vulnerability scanning

Many programs are transitioning to online platforms, raising concerns about the
security implications they present for end users. It is crucial to prioritize the
protection of these users, which necessitates conducting a thorough examination
of any vulnerabilities in the software application that could potentially expose
users to significant security risks [18].

Different categories of scanners are:

• Port Scanners: used to scan the ports to determine the open and closed
ports, operating systems, and services offered.

• Application Scanners: used to assess a specific application on the network
to track its weaknesses that can be further used to cause risk to the system.

• Vulnerability Scanners: used to find out the vulnerabilities in the system
which if accessed by a malicious user or hacker can put the whole network
system at risk [7].

Vulnerability scanning is a crucial operation in the field of cybersecurity, prov-
ing to be a complex and multi-layered process aimed at systematically identifying
weaknesses and gaps in computer systems, networks, and applications. Through
the use of advanced scanning technologies and complex analytical procedures, this
process conducts a comprehensive analysis of IT infrastructures to identify every
potential vulnerability that could be exploited by malicious actors. These actions
not only uncover security holes but also categorize them based on their severity,
providing businesses with crucial data to prioritize mitigation activities. This prac-
tice is crucial for safeguarding the integrity of computer systems and preventing
attacks that could expose sensitive data or disrupt critical activities. Therefore,
vulnerability scanning is one of the fundamental pillars of an organization’s cy-
bersecurity strategy, representing a proactive step toward creating a secure and
resilient digital environment.

2.1.3 Differences between Vulnerability Scanning and Vul-
nerability Assessment

The comparison of vulnerability scanning and vulnerability assessment, despite
sharing objectives in cybersecurity, reveals significant differences in their method-
ologies, approaches, and depth of analysis. Vulnerability scanning focuses on au-
tomatically identifying common weaknesses in systems and networks using tools
that conduct tests to detect specific vulnerabilities. This procedure is generally
faster and provides an overview of security vulnerabilities that require attention.
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In contrast, a vulnerability assessment takes a more comprehensive and de-
tailed approach, not only identifying vulnerabilities through scanning but also
categorizing them, evaluating their associated risks and establishing priorities for
mitigation based on their potential impact on the organization. This process in-
volves using automated testing tools followed by manual analysis to interpret the
results of the scan, leading to a deeper understanding of security risks and more
effective strategies for mitigation [2].

2.1.4 Relationship with ISO/IEC 27001

Vulnerability scanning is an essential component within the framework of Annex
A of ISO/IEC 27001, especially in relation to vulnerability management. This
intricate process plays a significant role in helping organizations comply with the
stringent standards established by the industry, which require the identification,
assessment, and mitigation of risks to information security. By integrating vul-
nerability scanning into their security protocols, institutions can take a proactive
approach to identifying and addressing vulnerabilities, thus strengthening their
digital defenses against potential attackers.

The regular implementation of vulnerability scanning not only fulfills a techni-
cal requirement but also demonstrates an organization’s dedication to maintaining
the highest standards of information security. Such rigorous practices are crucial
for demonstrating compliance with the comprehensive security measures outlined
by ISO/IEC 27001, which is a prerequisite for obtaining certification within this
globally recognized framework. The certification process highlights an organiza-
tion’s commitment to maintaining a strong ISMS, demonstrating its ability to
effectively protect sensitive data from unauthorized access and breaches.

Furthermore, the implementation of vulnerability screening goes beyond sim-
ply achieving certification. It involves establishing a well-structured vulnerabil-
ity management program that strictly adheres to industry-recommended security
practices. This alignment is crucial for cultivating a culture of ongoing improve-
ment within the organization, where security measures are regularly examined and
updated to address evolving risks. Such an innovative approach to vulnerability
management not only significantly reduces the likelihood of security incidents but
also enhances the organization’s resilience against cyber threats.

Engaging in regular vulnerability scanning instills businesses with a heightened
awareness of the prevailing threat landscape. This enhanced awareness is critical
for formulating and implementing targeted preventive measures that are precisely
tailored to mitigate specific risks. By doing so, enterprises can ensure that their
security measures are both efficacious and adaptable, capable of addressing the
intricacies of a rapidly expanding digital ecosystem.
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2.2 Tools overview and process

2.2.1 The process

As mentioned earlier, a vulnerability scanner is a sophisticated software tool metic-
ulously designed to autonomously detect security vulnerabilities within computer
systems and networks. This tool meticulously examines systems to uncover known
vulnerabilities, including improperly configured settings, gaps in security updates,
and flaws within software applications. The primary goal of these instruments is
to proactively identify vulnerabilities, thus enabling their prompt mitigation. This
proactive discovery plays a crucial role in significantly enhancing an organization’s
security position, making it an indispensable asset in the field of cybersecurity.

The complex process of choosing the most appropriate vulnerability scanner
requires a thorough analysis of several crucial factors. Initially, it is crucial to
identify the specific objectives of the scan, including the desired scope of cover-
age—such as networks, web applications, and operating systems—and the level of
detail required to be uncovered. Subsequently, the compatibility of the scanner
with the existing IT infrastructure must be thoroughly evaluated to ensure it sup-
ports the platforms and systems currently in use. Another crucial consideration is
the usability aspect, including how easily the scanner’s findings can be interpreted
and its ability to seamlessly integrate with other security tools or risk management
frameworks. Ultimately, a cost-benefit analysis should guide the decision-making
process, balancing the available budget with the need to conduct a thorough and
effective scan.

The process of using a vulnerability scanner begins with its configuration, dur-
ing which scan parameters are defined based on specific security objectives. This
involves identifying target systems and customizing the scanner’s settings to im-
prove the effectiveness and accuracy of the scan. The next phase involves the
actual execution of the scan, during which the tool examines designated systems
and compares detected details against a database of known vulnerabilities. This
stage is crucial for identifying vulnerabilities that could potentially be exploited.
Notably, the selection of sources for vulnerability information varies in terms of
reliability and currency. More recent sources may use fewer formal approaches,
which can impact their reliability. It is crucial to recognize that relying solely on
scan results could be misleading, as the investigation may be limited or superficial,
and the source could overlook certain vulnerabilities in the analyzed software [2].

This accurate approach underscores the importance of vulnerability scanners
in the cybersecurity ecosystem, emphasizing the need for careful selection and
utilization to ensure the integrity and security of an organization’s digital assets.



2.2. TOOLS OVERVIEW AND PROCESS 25

Figure 2.1: How a vulnerability scanner works (Source: getapp.com)

2.2.2 Results analysis and management

The analysis of vulnerability scan results is a complex and crucial task that re-
quires a thorough examination of the collected data to identify and prioritize secu-
rity risks according to their severity. During this critical phase, a comprehensive
evaluation of the identified vulnerabilities is conducted, carefully scrutinizing them
based on their severity, the potential harm they may cause to the organization, and
the ease with which malicious actors can exploit them. Such an evaluation is of
utmost importance because it facilitates the identification of the most critical se-
curity weaknesses that require immediate attention. Consequently, businesses can
efficiently allocate their resources to address these vulnerabilities. The ultimate
result of this approach is to combine research findings to produce comprehensive
reports. These reports play a crucial role in the field of cybersecurity by providing
customized recommendations for addressing vulnerabilities, and helping organi-
zations take the essential steps to strengthen their cybersecurity defenses. The
importance of these reports cannot be overstated. They are essential tools for IT
security managers, providing them with well-informed perspectives necessary to
make strategic decisions about resource allocation for addressing the most critical
vulnerabilities.

The integration of the gathered data into the organization’s ISMS is essential
for managing the outcomes of vulnerability analysis, especially in line with the
criteria established by the ISO/IEC 27001 standard. This integration requires the
implementation of corrective measures based on the established priorities identified
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in the analysis, following the risk treatment principle outlined in the standard. The
comprehensive process involves updating risk registries, designing and implement-
ing mitigation measures, and assessing the effectiveness of these actions through
future testing and evaluations. Such a comprehensive approach ensures that the
organization not only addresses current weaknesses but also strengthens its re-
silience against future security threats. This ongoing process of improvement is
essential for upholding a strong security posture that complies with the rigorous
standards of ISO/IEC 27001, thus protecting the organization’s information assets
from constantly changing cybersecurity threats. This methodology emphasizes the
need for a proactive and dynamic approach to information security management,
ensuring that companies remain vigilant and adaptable in the face of new vulner-
abilities and security challenges.

2.2.3 Most known tools for vulnerability scanning

Automated vulnerability scanning tools are essential for organizations’ cyberse-
curity defenses. These advanced systems carefully analyze networks, systems,
and applications to identify security vulnerabilities, incorrect configurations, and
potential security threats, using databases that are continuously updated. This
process enables organizations to proactively identify and address weaknesses be-
fore they can be exploited by malicious actors, thereby enhancing the protection of
critical data and infrastructure. Furthermore, some advanced tools have the abil-
ity to autonomously correct identified vulnerabilities, which significantly reduces
the workload for cybersecurity professionals and developers. This autonomous
correction feature not only speeds up the remediation process but also ensures
that vulnerabilities are addressed promptly, strengthening the organization’s de-
fense mechanisms against potential cyber threats. By incorporating these tools
into their cybersecurity strategy, organizations can attain a higher level of security
preparedness, making it significantly more difficult for attackers to breach their
defenses.

Following, there will be an overview of some of the most effective and widely
used vulnerability scanning tools in the field. These tools represent the cutting
edge in the fight against cyber threats, empowering organizations to proactively
identify, analyze, and mitigate vulnerabilities within their digital infrastructures.
The following description aims to explore the unique characteristics, operational
advantages, and technical specifications of each tool, providing a clear and com-
prehensive understanding of their functionalities and the added value they bring
to the field of cybersecurity defense. Selecting the right vulnerability scanning
tool requires careful consideration of several factors, such as compatibility with
the current infrastructure, ease of integration, the scope of vulnerability coverage,
and effectiveness in detecting and resolving vulnerabilities. Thus, the following
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analysis aims to assist organizations in choosing the solution that best fits their
specific security needs

By providing a comprehensive exploration of these tools, the literature helps
organizations better understand how to leverage these tools to enhance their secu-
rity posture, ensuring a more resilient defense against the increasing threats in the
digital landscape. The process of choosing an appropriate vulnerability scanning
tool involves evaluating the tool’s ability to seamlessly integrate into existing sys-
tems, its effectiveness in identifying and addressing vulnerabilities, and its overall
impact on the organization’s cybersecurity framework. The aim is to empower
organizations with the knowledge to make informed decisions that align with their
security objectives and operational needs.

Herein is provided an overview of the major vulnerability scanning tools ana-
lyzed in this research:

• Nexpose: sophisticated software vulnerability assessment tool developed by
Rapid7, stands out for its comprehensive approach to identifying and mit-
igating risks associated with software vulnerabilities. This tool is adept at
scanning a wide array of components, including web applications, databases,
networks, and operating systems, to detect potential threats, assess their
risk level, and develop remediation plans to swiftly address these vulnerabil-
ities. It facilitates a proactive vulnerability management strategy for security
professionals, aiming to preemptively seal security loopholes within network
infrastructures, thereby preventing unauthorized access and the compromise
of sensitive information. A significant advantage of NeXpose is its integration
with Metasploit products, enhancing its capability to identify vulnerabilities
across diverse platforms and prioritize them based on the likelihood of ex-
ploitation. This prioritization helps in focusing remediation efforts on the
most critical vulnerabilities, thereby optimizing the allocation of resources
and reducing operational costs. The reports generated by NeXpose guide
administrators in targeting interventions effectively, minimizing the risk of
exposure [16].

• Nmap: also known as Network Mapper, is an open-source tool designed for
network exploration and security auditing. It efficiently scans large networks
but can also target individual hosts. Nmap utilizes raw IP packets in various
ways to identify available hosts on a network, their offered services (includ-
ing application names and versions), operating systems and their versions,
firewall and packet filter types, among other features. One of its most no-
table capabilities is remotely determining the operating system of a device
through TCP/IP stack fingerprinting. Nmap sends TCP and UDP packets
to a remote host and analyzes the responses to identify the operating sys-
tem’s characteristics, including the vendor, the operating system, version,
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and device type. This tool it’s available across multiple platforms, in fact
it supports most operating systems and is widely used for security audits.
However, network administrators and system managers also find it valuable
for routine tasks such as network inventory management, scheduled service
updates, and monitoring hosts or uptime. Nmap’s output includes a scan
of targeted entities, providing additional information based on the selected
options. A key component is the port table, listing port numbers, protocols,
service names, and their current statuses, such as ”open” for ports actively
accepting connections. Open ports are crucial for security and operational
scans alike, as they indicate available network services. Detailed information
on software versions and supported IP protocols can also be provided, en-
hancing utility for security and network management. The tool offers its own
Graphical User Interface (GUI), available for Linux, Windows, Mac OS X,
and BSD, that aims to simplify its use for beginners while retaining advanced
features for experienced users [16].

• Nikto: recognized as an open-source tool dedicated to web server evaluation,
designed with the capability to uncover not only configurations and software
on web servers but also insecure default files. It incorporates a database with
more than 6,400 files deemed potentially dangerous and performs checks for
outdated server versions across more than 1,000 servers, in addition to iden-
tifying version-specific issues on over 270 servers. Nikto’s analytical prowess
extends to detecting a range of potential issues and security vulnerabilities,
such as server and software misconfigurations, pre-installed default files and
programs, unprotected files and applications, and obsolete servers and soft-
ware. Built on LibWhisker2, it is versatile enough to operate on any platform
that supports a Perl environment, making it compatible with Windows, Mac
OSX, and various Linux distributions. Furthermore, Nikto supports SSL,
proxies, and host authentication, among other features, and can be updated
automatically through command-line instructions [3].

• Uniscan: an open-source tool designed for web application security anal-
ysis, targeting vulnerabilities like Remote File Inclusion (RFI), Local File
Inclusion (LFI), and Remote Command Execution (RCE). It excels in de-
tecting critical security issues, including cross-site scripting, SQL injection,
and more. Uniscan’s advanced features include server fingerprinting, auto-
mated searches via Google and Bing, and a detailed vulnerability scanning
process. Its integration of functionalities such as web crawling, SSL and
proxy support, and modular architecture enhances its capability to identify,
analyze, and mitigate web application vulnerabilities effectively, making it a
sophisticated tool in cybersecurity efforts [3].
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The revised overview highlights Nikto and Uniscan’s specialized roles in web ap-
plication security, focusing on their unique capabilities without redundant details
from the comprehensive tool summary. Nikto excels in identifying a broad range
of web server vulnerabilities, while Uniscan targets specific threats like RFI, LFI,
and RCE, crucial for mitigating severe security risks. Nmap, distinct for network
mapping and service enumeration, offers extensive insights into network infras-
tructures. Nexpose, recognized for its vulnerability management lifecycle cover-
age, benefits from Metasploit integration for practical vulnerability testing. This
diversity underscores the necessity for varied tools in cybersecurity strategies, each
tailored to specific challenges.

Figure 2.2: Vulnerability Scanner comparison (Source: own work)

2.3 Role in preparing penetration test

In summarizing the key insights presented in this chapter, it underlined the crucial
significance of vulnerability scanning and assessment as fundamental components
of a robust cybersecurity framework. These procedures are essential for detecting,
evaluating, and prioritizing vulnerabilities, closely aligning with the requirements
specified by the ISO/IEC 27001 standard for ISMS. This highlights their pivotal
role in reinforcing defenses against security threats. The effective incorporation
of vulnerability scanning and assessment of organizational security practices not
only meets the requirements mandated by regulations but also lays the foundation
for proactive cyber risk management, emphasizing the significance of an approach
centered on continuous improvement within the ISO/IEC 27001 compliance frame-
work.

Vulnerability scanning and assessment are fundamental initial steps that con-
tribute to a more comprehensive analysis offered by penetration testing. Identi-
fying and prioritizing vulnerabilities are essential activities for planning effective
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penetration tests. These tests can verify the effectiveness of security measures
against realistic attack scenarios. Vulnerability scanning enables organizations to
gain a clear understanding of the weaknesses in the security of their information
systems, identifying areas that require immediate attention. Conversely, penetra-
tion tests use this information to simulate targeted attacks and assess the ability
of digital assets to withstand sophisticated intrusion attempts. Therefore, vulner-
ability scanning and assessment emerge as indispensable tools in fortifying cyber
defense, serving as the basis for a thorough and compliant analysis of cybersecurity.

The importance of vulnerability scanning and assessment procedures in rela-
tion to compliance with ISO/IEC 27001 standards is crucial for the establishment
of an effective ISMS. Through a systematic process of identifying, evaluating, and
prioritizing vulnerabilities, organizations can proactively align their security prac-
tices with the strict requirements outlined by the regulation. This course of action
not only identifies areas of risk within the IT infrastructure but also lays a strong
foundation for implementing specific corrective measures, thereby strengthening
information security.

Integrating these processes into the ISMS framework facilitates a cycle of con-
tinuous improvement, which is a fundamental pillar of the ISO/IEC 27001 stan-
dard. This dynamic approach to security management empowers organizations to
quickly adapt to emerging threats and technological advancements, ensuring the
ongoing effectiveness of protective measures. The ability to show unwavering com-
mitment to improving information security not only strengthens the organization’s
resilience but also helps maintain stakeholder confidence and fulfill compliance re-
sponsibilities.

In concluding this section, it is imperative to lay the groundwork for the sub-
sequent extensive discussion on the practice of penetration testing. The upcoming
discussion will highlight the importance of penetration testing as a crucial sup-
plement to vulnerability scanning and assessment. It provides a more thorough
validation of the effectiveness of implemented security measures against realistic
attack scenarios. The following section aims to explore the operational align-
ment between cybersecurity practices and the strategic framework outlined in the
ISO/IEC 27001 standard. It illustrates how integrating these processes signifi-
cantly strengthens information security management within organizations. This
transition emphasizes the importance of a comprehensive understanding of secu-
rity methodologies, including both theoretical concepts and practical applications,
to ensure a secure digital environment that meets international standards.
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Penetration Testing

3.1 Definition, objectives, and importance

The activity known as penetration testing is a crucial process designed to un-
cover and identify vulnerabilities within a specific system. This analysis can be
conducted internally or externally to the system, allowing for the identification of
vulnerabilities within the area under review and the exploitation of its weaknesses.
This evaluation includes all components of the IT infrastructure, such as applica-
tions, network devices, and physical security measures. Penetration testing can
also involve adopting the mindset of a hacker and employing techniques that a ma-
licious individual might use, simulating their actions. The word “hacker”, in the
common terminology, refers to individuals who access an IT infrastructure without
authorization in order to fulfill malicious actions. This distinction highlights the
fundamental difference between a penetration tester (also known as a pentester)
and a hacker. Both use similar methodologies and techniques to intervene in a sys-
tem, but pentesters are authorized individuals who are not permitted to destroy
their client’s infrastructure. Another significant difference between pentesters and
hackers is that the former are tasked by a specific organization on identifying all
vulnerabilities within a system, not just those that provide privileged access.

Penetration testing has emerged as an essential tool in cybersecurity. It is
aimed at proactively identifying and addressing system vulnerabilities before they
can be exploited by unauthorized entities. By systematically probing these com-
ponents, penetration testing uncovers vulnerabilities that could threaten the in-
tegrity, confidentiality, and availability of information assets.

Adopting a hacker’s perspective during penetration testing provides invaluable
insights into the security status of a system. By emulating the tactics, techniques,
and procedures (TTP) of potential adversaries, penetration testers can better an-
ticipate and thwart attack vectors. This approach emphasizes the ethical boundary
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that distinguishes penetration testers from their malicious counterparts.

One of the main goals of penetration testing is to evaluate the security of a
system, which is becoming more closely linked to technological advancements in
today’s era, and therefore more vulnerable to potential intrusions and attacks. It
is important to remember, however, that the purpose of penetration testing is not
to attack or breach an organization’s IT system, but rather to provide insights
and recommendations for the issues discovered. Considering penetration testing
as a cyclical operation, it should be repeated over a specified period due to the
continuous updates and evolution of systems. This iterative process is essential
for maintaining a strong defense against a constantly evolving threat landscape.
Based on these assertions, penetration testing can be seen not just as a one-time
audit, but a continuous cycle of evaluation, recommendation, and improvement
aimed at achieving and maintaining an optimal level of security. In addition, pen-
testing primarily provides an initial step toward understanding an organization’s
current security posture by identifying its flaws, prioritizing the identified risks
and assessing their impact. Once risks are identified, the penetration test provides
a security framework that enables the mitigation of financial losses and reduces
the infrastructure to its minimum level of risk [21].

As organizations become more integrated with technological advancements,
the range of vulnerabilities and the potential for unauthorized access also expand
accordingly. Penetration testing has emerged as a vital tool in the cybersecurity
arsenal, serving not only as a defensive mechanism against external threats but
also as a proactive measure to fortify the security infrastructure. By meticulously
identifying and evaluating system vulnerabilities, penetration testing facilitates a
structured approach to risk management.

The importance of penetration testing in the context of cybersecurity, partic-
ularly within the ISO/IEC 27001 standard, is crucial for ensuring the computer
resilience of organizations. This standard specifies the requirements for an ISMS,
with a particular focus on identifying, assessing, and treating security risks. The
Annex A includes a set of security controls, where vulnerability assessment and
penetration testing can be identified as crucial components for verifying the effec-
tiveness of implemented security measures. Through these processes, organizations
can not only meet the standard’s requirements but also take a proactive approach
to risk management, thereby strengthening their defenses against constantly evolv-
ing cyber threats.

This strategy empowers organizations to actively counter cyber threats, safe-
guarding data and infrastructure. By identifying vulnerabilities early, it promotes
a culture of ongoing security enhancement and ensures compliance with current
standards, reducing legal and reputational risks. This proactive perspective not
only strengthens defenses but also embeds a culture of vigilant risk management,
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ensuring adaptability in the face of the dynamic cyber threat landscape.

3.2 Types, Tools, and Techniques

Within the context of penetration testing, there exist two foundational method-
ologies that guide the approach to this activity: black-box testing and white-box
testing. The core distinction between these two methodologies lies in the extent
of information available to the penetration tester concerning the systems under
examination [20].

Black-box testing represents a method where an attack is simulated from an
external perspective, hence it is frequently referred to as ”external testing.” In
this scenario, the tester operates without detailed knowledge of the infrastructure,
effectively emulating the actions a potential attacker might undertake by exploit-
ing detected vulnerabilities. This process aims to ascertain whether unauthorized
access to the system is feasible and, if so, the extent of data that could poten-
tially be compromised. The essence of black-box testing lies in its simulation of
real-world attacks, mirroring the limited information an external attacker would
possess, thereby evaluating the system’s defense mechanisms against unforeseen
threats.

Conversely, white-box testing, also known as ”internal testing,” involves a sce-
nario where the tester conducts a simulated attack with comprehensive knowledge
of the infrastructure in question. This approach enables testers, in collaboration
with system owners, to focus on specific targets, thereby assessing the integrity and
robustness of the organization’s security measures. White-box testing provides an
in-depth evaluation of internal security, revealing vulnerabilities that may not be
detectable through external methods.

Merging the principles of these two testing strategies leads to the development
of greybox testing. This hybrid approach equips testers with partial knowledge of
the system, bridging the gap between black-box and white-box testing. By provid-
ing some information, grey-box testing optimizes the testing process, allowing for
a more efficient identification of vulnerabilities by eliminating the need for testers
to spend time uncovering publicly available information.

In addition to the classification between white-box and black-box, penetration
tests also differ depending on the type of test [6]:

• Web application penetration testing: Web applications often comprise
the majority of the vulnerable attack surface on the internet. These applica-
tions operate on web servers, so it is essential to assess the server’s security
against both internal and external attacks. Given that web servers operate
on port 80/TCP (Transmission Control Protocol), it is imperative to exer-
cise extreme caution and implement multiple safeguards for the server. An
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exploit refers to a specific vulnerability that allows the execution of mali-
cious code by using a particular script. In this specific context, it is crucial
to pay special attention to inadequate authentication mechanisms, logical
flaws, unintended content disclosure, and, most importantly, to ensure that
the web server remains up to date. The two most critical vulnerabilities
for web applications are SQL (Structured Query Language) injection and
Cross-site Scripting (XSS). SQL injection is a technique that involves send-
ing malicious code to exploit the lack of control over the input data received
by a web application that uses an SQL database. This type of vulnerabil-
ity, for example, allows unauthorized access to restricted areas of a website,
enabling authentication at the highest levels without the necessary access
credentials. It also permits viewing or modifying sensitive data. To exploit
SQL injection, it is necessary to first identify the injection point and then
create a payload that disrupts a dynamically constructed query. Identifying
the injection point involves testing each user input utilized by the web appli-
cation. If the webpage behaves differently during this test, the application
is considered vulnerable to SQL injections. Once the injection point is iden-
tified, the payload can be utilized. Cross-site scripting, instead, is a type of
vulnerability attack that allows an attacker to manipulate the content of a
web application. XSS occurs when data from untrusted sources is included
in a web page without being properly sanitized or sufficiently encoded be-
forehand. To identify an XSS vulnerability, it is essential to scrutinize all
user inputs to ascertain whether they are reflected in any form in the ap-
plication’s output (reflection point). After identifying the reflection point,
it is crucial to determine whether it is possible to inject HTML code and
observe if it appears in the output. This allows for gaining control of the
output page. Cookies present a significant vulnerability in web applications,
with exploits such as XSS allowing hackers to steal cookies, that can be used
to impersonate a legitimate registered user. The majority of web applica-
tions are assessed through black box analysis, where the pentester evaluates
the application from the perspective of a hacker, attempting to compromise
it using a variety of existing tools for web application penetration testing.
This methodological approach emphasizes the importance of a comprehen-
sive security strategy that includes vigilant monitoring, timely updates, and
the implementation of advanced security measures to protect against the
constantly changing landscape of web-based threats.

• Network penetration testing: The primary aim of a network penetration
test is to reveal vulnerabilities within the most crucial areas of a company’s
infrastructure that are vital for its operations. This type of assessment plays
a pivotal role in evaluating the entire network, including essential compo-
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nents like firewalls, database servers, and web servers. By conducting net-
work penetration testing, organizations can enhance their security measures
by employing specific tools and methodologies that meticulously identify and
analyze network issues and breaches. These tools and processes are highly
skilled at identifying all potential vulnerabilities that could be exploited by
potential attackers. In this context, the vulnerabilities and weaknesses iden-
tified may involve compromised or altered data or systems due to exploits,
viruses, Trojans, Denial of Service attacks, and similar threats. However, it
is also crucial to consider other types of vulnerabilities that may arise from
patches and updates or errors in servers, routers, and firewalls. The network
penetration testing process involves a comprehensive and iterative approach
to identifying and exploiting vulnerabilities within an organization’s network
infrastructure. Initially, a detailed examination is carried out to discover
vulnerabilities in the most critical systems. Following this, the identified
vulnerabilities are exploited to assess the depth of potential breaches. Sub-
sequent steps include an in-depth review of internal systems to identify fur-
ther vulnerabilities, enhancing the understanding of the network’s security
posture. This cycle of identification, exploitation, and review is performed
repeatedly to ensure a thorough fortification of the network against poten-
tial cyber threats. By meticulously identifying and exploiting vulnerabilities,
network penetration testing provides valuable insights into the security weak-
nesses of an organization’s network infrastructure. Consequently, this allows
for the strategic strengthening of defenses against potential cyber threats,
safeguarding critical business assets and data. The iterative nature of the
process ensures a continuous improvement cycle, where each iteration aims
to uncover and address previously undetected vulnerabilities, ultimately en-
hancing the overall security framework of the organization.

• Software penetration testing: regarded as particularly challenging to
manage due to potential issues that may arise both at the implementation
and design levels. Within this domain, it is possible to distinguish between
two main types of tests: functional tests and security tests. Functional tests
are designed to verify that a given functionality correctly performs a spec-
ified task, ensuring that the software operates as intended for its primary
use cases. These tests are critical in validating the operational effectiveness
of software systems, focusing on the accurate execution of specific functions.
On the other hand, security tests are tasked with probing deeply and di-
rectly into the security risks to ascertain how the system behaves under
attack. Such tests aim to uncover vulnerabilities that could potentially be
exploited by malicious entities, thereby posing a significantly higher chal-
lenge compared to functional tests. The reason for this increased difficulty
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is that security tests are conducted to identify if and how the system can
fail. Unlike functional tests that verify correct operations, security tests de-
liberately push the system to its limits to induce failure modes. These tests
are meticulously planned with the objective of forcing the system to mani-
fest errors, thereby revealing the conditions under which these errors occur.
While functional tests assess the system’s ability to perform intended tasks
under normal conditions, security tests evaluate the resilience and robust-
ness of the system against malicious attacks. The latter requires a profound
understanding of potential security threats and the sophisticated techniques
that attackers might employ.

3.3 Methodologies and Phases

3.3.1 Most common methodologies

Many different models have been adopted for penetration testing. The best-known
and most used are known as flaw hypothesis and attack tree.

The flaw hypothesis methodology consists of 5 phases [8]:

1. Information Gathering: penetration testers initiate the process by acquir-
ing comprehensive information pertaining to the target system. This enables
them to comprehend the system’s architecture, operational dynamics, and
applications, with the objective of delineating the system’s design to identify
potential vulnerabilities.

2. Flaw Hypothesis: drawing from gathered data and known vulnerabilities
in comparable systems, the evaluators hypothesize potential flaws within the
system under review. The examination encompasses the system’s manage-
ment and maintenance policies and procedures, pinpointing vulnerabilities
not only in its technical components but also in its execution and operational
management. This phase leverages expertise and insights from previous as-
sessments to uncover new vulnerabilities or reaffirm those already identified.

3. Flaw Testing: the testers then proceed to validate the hypotheses of defects.
In this phase, vulnerabilities are categorized according to their significance
and the predefined objectives. The prioritization in classification fluctuates
based on whether the testing goal is to identify design flaws, implementation
errors, or vulnerabilities that are particularly exploitable in external attacks.

4. Flaw Generalization: following the successful exploitation of a defect, the
examination process evolves as testers seek to extrapolate from the initial
discovery. This involves identifying defects of a similar nature within the
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system, with the objective of broadening their investigative framework to
uncover associated vulnerabilities

5. Flaw Elimination: in the final stage, testers recommend strategies to miti-
gate or eliminate identified flaws, although direct involvement in fixing these
issues is beyond their scope of duties. Penetration testers provide compre-
hensive explanations regarding the vulnerabilities uncovered, their potential
impact, and the manner in which malicious actors could exploit them. This
is aimed at aiding the adoption of effective security measures.

The Attack Tree methodology stands as an advanced approach to the pene-
tration testing field, proving particularly effective in scenarios where preliminary
information about the target system is insufficient. This model simulates a cyber
attack, reflecting the actions of an external aggressor facing an unfamiliar system.
By employing a hierarchical structure that encompasses a root node, intermediate
(parent) nodes, and terminal (child or leaf) nodes, the Attack Tree aims to depict
the primary objective of the attack (root node) and the various pathways (child
nodes) that could lead to such an outcome.

In this framework, child nodes signify conditions or preliminary actions required
to activate their directly connected parent node. Achieving the root objective sig-
nifies a successful attack. The intermediate goals, outlined by the internal nodes,
illustrate the diverse strategies and combinations of actions necessary to perpe-
trate the attack, while the leaves of the tree detail the specific techniques utilized.
Although Attack Trees provide a general overview applicable to a broad range of
systems, their practical utility in detecting specific vulnerabilities is constrained
without concrete details about the system under examination. To enhance the
effectiveness of the process, it is recommended to develop a secondary, more nu-
anced attack tree. This second tree addresses the system’s vulnerabilities in a
more specific and detailed manner, transforming each generic attack (leaf of the
first tree) into a set of targeted actions, considering the peculiarities of the system
being studied. Thus, the subgroups of the second tree offer a precise mapping
of the conditions under which the attack objective can be realized, significantly
enriching the effectiveness of penetration testing [22].
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Figure 3.1: Example of an Attack Tree (Author: De Biase G.)

3.3.2 Phases

The penetration testing activity consists of several phases [17]:

• Planning phase: In the initial phase, objectives, scope, legal limitations,
and the strategic planning for the activity is meticulously delineated and
articulated. A ”liability pact” is crafted by the penetration tester in collab-
oration with the organization, within which it is articulated that the tester
absolves themselves of accountability for any potential damage or security
breaches that may transpire during the execution of the task. Penetration
testing, by its nature, is a profoundly intrusive endeavor. Consequently,
even testers endowed with substantial experience are unable to foresee the
outcomes or the myriad of circumstances they might encounter, given the
distinctiveness of each scenario and operational environment. The planning
stage encompasses the determination of targets, timing, and methodologies,
alongside a thorough discussion on the specific legal constraints to ensure
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the system’s integrity is not inadvertently compromised. This phase also
encompasses administrative duties, such as the aggregation of pertinent doc-
uments and the management of specialized equipment. This authorization,
frequently termed as the ”rules of engagement” (ROE), is expected to enu-
merate IP addresses or ranges for testing, stipulate any host-specific restric-
tions, and outline an array of permissible techniques, including but not lim-
ited to DoS attacks, password cracking, and network sniffing, as sanctioned
by the organization.

• Discovery phase: this phase can be divided into two main activities:

– Reconnaissance and target discovery: The foremost objective of this
investigative phase is the comprehensive acquisition of data pertaining
to the system under analysis, covering both technical and non-technical
dimensions. It encompasses the identification of the operating system,
potential vulnerabilities, and pertinent organizational information. The
process of reconnaissance splits into passive endeavors—such as network
searches and analyses of connected systems—and active ones, where
preliminary data is corroborated through direct techniques. The preva-
lent methodologies are Social Engineering, which employs psychological
manipulation for the extraction of information from employees; Garbage
Picking, the inspection of disposed documents for sensitive data reve-
lation; and Internet Footprinting, a legitimate and secure strategy for
target identification employing browsers, search engines, and databases
to amass corporate data, execute network enumeration, and pinpoint
active computers and services via utilities like ping and traceroute.

– Scanning and Enumeration: The scanning phase enables the identifica-
tion of systems within the target network. It allows for the examination
of which ports are open and which are filtered, the services operating
on these ports, operating system details, network pathways, and more.
Understanding these specifics facilitates the detection of vulnerabili-
ties within the system. From this point forward, it is imperative for the
tester to proceed with caution to avoid overwhelming the system or net-
work with excessive traffic. This approach not only ensures a thorough
analysis but also maintains the integrity of the network infrastructure
under examination.

• Assessment phase: At this critical stage, the identification and analysis
of vulnerabilities is of vital importance, serving as an essential link to the
previous phase of discovery. The elements identified during the discovery
phase provide vital inputs for the in-depth assessment of the securities and
vulnerabilities of the system:
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– Vulnerability identification: during this stage, security professionals em-
bark on a comprehensive examination of systems or networks that ex-
tends beyond the preliminary assessment conducted in the discovery
phase. Leveraging gathered data, such as details on operating sys-
tems, IP addresses, and the services under inquiry, the process actively
identifies potential vulnerabilities and threats. Significant vulnerabil-
ities include software flaws, improper system configurations, suscepti-
ble accounts, and unnecessary services. Many different vulnerability
databases are available, providing up-to-date information on vulnera-
bilities and associated risks, thereby facilitating a more informed and
effective security analysis. This stage is crucial for the thorough iden-
tification and understanding of security weaknesses that could be ex-
ploited.

– Vulnerability Analysis: the vulnerabilities identified undergo a metic-
ulous analysis. Pentesters are tasked with assessing the security level
of systems or networks, differentiating between genuine vulnerabilities
and false positives. This process may utilize automated tools, equipped
with internal databases for the identification of both recent and older
vulnerabilities, or manual checks for a more specific and contextual-
ized analysis of the environment under examination. In conducting
this assessment, pentesters must navigate through the complexities of
security systems, employing a blend of technological resources and ex-
pert judgement to accurately identify potential security flaws. This
thorough evaluation ensures that only legitimate vulnerabilities are ad-
dressed, thereby enhancing the overall security posture of the system
or network in question.

• Exploration phase: the penetration testing attack phase is recognized as
the most challenging segment of the process. It is at this juncture that prac-
titioners, utilizing tools and information garnered in preceding stages, aim
to achieve comprehensive control over the system under review. This phase
involves a meticulous identification and analysis of vulnerabilities within se-
lected targets, facilitating the execution of an attack, the confirmation of
identified vulnerabilities, and, upon success, the pursuit of obtaining higher
privileges within the system. The exploitation of vulnerabilities is conducted
with utmost caution, considering potential impacts and testing exploits in
controlled environments to mitigate risks associated with the deployment
of critical techniques, such as buffer overflow exploits. Exploit frameworks
play a pivotal role in this phase, enhancing penetration efficiency. The focus
then shifts to privilege escalation, where penetration testers devise strategies
to elevate their access level, aiming for root privilege or, in the context of
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networks, analyzing traffic to intercept sensitive data. The use of rootkits
or backdoors may aid in securing elevated privileges, which is crucial for
gaining complete control over the system or network. This stage demands a
methodical and precise approach, highlighting the significance of a thorough
evaluation and cautious implementation of exploits to optimize the attack’s
effectiveness while preserving the integrity of the system under examination.

• Reporting phase: at this stage, the role of the tester assumes vital impor-
tance as they possess a comprehensive understanding regarding the various
weaknesses inherent within the system or network under examination. This
specific phase gives upon the tester the capability to provide in-depth insights
pertaining to the vulnerabilities identified during the evaluation process. It
is the responsibility of the reports generated within this specific context to
incorporate a comprehensive evaluation of the vulnerabilities, encompassing
a thorough analysis of the potential risks associated with these weaknesses
as well as the development of feasible solutions aimed at mitigating or elim-
inating them. The primary objective of the final report is to offer the orga-
nization a lucid comprehension of their present security position concerning
their systems or network infrastructure. This document serves as a tool in
enabling the company to assess the efficacy of their current security measures
and identify areas that necessitate improvement.

Figure 3.2: Penetration testing phases (Author: Colecchia S.)
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3.4 Summary

The above analysis recognizes penetration testing as an essential component within
the framework of the ISO/IEC 27001 standard, serving as a proactive instrument
for organizations to identify and mitigate system vulnerabilities. This practice
encompasses a systematic procedure that replicates both external and internal
attacks, thus enhancing the resilience of information technology systems. The
implementation of this approach not only aids in conforming to current security
standards but also fosters a culture of proactive security, which is indispensable
in the rapidly evolving digital era. The cyclical nature of penetration testing, in
conjunction with the requirements established by the standard, emphasizes the
significance of an ongoing commitment to enhancing cybersecurity measures. This
process also plays a critical role in the strategic management of risks and in for-
tifying defenses against increasingly sophisticated threats. Through the adoption
of penetration testing, organizations are equipped with a robust methodology to
strengthen their cybersecurity posture, preserving the safeguarding of informa-
tional assets against potential breaches, thereby ensuring the sustained protection
and security of critical data.



Chapter 4

Implementation

4.1 Environment setup: Kali Linux and BWAPP

This chapter endeavors to thoroughly explore the experiential knowledge acquired
during an internship at Brain Technologies in Torino, with a particular empha-
sis on establishing a virtual setting for vulnerability assessment and penetration
testing. By leveraging specific tools like Nmap, Nikto, and OWASP ZAP inside a
simulation environment made with Kali Linux and BWAPP (Buggy Web Appli-
cation), the chapter attempts to present a broad overview of the methodologies,
technical decisions, and practices implemented throughout the project experience.

The primary aim of this chapter is dual: firstly, to clarify the configuration of
the testing environment, outlining the technical rationales behind the selection of
Kali Linux and BWAPP as the main basing instruments for the following activities;
and secondly, to examine the operational phases of vulnerability scanning and
penetration testing.

4.1.1 Oracle VirtualBox and Kali Linux

Following a meticulous assessment of the available options, Kali Linux was cho-
sen as the primary environment for conducting testing activities. The selection of
Kali Linux was predicated on both technical and strategic criteria, with the ulti-
mate goal of leveraging advanced tools for penetration testing and vulnerability
scanning.

Kali Linux, developed by Offensive Security, is recognized as a leading Linux
distribution within the cybersecurity domain. It is equipped with a extensive
collection of tools for penetration testing, forensic analysis, and ethical hacking,
pre-installed to facilitate immediate operational readiness. The selection of Kali
Linux for this thesis was based on its open-source access and its extensive toolset,
which eliminates the need for additional software installations, allowing for the
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direct initiation of testing activities. Its architecture supports modularity, enhanc-
ing its capability to integrate a wide range of specific security testing tools, thus
demonstrating its versatility in addressing diverse cybersecurity challenges effec-
tively. The distribution also features customized workspaces and the capability for
automated scripting, which streamlines the integration of specific methodologies
into the project workflow. The decision to employ Kali Linux is further justified
by its global community, comprising both users and developers, who contribute to
regular updates, security enhancements, and provided technical support.

Opting to deploy Kali Linux within a virtualized environment facilitates the
creation of a distinct, safeguarded operating system dedicated to executing se-
curity evaluations in a compartmentalized setting, thereby diminishing potential
threats to the primary system. The process of integrating a new virtual machine
via Oracle VirtualBox commenced with the acquisition of Kali’s ISO image di-
rectly from its official website, followed by the adjustment of technical parameters,
such as the selection of the Linux operating system, specifically the 64-bit De-
bian variant, alongside the calibration of RAM and disk space allocations. Such
calibrations were aimed at enhancing system performance while simultaneously
preventing undue strain on the host’s resources. The installation’s finalization was
achieved through the utilization of Kali Linux’s graphical setup interface, which
addressed various configuration needs such as disk segmentation, network setup,
and the determination of necessary software components.

Figure 4.1: Kali Linux Desktop

After successfully setting up the testing environment, the following step was then
the selection of a suitable infrastructure, intended to replicate the conditions of a
real-world organization.
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4.1.2 BWAPP (Buggy Web Application)

After a thorough analysis of various alternatives, bWAPP, an acronym for Buggy
Web Application was chosen for being among the most well-known and utilized
vulnerable web applications in the field of cybersecurity for educational and train-
ing purposes [10]. bWAPP provides a safe and controlled environment to explore
and experiment with a wide range of web vulnerabilities, covering over a hundred
bugs found in real applications, including all the common security risks identified
by the Open Web Application Security Project (OWASP).

Before the installation of bWAPP, setting up an Apache server and a MySQL
database was essential to establish a suitable environment where the application
could be executed efficiently. This setup was essential because bWAPP relies on
a functioning web server and database to simulate web application vulnerabilities
effectively.

The initial step involved installing the Apache web server on the Kali Linux
operating system. The installation process was straightforward, through the exe-
cution of the command sudo apt-get install apache2 in the terminal. After
installation, Apache’s active status and listening on port 80 were confirmed using
the command sudo systemctl status apache2. Following this, the web server’s
root directory was configured to host the bWAPP files, ensuring that security set-
tings and file permissions were adequately adjusted to thwart unauthorized access.

The subsequent phase focused on installing and setting up the MySQL database
management system. MySQL was chosen for its compatibility with bWAPP and
its reliability as a database management system. Installation was carried out using
the command sudo apt-get install mysql-server, followed by the initializa-
tion of a new database instance through the command sudo systemctl mysql

start. Through MySQL’s command-line interface, a new database was created
with the command and a user with specific privileges for that database, ensuring
that the bWAPP application had the necessary permissions to perform database
operations without compromising system security. Once the Apache server and
MySQL database were configured, the installation of bWAPP started. Firstly, the
bWAPP zip folder was downloaded from the official website and positioned in /

var/www/html, serving as the root directory where bWAPP would reside for access
through the Apache web server. Regarding the configuration of the database, a
MySQL user was configured with the necessary privileges for accessing and amend-
ing this database. This procedure ensured that bWAPP was capable of interfacing
seamlessly with its database for both retrieval and storage tasks. The settings

.php file, located within the admin directory of bWAPP, was then modified to
incorporate the connection specifics to the MySQL database, encapsulating de-
tails such as the name of the database, user credentials, and password. In the
matter of configuring file permissions, appropriate permissions were assigned to
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various directories encapsulated within the bWAPP environment, encompassing
documents, images, passwords, and logs. This allocation was imperative, guar-
anteeing that the application possessed the requisite permissions for its optimal
functionality. During the concluding phase of installation and access, the bWAPP
installation interface was accessed via a web browser by directing it to 127.0.0.1/
bWAPP/install.php, culminating in the completion of the installation process.

Figure 4.2: bWAPP home page

4.2 Vulnerability Scanning

Upon completing the installation and configuration of bWAPP, the next step in
the process involved selecting the most suitable tools for performing vulnerability
scanning on the specifically prepared infrastructure. Given the wide array of tools
available on Kali Linux, this choice necessitated a careful examination of the char-
acteristics, functionalities, and specific application areas of each tool in order to
identify those best aligned with the research objectives.

Following a careful analysis in the literature and on the web, the primary can-
didates identified were Nmap, Nikto, OWASP ZAP, Metasploit, and Burp Suite.
Each tool presents a different set of capabilities for identifying vulnerabilities and
assessing the security of web applications. However, considering the particular
needs of the project and the infrastructure represented by bWAPP, the final choice
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fell on the following tools for the reasons listed below:

• Nmap was chosen for its technical proficiency in detecting hosts and services,
efficiently mapping the network infrastructure, and identifying active ports
and available services. This selection is underscored by Nmap’s suitability
for initial penetration testing phases, where it offers a detailed examination
of the network’s vulnerability landscape [3].

• Nikto, a specialized web vulnerability scanner, conducts tests on web servers
to identify more than 6,700 potential vulnerabilities and security issues. It
facilitates host authentication, subdomain prediction, enumeration of user-
names via Apache and CGIwrap, and employs mutation techniques for identi-
fying phishing vulnerabilities within web servers. It was also chosen because
of its ease of use and the ability to generate detailed reports of its scans,
which are useful for better analyzing the results for academic purposes [16].

• OWASP ZAP was chosen for its function as an effective attack proxy to
analyze, test, and detect web application vulnerabilities during the develop-
ment and testing phases. The main reason for the choice lies in its graphical
interface and HTTP/HTTPS traffic manipulation capabilities, making it a
comprehensive tool for security testing. As an open-source, Java-based tool
developed by the OWASP project, ZAP offers extensive features, including
web crawling, vulnerability identification, fuzzing analysis, and automated
scans [10].

The decision to focus on these three tools was driven by the goal of understand-
ing the widest possible range of potential vulnerabilities, from network mapping,
to service discovery, to detailed analysis of web applications. The choice also lies in
their similarities, for exhaustive confirmation of the results, and their differences,
for operational adaptability and differences in use through different user interfaces.

4.2.1 Nmap

The deployment of Nmap as the initial tool in the vulnerability scanning process
provided a complete and detailed overview of the bWAPP network environment.
The execution of the command line

sudo nmap -p 80 -sV -sC -O -A -T2 127.0.0.1

facilitated an in-depth analysis, specifically targeting port 80, which is predomi-
nantly utilized for HTTP traffic. The chosen parameters enabled the identification
of the service version (-sV), the implementation of standard scanning scripts to
arise additional information (-sC), the determination of the operating system (-
O), an advanced scan (-A), and a timing template that moderates the scanning
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speed to enhance accuracy and stealth (-T2). This strategic approach not only
underscores the importance of preliminary scanning in understanding the security
landscape but also exemplifies the meticulous configuration of Nmap to maximize
the efficacy of the vulnerability assessment.

Figure 4.3: Nmap script and output

The findings from the scan have unveiled essential details regarding the under-
lying infrastructure of bWAPP. The listening service on port 80 has been identified
as ”http,” operated by Apache httpd version 2.4.57 on a Debian system. This piece
of information is important as each version of the web server may harbor specific
known vulnerabilities that could be exploited in subsequent stages of penetration
testing. Moreover, the analysis of the HTTP server header has corroborated the
Apache version, providing an added layer of detail concerning the running software.

Additionally, the detection of a robots.txt file configured to disallow certain
paths, such as /admin/, /documents/, /images/, and /passwords/, signals
areas of the application that the developers aim to conceal from search engines.
While this configuration was purposeful for testing objectives, in a real-world sce-
nario, it could unveil insightful information on potential sensitive areas within
the application. The discovery of the bWAPP - Login page through the resource
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request /login.php is a critical piece of information for planning penetration
testing attacks. This is because login pages frequently serve as targets for brute
force attempts, SQL injection, and other exploitation techniques. Understanding
the application’s workflow and identifying areas that may be vulnerable is vital
for conducting focused security testing. This knowledge allows testers to devise
strategies that can effectively identify and address potential security weaknesses
within the system.

4.2.2 Nikto

The utilization of Nikto followed the execution of Nmap scan, concentrating on a
more intricate examination of specific vulnerabilities within the tested web appli-
cation. By employing the command line instruction

nikto -h http://localhost/bWAPP -C all -o nikto-bwapp.txt

the process generated an extensive analysis, offering insightful findings into the
security vulnerabilities of the application.

Figure 4.4: Nikto script and output
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The generated report highlighted several critical issues that necessitate partic-
ular attention:

• Absence of Security Headers: the HTTP response headers X-Frame-
Options and X-Content-Type-Options are missing, making the application
susceptible to clickjacking attacks, where users might be tricked into click-
ing on something different than expected, and Multipurpose Internet Mail
Extensions (MIME) sniffing attacks, which elevate the risk of executing ma-
licious content in unintended contexts.

• PHPSESSID Cookie Without HttpOnly Attribute: this omission ren-
ders cookies susceptible to XSS (Cross-Site Scripting) attacks, as it enables
clientside scripts to access the cookies.

• Permitted HTTP Methods: HTTP methods that may not be necessary
are allowed, broadening the attack surface available to an adversary.

• Directory Indexing: the indexing of directories such as /admin/,
/documents/, /images/, and /passwords/, has been discovered, potentially
exposing files or sensitive information not meant for public access.

• Access to Configuration Files and Sensitive Data: files like web.

config, phpinfo.php, and config.inc are accessible, disclosing sensitive
information about server configuration, software versions, and credentials.

• Vulnerability to Cross-Site Scripting (XSS): an XSS vulnerability has
been identified in the file test.php, indicating that the application does not
adequately sanitize user input.

• Accessible Administration and Login Pages: the existence of login
pages and administrative sections (/admin/, /login.php) marked as of in-
terest suggests potential entry points for targeted attacks.
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4.2.3 OWASP ZAP

OWASP ZAP (Zed Attack Proxy) leverages a graphical user interface (GUI) along-
side proxy capabilities to intercept and modify HTTP/HTTPS traffic between
the browser and the web application. This strategy enabled the execution of a
simplified and dynamic interactive scan, facilitating the analysis of requests and
responses generated through standard application usage.

Figure 4.5: OWASP ZAP home page

Thanks to its proxy settings, that redirected the network traffic into the tool,
the scanner was able to automatically recognize the web application and its paths.
This instrument contains a wide array of diagnostic and offensive capabilities aimed
at assisting in the detection, examination, and exploitation of vulnerabilities:

• Active Scanner: builds on preliminary outcomes from automated exami-
nations by assertively employing recognized methods of attack to pinpoint
more subtle security weaknesses.

• Passive Scanner: observes the data exchange to and from the web-based
application for signs of security lapses, without actively dispatching harmful
requests. This approach helps to reduce the possibility of interfering with
the application’s operations.

• Forced Scanner: tries to navigate to restricted sections of the application
without the requisite permissions, revealing resources that are not adequately
secured.

• Fuzzer: dispatches a broad spectrum of inputs to the application to identify
abnormal responses that may signify security vulnerabilities.
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Among these functionalities, the most versatile and adaptable tool is automated
scanning, adept at performing comprehensive assessments with minimal setup.
It utilizes a spider tool to scrape applications, mapping out the structure and
identifying points of entry for potential attacks. The scanner then probes these
points with a variety of payloads to detect common vulnerabilities such as SQL
injection, cross-site scripting (XSS), and insecure server configurations.

The output generated from the automated scanning is an HTML report, which
categorized identified vulnerabilities according to a risk-confidence matrix. This
approach facilitates the process of prioritizing vulnerabilities based on their sever-
ity and exploitability likelihood, simplifying the pinpointing of areas that necessi-
tate immediate corrective measures.

Figure 4.6: Risk-Confidence Matrix (Source: OWASP ZAP Scanning Report)

Key Points from the OWASP ZAP Analysis:

• Medium-Level Risks with High Confidence: the absence of a ”Con-
tent Security Policy (CSP)” header elevates the potential for attacks such
as script injection, underscoring the criticality of instituting CSP directives
to alleviate these vulnerabilities. This highlights the essential role that im-
plementing comprehensive Content Security Policies plays in mitigating the
risk associated with script injection attacks and similar exploits. The detec-
tion of a hidden file (/server-status) could unveil crucial details regarding
server configuration, thereby potentially laying bare the infrastructure to
security risks. The presence of such hidden files is indicative of potential
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oversights in server security management, which could inadvertently expose
critical system configurations to malicious entities.

• Medium-Level Risks with Moderate Confidence: identified vulnera-
bilities include directory browsing and the absence of the ”X-Frame-Options”
header on /portal.php, which may divulge sensitive information and facili-
tate clickjacking attacks. These vulnerabilities, about directory browsing and
inadequate framing policies present a tangible threat by potentially exposing
sensitive data and enabling unauthorized interactions.

• Low-Level Risks: server version information and the lack of security mea-
sures in cookies have been flagged as minor vulnerabilities, yet they con-
tribute to the overall risk view. These lesser concerns, though minor, collec-
tively contribute to an enhanced risk profile by potentially facilitating more
targeted exploits.

The methodology employed by OWASP ZAP is based on the systematic
analysis and dynamic evaluation of web applications. These applications are
particularly susceptible to a range of vulnerabilities, arising from the intri-
cate interactions between client-side and server-side components. This tool
has proven very effective in identifying problems related to content security
policies, cookie management, and server configurations.

By classifying vulnerabilities according to their levels of risk and certainty,
it provides valuable information necessary for developing strategies aimed at
vulnerability mitigation and efficient allocation of security resources.

4.3 Penetration testing

Upon the completion of the vulnerability scanning phase, utilizing tools such as
Nmap, Nikto, and OWASP ZAP, the process progressed towards a more targeted
stage of penetration testing. This particular stage aimed to address vulnerabilities
associated with Cross-Site Scripting (XSS) attacks and SQL Injection, which are
widely recognized as common and high-risk threats to web applications [19]. These
vulnerabilities were also identified as potentially critical during the scanning phase.

Cross-Site Scripting attacks exploit the failure of a web application to ade-
quately sanitize input, thereby allowing malicious scripts to be injected into web
pages accessed by other users. Such attacks can result in session theft, unautho-
rized modification of web content, and further malicious activities against users of
the site.

SQL Injection, on the other hand, represents a different type of attack that
takes advantage of weaknesses in the handling of SQL queries. This enables at-
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tackers to execute unauthorized SQL commands, gain access to sensitive data, and
potentially compromise the entire database.

4.3.1 Cross-Site Scripting (XSS)

The examination of the Cross-Site Scripting (XSS) vulnerability within the bWAPP
application was conducted by embedding a straightforward script into the input
field of one of the website’s pages:

<script>alert(’test XSS script’)</script>

This particular script was crafted to assess the susceptibility of the application
to XSS attacks, aimed to exploit distinct areas where the user’s input is echoed
back directly onto the web page without undergoing proper cleaning processes.
The successful execution of this attack highlighted a critical shortfall in the ap-
plication’s defensive mechanisms against XSS threats. Specifically, it underscored
bWAPP’s failure to implement adequate input filter measures, thereby permitting
the arbitrary execution of scripts within the user’s browser context. The emer-
gence of the JavaScript alert confirmed of the application’s vulnerability to XSS
attacks. This vulnerability not only compromises the integrity of user sessions but
also significantly escalates the risk of severe security breaches, including but not
limited to, the theft of cookies, manipulation of user sessions, and the perpetration
of phishing schemes.

Figure 4.7: Successful Cross-site scripting
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4.3.2 SQL Injection

The employment of SQL Injection, a prevalent attack technique targeting web
applications, is aimed at exploiting vulnerabilities present in the SQL query man-
agement to manipulate or compromise the underlying database. The essence of
SQL Injection attacks lies in their ability to gain unauthorized access to data, alter
or destroy information, or potentially take control of the system hosting the appli-
cation. This form of attack becomes feasible when user input, accepted by the web
application, is directly incorporated into an SQL query without undergoing proper
validation. Consequently, attackers can inject malicious SQL commands through
user interface’s input to carry out unauthorized operations on the database.

Figure 4.8: SQL Injection on bWAPP login page

Within the testing context, which is intentionally designed with vulnerabilities,
the utilization of the SQL Injection script

’ OR ’1’=’1’ --

in the login page serves as a concrete illustration of how SQL Injection attacks
can be executed and the preventive measures that may be employed. This specific
command, when inserted into fields meant for user login credentials — typically
the password or username field — exemplifies an SQL Injection vulnerability.
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The above command modifies the original logic of the SQL query employed by
the application for verifying login credentials [10]. The OR operator allows for the
specification of alternative conditions in a WHERE clause, and ’1’=’1’ represents
a condition that is invariably true. The double dash – signifies the introduction
of a comment in SQL, effectively disregarding the remainder of the application’s
original query, thus facilitating the success of the attack irrespective of the ap-
plication’s conditions. This command instructs the database to return all rows
where the altered condition holds true, invariably resulting in the attack’s success.
As a result, the application may interpret the response as a successful login ver-
ification, granting access to the attacker without the need for valid credentials.
The successful execution of this script on bWAPP’s login page underscores the
application’s vulnerability to SQL Injection attacks, enabling unauthorized access
to the application’s restricted areas.

4.4 Results Analysis

The research executed employing tools such as Nmap, Nikto, and OWASP ZAP
has disclosed that a systematic methodology towards vulnerability scanning and
penetration testing constitutes an essential component for evaluating the security
of web applications. These instruments have demonstrated considerable efficacy
in detecting a wide array of vulnerabilities, ranging from those that are commonly
recognized, like XSS (Cross-Site Scripting) and SQL Injection, to those that are
less evident, pertaining to server configuration or user session management. The
accuracy of the analysis assists in identifying critical vulnerabilities, thus enabling
system administrators and information security professionals to apply precise re-
medial actions.

The association between the identified vulnerabilities and the security mea-
sures prescribed by the ISO/IEC 27001 standard is identified as a key element
of the analysis. Aligning specific vulnerabilities with the respective measures of
the standard highlights the importance of a cohesive security management strat-
egy, integrating penetration testing with a stringent regulatory framework. This
amalgamation aims to augment an organization’s security posture, guaranteeing
compliance with international norms and effective defense against cyber threats.

The implementation of these methodologies, through the utilization of sophisti-
cated tools and adherence to a systematic and organized approach, facilitates the
effective identification and mitigation of vulnerabilities, thus enhancing the cy-
ber resilience of organizations. The incorporation of these practices into security
management protocols, conforming to the ISO/IEC 27001 standard’s guidelines,
is crucial for developing a resilient and adaptable ISMS.
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Conclusions

The main goal of this thesis was to investigate the effectiveness of the existing reg-
ulatory framework represented by the international standard ISO/IEC 27001 in
facilitating businesses’ adaptation to digital transformation, specifically examining
the role and added value of penetration testing practices in this process. Through
a methodical analysis, it aimed to determine whether such practices could be
considered not only as tools for cybersecurity defense but also as enhancers for
corporate governance in the face of challenges posed by digitalization. Therefore,
it sought to understand how the integration of penetration testing within cyber-
security strategies could actually strengthen organizations’ resilience, improving
their ability to protect critical data and infrastructure. This study intended to
provide a significant contribution to the debate on how businesses can effectively
adopt regulations and best security practices to successfully navigate the evolving
digital landscape, evaluating the long-term impacts on the structure and culture
of organizational security.
Throughout the dissertation, the ISO/IEC 27001 regulatory framework is explored,
describing its history, development, and key components, the benefits of adopting
such a standard for information security management, as well as the challenges
related to its implementation. Subsequently, the research focuses on the method-
ologies, tools, and techniques of penetration testing, outlining how these practices
are essential for identifying and mitigating vulnerabilities within corporate in-
formation systems. The methodological approach to vulnerability assessment is
analyzed, providing details on the most commonly used software tools in this area.
Moreover, a practical case study is presented, illustrating what the process of vul-
nerability scanning and penetration testing execution within a system might look
like. Through the use of specialized platforms and software, it is demonstrated
how penetration testing techniques significantly contribute to strengthening the
cyber resilience of organizations. Finally, the thesis concludes with a summary of
the results, aiming to provide significant insights for industry professionals, pol-
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icymakers, and stakeholders interested in developing more effective and resilient
cybersecurity strategies.
It has been demonstrated that penetration testing and other vulnerability man-
agement practices are fundamental pillars in the cyber risk management of organi-
zations. A strategic collaboration between these tools and the current regulatory
framework would not only improve cyber resilience through a proactive approach
to risk management but would also enrich governance structures by implement-
ing more effective and targeted cybersecurity practices. The integration of these
practices amplifies an organization’s ability to anticipate, identify, and mitigate
cyber risks more effectively. These techniques, functioning as a dynamic audit,
allow for the simulation of targeted cyber attacks, thus providing a holistic view
of potential vulnerabilities. This process, if aligned with the rigorous standards
of regulation, ensures that security measures are not only compliant with inter-
national best practices but are also continuously updated in response to emerging
threats. Moreover, this would promote an organizational environment where infor-
mation security is perceived as a shared responsibility, fostering the development
of stronger cybersecurity policies, strategic planning, and a more anticipatory ap-
proach to risk management. In this context, the business approach is not limited
to mere compliance with a standard but evolves into a dynamic process of con-
tinuous improvement, aimed at protecting digital assets and ensuring operational
continuity, while also ensuring greater transparency and accountability within or-
ganizations. In this way, organizations can demonstrate to internal and external
stakeholders their commitment to data protection and cyber risk management.
This is particularly relevant in an era where digital trust plays a crucial role in the
reputation and success of companies.
In conclusion, the commitment to continuously improve and adapt to the changing
dynamics of the digital landscape will be essential to maintaining and enhancing
information security in organizations. The ability to anticipate and effectively re-
spond to cyber threats, integrating innovative strategies such as penetration testing
with established regulatory frameworks, could certainly represent a key factor for
the success of organizations’ cybersecurity governance in the era of digital trans-
formation.
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