ALMA MATER STUDIORUM - UNIVERSITY OF BOLOGNA

SCHOOL OF ENGINEERING
Department of
Electrical, Electronic and Information Engineering

“Guglielmo Marconi”
DEI

MASTER’S DEGREE IN TELECOMMUNICATION
ENGINEERING

MASTER’S THESIS
in
Multimedia Services and Applications

Network Federated Learning for Real Time Traffic
Predictions in Internet of Vehicles Scenarios

Candidate Supervisor

Abdullah Abbasi Prof. Daniele Tarchi

Co-Supervisor

Mr. Swapnil Sadashiv Shinde

Academic Year
2021/2022



Abstract

The project aims to present a theoretical and algorithmic framework for Network Federated
Learning (NFL) in decentralized collections of local datasets, where the datasets are structurally
related through some specific similarity measure. The similarity can be based on functional
relationships, statistical dependencies, or spatiotemporal proximity. In our case, we considered
the mobility model of vehicles to model the movement of vehicles within an area to better
analyse the dynamics of traffic within the city. In order to formulate NFL, our methodology
uses a Generalized Total Variation (GTV) minimization which is the extension of existing
federated multi-task learning methods. The approach we presented is adaptable and works with

different models.

Moreover, for local models that result in convex problems, we provide precise conditions on
the local models and their network structure such that the algorithm learns nearly optimal local
models. The analysis reveals an interesting interplay between the convex geometry of local
models and the (cluster-) geometry of their network structure. Means, the shape of the local
models which is determined by their convex geometry, and the structure of the network

determined by their cluster geometry, can influence the quality of the learned local models.

We then compare the results of our algorithm with centralized federated learning (FL) model.
The analysis shows our algorithm for NFL has quite better performance with respect to

centralized FL.
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Introduction

One of the relatively few business areas that has had rapid growth for more than 30 years is the
mobile communication industry. With three identified services/use cases, including eMBB
(enhanced mobile broadband), URLLC (ultra-reliable and low-latency communications), and
mMTC (massive machine-type communications) [1], the 5G mobile networks promise to
further transform our contemporary society and vertical industries. As the commercial rollout
of 5G mobile systems continues, research conversations on the 6G generation of mobile systems
have begun [2], [3]. Extending beyond 5G capacity, 6G mobile network technologies are
motivated by the demanding requirements of new mobile applications like extended reality,
industry 5.0, and digital twins. Although 6G is still in the conceptual stage, some of the top
vendors have released the first iterations of technology-driven key performance indicators
(KPIs) for 6G. The potential enabling technologies for 6G are generally agreed upon, including
THz communications, integrated spatial-terrestrial networks (ISTN), reconfigurable intelligent
surfaces (RIS), and artificial intelligence (AI) [2], [4]. Existing technologies like enhanced
channel coding and modulation, very large-scale antenna, spectrum sharing, full duplex, etc.
will evolve because of these revolutionary technologies.

The global spread of 5G networks is anticipated to encourage the adoption of Internet of Things
(IoT) technology and applications, which demand extremely high levels of connectivity,
security, and low latency. However, it is well known that many IoT devices require more than
just 5G to exchange different kinds of data in real time. These limitations encourage the
development of 6G technologies, which can enable lower latency, better network capacity, and
quicker data transmission rates. The sixth generation of mobile wireless networks (6G) is
already conceptualized, and a few potentially disruptive technologies are already acting as
catalysts for the birth of a variety of edge-cutting applications. As vehicular networks become
more dynamic and complex with strict requirements on ultra-low latency, high reliability, and
massive connections, 6G will be a key supporter for the development towards a truly Intelligent
Transportation System and the realization of the Smart City concept by overcoming the
limitations of 5G. More importantly, giving these vital systems security and privacy should be
a key priority because weaknesses can have disastrous effects.

Figure 1. shows the architecture of 6G and Internet of Vehicle (IoV) system together [6]. 6G is
responsible for providing high reliability, low latency, scalability, and high throughput. With



all these KPI’s we can perform communications, computations, positioning and sensing

functionalities for vehicular networks.

FUNCTIONS KPI’s
IoV ARCHITECTURE
Communications . s
Autonomous Control Smart High Reliability
RSU
Vehicles Center Road
Computations Low Latency
Positioning Scalability
6G TECHNOLOGIES
Sensing THz Cell Artificial High Throughput
Communication Accessibility Intelligence

Figure 1. 6G & IoV Architecture [6]

Internet of Vehicles (IoVs) has been regarded as a crucial technology for establishing Intelligent
Transportation Systems in smart cities and is one of the most promising applications in the
future Internet of Things. The introduction of sixth generation (6G) communications
technologies will result in large network infrastructures being densely distributed and an
exponential rise in the number of network nodes. We have seen a booming industry and
increased use of Al solutions in a variety of ICT applications in recent years. Intelligent personal
assistants, video/audio surveillance, smart city operations, and autonomous cars are just a few
of the ways that Al services are growing in popularity. In fact, whole sectors are changing.
Industry 4.0, which aspires to digitize manufacturing, robotics, automation, and related
industrial fields as part of digital transformation, is a prime example. In addition, the growing
usage of computers and software necessitates new kinds of design trade-offs, such as those
involving the energy requirements for computations, the timing of data transmissions, privacy,

and security [6].

Two technologies that are anticipated to influence communication and transportation in the
future are 6G and loVs. In addition to enabling new and inventive apps and services, 6G's ultra-
fast speed, low latency, and large bandwidth along with IoVs improved capabilities for vehicles

will also increase safety and efficiency.



IoVs can be represented by a network structure, which can be visualized as a graph consisting
of nodes and edges. Nodes in an oV network can represent various components such as
vehicles, roadside sensors, cloud servers, and mobile devices. These nodes are interconnected
by edges that represent the communication links between them. The edges can be directed or
undirected, depending on the type of communication between the nodes. Representing the [oV
as a network structure provides a useful way to understand the complex interactions and

communication patterns that occur in this emerging field.

In application domains that that generate local datasets through a network structure, there are
many uses of federated learning (FL) [46]. Two examples of such domains are pandemic
management and the Internet of Things (IoT) [47], where local datasets are generated by
smartphones, wearables, or industrial IoT devices. FL refers to a collection of machine learning
techniques that collaboratively train models on decentralized collections of local datasets [39].
Instead of collecting all data at a central location, FL methods carry out computations such as
gradient descent steps during model training at the location of data generation. FL is appealing
for applications involving sensitive data, such as healthcare, as it does not require the exchange
of raw data but only model updates without leaking sensitive information in local datasets.
Furthermore, FL methods can offer robustness against malicious data perturbation due to

intrinsic averaging or aggregation over large collections of mostly benign datasets [48].

The challenges faced by FL applications that deal with local datasets is that many datasets have
different statistical properties such as in case of loVs the movement of vehicles from one area
to the other are different at different time instants (see Chapter 3). Each local dataset creates a
unique learning task that requires optimizing the parameters of a local model. We propose an
optimization method that trains personalized local models related to the statistical properties of
the corresponding local dataset. This method uses a regularized empirical risk minimization
approach that incorporates a measure of local model parameter variation as a regularizer term,
(see Chapter 5). The resulting optimization problem is solved by iteratively using Gradient
Descent steps which implements message passing over the network structure of local datasets

(see Chapter 5).

To address the heterogeneity among local datasets, we introduce Clustered FL, which uses
clustering assumptions to group local datasets with similar statistical properties into disjoint

subsets or clusters. The clustering assumption requires local datasets and their associated



learning tasks to belong to statistically homogeneous clusters (see Chapter 4). The main
contribution of this thesis is to provide a detailed characterization of the cluster structure and
local model geometry for local datasets that allow their methods to pool local datasets that form
statistically homogeneous clusters of datasets. The method proposed for NFL, does not simply
combine clustering methods and model training, but instead interweaves the pooling of local

datasets with model training using the connectivity of the empirical graph.

In Chapter 1, we will talk about the importance of Al in 6g for creating a native Al-based
network. We will see the role of 6G and its importance for enabling Internet of Vehicles (IoVs).
Then Chapter 2 will focus on the importance of using Federated Learning (FL) and Network
Federated Learning (NFL) and how NFL outperforms FL. In Chapter 3 we will see how we use
network graphical model and the mobility model of vehicles in order to model the movement
of vehicles within the city. We will talk about how we build Manhattan Grid Mobility Model
(MGMM) in our case for this project. Then Chapter 4 will focus on how we represented our
data through an undirected empirical graph for our approach in IoVs scenario and we will
discuss the modelling of the whole network for our project and we also talk about the clustering
assumptions for Network Federated Learning. Chapter 5 will focus on the algorithmic
framework for our project. Here we will discuss that how we performed Generalized Total
Variation (GTV) Minimization to measure the variation of local model parameters. We then
presented an algorithm for GTV minimization in our project. In Chapter 6 we will compare and
talk about the results of our algorithm with the results of traditional centralised federated

learning.



1. 6G & Internet of Vehicles (IoVs)

The fifth generation (5G) mobile networks brought in tremendous improvements over the
previous generations of mobile communication technology. However, the development of the
next generation of mobile communication technology, 6G, is already in progress, and it

promises to be even more transformative.

One of the most significant features of 6G is expected to be its native support for Artificial
Intelligence (AI). Al is already transforming industries ranging from healthcare to
transportation, and it is poised to have an even more significant impact on the world in the
coming years. By integrating Al into the 6G network, we can unlock even more potential for

this transformative technology [7].

The inclusion of Al in 6G is essential to realizing the full potential of this transformative
technology. By integrating Al into the very fabric of the network, we can enhance network
management, improve the user experience, enhance security, enable intelligent connectivity,
and unlock unprecedented data capabilities. With these benefits, the potential for innovation

and progress is limitless.

1.1 THE ROLE OF 6G IN ENABLING THE INTERNET OF VEHICLES
(I0VS)

With the varying demands in service qualities, Internet of vehicles (IoVs) are one of the

essential vertical businesses in 6G. For IoV, there are two levels of definition [5]:

1. In essence, Autonomous Vehicles (AV) that are connected to other cars and/or
infrastructure are referred to as [oVs.

2. With little to no human control, AVs are capable of perceiving their driving surroundings

and moving safely.

Autonomous and linked vehicles, which are seen as the two most promising technologies for
future transportation systems, were first developed concurrently. They both, however, have
intrinsic flaws. The development of IoVs, or linked and autonomous cars, has generated

enormous impetus for addressing transportation issues. Numerous prospective IoVs



applications, including cooperative platooning, intelligent crossings, and cooperative
perception, have the potential to drastically increase traffic congestion, fuel efficiency, and road
safety. The following stricter KPIs must be met by 6G in order to fully realize the potential of
IoVs:

1. Extremely high reliability

2. Extremely low latency

3. Extremely massive instant access: anytime, anywhere.

4

. Extremely high throughput to support high volume of data transactions.

These KPIs present substantial problems that necessitate innovative thinking and edge-cutting
communication technologies, like Long Term Evolution (LTE) enabled Connected vehicle-to-
everything (C-V2X) and 5G New Radio (NR) V2X communications. This paradigm known as
the IoVs has emerged as a result of advancements in vehicle communications. Using vehicle-
to-everything (V2X) connections, the IoVs concept enables the integration of smart vehicles
with the Internet, transportation infrastructure, and other road users. Vehicles are outfitted with
sensors, control and computer units, communication, storage, and learning capabilities.
Dedicated short-range communication (DSRC), which is based on IEEE 802.11, was for a long
time the only V2X solution. The 3GPP adopted an edge-cutting technology in 2017 known as
cellular-enabled V2X, or C-V2X, which can offer significantly higher system performance,
higher spectral efficiency, higher range, reliability, and security than alternative technologies,
enabling higher levels of safety for more road users. C-V2X relies on the capabilities of 4G,
5@, and future 6G cellular networks [8]. Two complementary transmission modes are used by
C-V2X to offer a wide range of driving safety measures. These modes are the long-range
network communications (C-V2X Mobile Communications) and the short-range direct
communications (C-V2X Direct). Short-range communication between vehicles (V2V),
vehicles and infrastructure (V21I), and vehicles and pedestrians are all included in C-V2X Direct
(V2P).

We will discuss two scenarios to see how 6G is important to Internet of Vehicles (IoVs):

CASE 1:

The implementation of 6G technology is expected to play a significant role in enabling the
mission-critical services of IoVs. Unlike 5G, which primarily focuses on communication
between humans or machines, 6G is expected to expand beyond this by utilizing radio

frequency (RF) for object sensing and positioning. The use of higher frequency bands in 6G,
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such as THz, will result in a more precise sensing and positioning resolution and increased data
throughput through enhanced beamforming directionality. There is also a growing trend to
incorporate intelligence into communication networks to handle the increasing complexity of
network management. The combination of Communications, Computation, Positioning, and
Sensing, known as CCPS, will allow for the deployment of a 6G system that satisfies service
and application requirements while being cost-effective and able to be deployed at a large scale.
A joint design of a 6G system with multiple cross-functional components is believed to provide
a more efficient solution that benefits all CCPS functions, which are crucial for a IoV system

to achieve autonomous driving.

CASE 2:

The integration of IoVs will improve the delivery and operation of 6G services. Roads play a
crucial role in contemporary cities, just as vehicles do for families and society. The combination
of stationary roads and mobile vehicles constitutes a significant part of our foundational
infrastructure. The [oVs system, consisting of smart roads, Roadside Units (RSUs), and vehicles,
can offer ample resources, physical space, and services for communication, computing, and

intelligence.

The exceptional features of [oVs, such as their controlled mobility and simple deployment, can
effectively support the Communication and Computing Platform Services (CCPS) of 6G
systems by extending the infrastructure, monitoring the networks, and maintaining 6G networks
to achieve its goal of widespread wireless intelligence while minimizing network operation
costs. With the predicted substantial investments in 6G and IoVs infrastructures, the 6G
communication and IoVs systems can be jointly designed, planned, and operated, leading to a

better reuse of system resources and services.

As previously mentioned, the KPIs for IoVs and the functions of the control center for
pedestrian safety (CCPS) play a significant role in shaping the design of a [oVs system, which
includes AV’s, RSUs, intelligent roads, and a control center. These functions are made possible
by the use of advanced technologies such as THz, cell-free technology, and Al that are part of
the 6G revolution. In turn, the IoVs infrastructure will also aid in the practical application and
deployment of 6G technology. It's worth noting that traditional 4G and developing 5G

technologies will continue to support [oVs.
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1.2 THE PROGRESSION AND GROWTH OF VEHICLE-TO-
EVERYTHING (V2X) AND INTERNET OF VEHICLES (I0V)

1.2.1 The progression and growth of Vehicle-to-Everything (V2X)

The ability to connect wirelessly is essential for IoV applications. V2X (vehicle to everything)
technology has been developed and standardized as a key component of connected vehicles.
This encompasses various forms of communication, including V2V (vehicle to vehicle), V2I
(vehicle to infrastructure), V2P (vehicle to pedestrian), and V2N (vehicle to network). The first
V2X technology was dedicated short-range communication (DSRC) which utilizes a 5.9 GHz
frequency band that has been designated by the US Federal Communications Commission and
the European ETSI for intelligent transportation systems (ITS). DSRC supports a range of ITS
applications such as toll collection, vehicle safety, and in-vehicle entertainment. The technology
behind DSRC is based on IEEE 802.11p, which is a modification to the IEEE 802.11 standard
that provides wireless access in vehicular environments, with a specific focus on the physical
and media access layers. Throughout the years, various V2X configurations have been created,
both in academic and industrial settings, including ITS-GS5 in Europe, which were mainly based

on the IEEE 802.11p standard.

However, the use of random channel access in IEEE 802.11p has resulted in various limitations,
such as lack of quality-of-service guarantees, long delays, weak connectivity between vehicles
and infrastructure, and the need for large-scale deployment of infrastructure. To overcome these
limitations, the 3rd generation partnership project (3GPP) introduced C-V2X, a cellular-based
V2X solution that uses existing cellular communication infrastructure. Unlike IEEE 802.11p,
cellular technologies have built-in quality of service mechanisms and are renowned for their
mobility management capabilities. CV2X started with LTE, which is widely used and

commercially available in everyday life as 4G.

The support for V2X services by 3GPP was defined in the Release 14 standards and can be
provided through side link transmissions over the PCS5 interface. The V2X transmissions are
either managed through centralized scheduling by eNodeBs or gNBs, or through distributed
scheduling by vehicles. While centralized scheduling ensures high broadcast reliability, it also
leads to high signaling overheads due to frequent updates and resource allocation. On the other

hand, distributed scheduling has better scalability with autonomous resource selection. In 3GPP
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Release 15, the sidelink transmission for V2X was improved with features such as transmission
diversity, carrier aggregation, and higher quadrature amplitude modulation. The 3GPP Release
16 specifies SG NR based V2X support with additional features including unicast and multicast
support, enhanced channel sensing, improved resource selection and QoS management, and
congestion control [8], [9]. The 3GPP Release 17, which is expected to be completed in 2024,
is currently in its planning stage and is aimed at enhancing side link efficiency, URLLC,

positioning, and the use of relay and frequency range 2 over 6 GHz.

As C-V2X technology advances quickly, IEEE is keeping pace by forming a new Study Group
called IEEE 802.11 Next Generation V2X in March 2018, which resulted in the creation of
IEEE Task Group 802.11bd (TGbd) in January 2019. Both 802.11bd and 5G NR-V2X aim to
minimize latency, increase efficiency and offer a higher level of reliability (i.e. 99.999%).
However, their approaches differ, as 802.11bd must maintain compatibility on the same
physical channel, while NR-V2X can communicate with its predecessor (LTE-V2X) through a
different radio channel. Although the 802.11bd methodology offers significant benefits, it also

presents significant design and performance challenges [8].

1.2.2 The progression and growth of Internet of Vehicles (IoV)

An additional timeline in the progress of IoVs technology is the rise in automation in vehicles.
Starting from basic systems like forward collision warning and automatic braking, significant
advancements in IoVs have been made, such as the availability of autonomous taxi services in
the US and China. These taxis are capable of self-driving under specific circumstances, which
is classified as Level 4 on the Automated Driving standard set by the Society of Automotive
Engineers. Many well-known car manufacturers and technology companies, like Audi,
Mercedes Benz, and Google, are currently working towards achieving full automation (Level 5

of the SAE automated driving standard).

Mobileye, the leading company in the field of Autonomous Driving Systems (ADS), identifies
three critical components of autonomous driving technology: sensing, driving, and mapping.
The objective of sensing is to create a comprehensive and accurate environment model with a
360-degree view. This includes identifying obstacles and road signs. Autonomous vehicles
utilize a variety of sensors including cameras, ultrasound, lidar, short- and long-range radars.

Each sensor has its own advantages and disadvantages. For instance, cameras offer high

13



resolution, long-range detection, and the ability to recognize road signs and traffic lights, but
they struggle in poor lighting and weather conditions. On the other hand, radars are effective in
detecting objects at a distance and determining their speed, but they have low resolution and
cannot identify the shape or height of objects [7]. Lidar has a broad field of view and accurate
distance measurement capabilities, but it has limited resolution and is impacted by adverse

weather conditions.

To ensure safe and dependable driving in various difficult road, weather, and lighting conditions,
a variety of techniques utilizing a mix of sensors have been selected for vehicles. For instance,
the latest Waymo autonomous driving platform 1 uses radar, lidar, and cameras, while Tesla
autonomous vehicles employ cameras, radar, and ultrasonic but not lidar. The combination of
multiple local sensors can improve sensing and safety, but they are still limited by the line of
sight detection and the performance decreases with increasing object distance [6]. Despite
significant investments by autonomous driving companies in vehicles with more powerful
sensors, complete driving automation may not be possible due to challenges such as limitations
in machine learning algorithms and sensors, difficult driving conditions and road emergencies,
and the absence of redundancy in sensor safety and infrastructure support. Connected vehicles
are seen as a crucial complementary technology for autonomous vehicles and are regarded as
an integral part of full automation [5]. The integration of autonomous vehicles and connected
vehicles can address most of the issues faced by autonomous vehicles alone and offer new road
efficiency applications such as cooperative platooning and remote driving [10]. IoVs has
received a lot of support from the automotive, telecommunication, academic, and public sectors

in recent years.

1.3 SUPPORT FOR IOV WITH 6G TECHNOLOGY

A typical connected and automated vehicle system, as illustrated in Figure 2. below, consists
of various important components that include IoVs on roads, roadside units (RSUs) equipped
with communication, computing, and traffic control devices, smart roads with intelligent
materials and sensors, and a transportation control center [5]. The RSUs will play a crucial role
in collaborative mobility and computing. Additionally, unmanned aerial vehicles (UAVs) are
being utilized in various scenarios to complement on-road vehicles, and connected unmanned
aerial vehicles (CUAVs) are considered a part of the Connected-Autonomous-vehicle (CAV)

system. The new capabilities that 6G systems can offer, such as the cloud-based positioning
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system (CCPS), can bring significant benefits to IoVs from both connectivity and computing
perspectives, and are assisted by key technologies present in 5G networks, such as millimeter
wave, massive multiple-input multiple-output, network virtualization function, and software-

defined networks.

Network interconnect with Internet
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Figure 2. MEC: Mobile Edge Computing, RSU: Roadside Unit, CUAV: Connected Unmanned Ariel Vehicle,
CAV: Connected & Autonomous Vehicle, V2V: Vehicle to Vehicle, V2I: Vehicle to Infrastructure [5]

1.3.1 Key Technologies for 6G Enabling.

The 6G technology is expected to bring about exceptional capacity, incredibly low latency, and
extensive coverage [2]. It aims to deliver Tbps data rates and supports a variety of innovative
applications that require agility, reliability, low latency, and energy efficiency. There are global
research initiatives underway, exploring different technologies and roadmaps for 6G. The ITU
formed a research group for 2030 network technologies in July 2018. In 2018, SK Telecom
proposed a 6G technical roadmap with THz, cell-free networks, and airborne wireless platforms,
and partnered with Samsung to work on joint 6G evolution technologies. China began its 6G
research initiatives in 2018 with the aim of defining the Beyond 5G vision and requirements.
Huawei also announced its 6G research study in 2019. The FCC sees 6G as featuring THz
networks with multiple data transfer beams, which will require unprecedented network

densification. In the following, some of the relevant technologies for [oVs are mentioned.

e THz for IoVs.
e Grant Free and Non-orthogonal Multiple Access (NOMA)
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e Cell Free Communications

o Artificial Intelligence (AI) and Edge Intelligence (EI)

1.4 IMPROVEMENTS IN IOV TECHNOLOGY FOR 6G NETWORK

The implementation of 6G technology will greatly enhance the capabilities of [oVs, and in turn,
IoVs will provide significant support for 6G in communication, networking, computing, and
management services. This will allow 6G systems to achieve their goal of widespread wireless
intelligence. The proposed 6G network architecture, as depicted in Figure 3. consists of a
mobile core network, a space access network, edge clouds and servers, edge access networks,
and end devices [5]. The mobile core network operates similarly to 5G networks' gNBs and
manages mobility, network connections, and internet access. The space access network
provides connectivity through satellites and UAVs. Networking and computing services are
provided by central and edge servers, with features like network slicing and NVF. The edge
access network connects mobile users and end devices to the mobile core network and edge
servers. In addition to supporting mmWave and THz communications, the CAV system can

also enhance 6G networks through edge and space access.
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1.4.1 Extension of 6G Infrastructure

The deployment of 6G base stations requires a substantial amount of investment and is not
easily adaptable to the constantly changing patterns of cellular network traffic. In emergency
situations, such as natural disasters, the communication infrastructure may not be functional.
To overcome these challenges, the use of surface connected and unmanned aerial vehicles

(CAVs and CUAVs) as mobile platforms to extend the 6G communication infrastructure is
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proposed. These vehicles can be converted into mobile base stations (MBS) and deployed as
needed to increase coverage. MBS provides a cost-effective and flexible solution to supplement
the fixed 6G communication infrastructure. The MBSs can work together and adjust their
services according to changing demands. While some MBSs may be dedicated to providing
communication services, most are expected to primarily provide mobility services. The IoVs
are intended to support the communication infrastructure by offloading some traffic and
establishing connections with base stations during times when they are not needed for
transportation. The patterns of road traffic and wireless network traffic make it possible for the
IoVs to provide communication services when not needed for transportation, such as at night
when there is less road traffic and more wireless network traffic. By utilizing the IoVs in this
manner, the utilization of the IoVs can be improved and the operational costs of the 6G network

can be reduced.

1.4.2 Mobile Vehicle Edge Computing

The main characteristic of 6G is the provision of intelligent services and applications through
the use of a cloud computing continuum (3C) that includes remote clouds and edge clouds [5].
The 3C will handle edge computing applications that require various computing performance
capabilities. However, due to the mobility of edge computing service users, computing and data
migration will present a challenge within the 3C framework. With the growing computing
power needed for high-level automation of internet of vehicles (IoVs), they can support 6G
networks in providing mobile computing services. The abundance of storage space provides a
chance for IoVs to be equipped with more resources for larger scale vehicle edge computing
(VEC) services. These services can be deployed based on the needs of 6G network operators or
individuals, serving other IoVs or other mobile users. VECs, with their autonomous mobility
and ease of deployment, represent a flexible and valuable addition to 6G mobile edge

computing (MEC).

1.4.3 Network Performance Monitoring and Sensing for 6G

The 6G network will have a complex design and will require sophisticated management and
control. There is a growing trend towards automating networks and making them more resilient,
both from the perspective of telecommunications equipment vendors and network operators.
IoV technology can play a role in automating 6G networks. Accurate measurement and

monitoring are crucial for achieving intelligent control and automation, which IoVs and smart
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roads equipped with intelligent sensors can help with by providing real-time updates on service
quality and monitoring the network infrastructure. IoVs and smart roads can support the
creation and operation of a 6G RIS-based smart communication environment. They can be
deployed on demand to monitor network service quality, act as temporary base stations to
enhance 6G communications, detect and even fix problematic outdoor 6G network components.
With an increasing number of IoVs, they can provide a cost-effective alternative to manual

network monitoring and improve 6G automation.
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2. Federated Learning (FL) & Network Federated
Learning (NFL)

Recently, data and computing resources are often distributed among end-user devices, various
regions, or organizations. Due to legal restrictions, the data and computing resources cannot be
combined or directly shared for machine learning (ML) purposes. To take advantage of these
distributed resources, Network Federated Learning (NFL) & Federated learning (FL) has
emerged as an effective solution for training ML models collaboratively, while still complying

with laws and regulations and protecting data security and privacy [12].

ML involves automatically discovering patterns or models within data. These models are
expressed as ML models, which consist of a model structure represented as a directed acyclic
graph, processing units such as activation functions in deep neural networks (DNNs), and
associated parameters or hyper-parameters. Input data is processed through the ML model to
produce output, such as prediction or classification results, which is called the inference process.
The ML model is created using training data through a training process, in which the parameters
or structure of the model are adjusted using a training algorithm to improve performance, like
accuracy or generalization capacity. This algorithm is also referred to as a ML algorithm and

the duration of the training process is the training time.

ML training can be grouped into four categories based on the presence of labels in the training
data [11]. The categories are supervised learning, unsupervised learning, semi-supervised
learning, and reinforcement learning. The focus of us is on supervised learning, where the
training data includes both input features and corresponding labels. For example, each data
point consists of (x, y), where x is the input feature and y is the desired output. In unsupervised
learning, the training data only consists of input features and does not have output values. In
semi-supervised learning, a portion of the training data has output values while the rest does
not. Reinforcement learning involves considering observations from the previous iteration

during each training iteration.
As the size of the training data increases, reaching terabytes or becoming too big to store on a

single machine, the training process is carried out using distributed resources, referred to as

distributed ML. This approach can significantly improve training speed and reduce the time
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needed for training. Distributed ML takes advantage of three forms of parallelism to parallelize
the training process, including data parallelism, model parallelism, and pipeline parallelism.
With data parallelism, the training data is divided into chunks and processed by different
computing resources. Model parallelism involves each computing resource processing a copy
of the data with different parts of the machine learning model. Pipeline parallelism combines
the two, with each computing resource processing a portion of the training data and model,

allowing for parallelized computation and communication at each node.

Figure 4. below shows machine learning consists of combination of three components [11]. So,

we have.

a). Data: Data is the foundation of ML, and it refers to the information that is used to train a
ML model. Data can come in various forms, such as images, text, audio, video, and numerical
data. ML algorithms learn from data by extracting patterns and insights, which can then be used
to make predictions or decisions. The quality and quantity of the data used to train a ML model
directly impact its accuracy and reliability [14].

b). User Specific Model: A user-specific model in ML is a model that is trained on data that is
specific to a particular user. These models are personalized to the individual user and can be
used to make personalized recommendations, predictions, or decisions. User-specific models
are often used in applications such as recommender systems, where the goal is to provide
personalized recommendations to individual users based on their preferences and past
behaviour [15].

¢). Notion of loss function: A loss function is a mathematical function that is used to measure
the difference between the predicted values of a ML model and the actual values. The goal of a
ML model is to minimize the loss function, which indicates how well the model is performing
on the given task. Different ML algorithms and models use different loss functions, depending
on the specific problem being solved. For example, the mean squared error (MSE) loss function
is commonly used in regression problems, while the cross-entropy loss function is used in

classification problems [14].
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Figure 4. Components of Machine Learning [11]

2.1 FEDERATED LEARNING (FL)

FL is a collaborative ML method where multiple users work together to train a model without
the raw data being centralized in a single location. The model used in FL is referred to as the
FL model, which was initially designed to handle imbalanced and non-IID data found in mobile
devices. Later, the idea of FL was expanded to cover distributed data from multiple sources,
such as multiple organizations or regions [16]. FL systems are utilized throughout the FL
model's life cycle and serve as a distributed system to manage the distributed training process

with dispersed resources.

FL is a unique form of distributed machine learning that sets itself apart from other methods in
three keyways. Firstly, FL prohibits direct communication of raw data, while other methods
have no such restrictions. Secondly, FL utilizes the computing resources across multiple regions
and organizations, while other methods only use a single server or cluster in one region owned
by one organization. FL enables collaboration between different organizations. Thirdly, FL uses
encryption and other security measures to protect data privacy and security [17], which is not a
priority for other methods. This is important as the loss of information can result in financial

and reputational damage.
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2.1.1 Federated Learning model cycle

The FL model life cycle involves several stages [18], which are as follows:

Data Collection: The first stage of the FL model life cycle is data collection, where data from
multiple clients (such as mobile devices, laptops, etc.) is collected. Each client has its own data

that is stored locally and cannot be shared due to privacy and security concerns.

Model Initialization: In this stage, a global model is initialized, which will be trained on the
federated data from the clients. The model parameters are randomly initialized, and the model

architecture is defined.

Model Training: In this stage, the global model is trained on the federated data from the clients.
The model parameters are updated based on the local data on each client, without sharing the

raw data. This is done using techniques such as secure aggregation and differential privacy.

Model Evaluation: After the model is trained, it is evaluated to determine its accuracy and
performance. This is done by comparing the model's predictions with the actual data on a

holdout set or by using other evaluation metrics.

Model Deployment: Once the model is evaluated and found to be accurate, it can be deployed
for use in the real world. The deployed model can be used for various applications, such as

making predictions, classifications, or recommendations.

Continuous Monitoring: The deployed model is continuously monitored to detect any changes
in the data distribution or to identify any drift in the model's performance. This is important to

ensure that the model remains accurate and relevant over time.
Model Re-training: If the model's performance starts to deteriorate, it can be re-trained using
updated data and the latest version of the algorithm. This process can be repeated as needed to

keep the model up-to-date and accurate.

In conclusion, the FL. model life cycle is an iterative process that involves data collection, model

initialization, training, evaluation, deployment, continuous monitoring, and re-training. The
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goal is to maintain an accurate and up-to-date model that can be used for various applications

while preserving the privacy and security of the data.

2.1.2 Architecture of Federated Learning System

A FL system is a distributed ML framework where multiple participating devices (e.g.
smartphones, [oT devices) train a shared model simultaneously without exchanging raw data
with a central server. The functional architecture of a federated learning system typically

consists of the following components:

Client devices: These are the participating devices that hold the local data and perform local

model training and updates.

Aggregation Server: This is a central node that manages the overall training process and

coordinates the communication between the client devices.

Model: This is the shared model that is trained on the federated data from the client devices.
The server holds the current version of the model and distributes it to the client devices for
training.

Communication protocol: This defines the rules for exchanging messages between the client
devices and the server. This includes sending model updates from the client devices to the server

and sending the latest version of the model from the server to the client devices.

Aggregation function: This is the function used by the server to aggregate the updates received

from the client devices and update the shared model.

The architecture is illustrated as follows:

Client devices (1,2,...,n) < ———=> Server < ———> Model

In this approach, the client devices, represented by (1, 2, ..., n), communicate directly with the

server to perform model training. The client devices perform local model training using their
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local data, and send their model updates to the server. The server aggregates the updates from
all the client devices and updates the shared model. The updated model is then distributed back
to the client devices for the next round of training. This process continues until the shared model
converges to an optimal solution, providing a highly scalable and privacy-preserving machine
learning solution.

In Figure 5. A generalized FL architecture is presented with basic FL elements [12].
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T

€ ) AGGREGATION

\ 4

\ 4
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SERVER

2 Model Update-2
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( Client Device- ]
L 3 J Model Update-3
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Figure 5. Federated Learning Architecture [12]

2.2 DISTRIBUTED TRAINING

Distributed training refers to a ML process in which the training of a model is divided and
executed across multiple computers or machines, working together as a team. The goal of
distributed training is to achieve a faster and more efficient training process by utilizing the

processing power and memory of multiple machines.
In a distributed training process, a large dataset is divided into smaller parts and each machine

is assigned a portion of the data to work with. Each machine trains a separate model on its

portion of the data, and then the models are combined to form a single, more accurate model.
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The result is a more robust and powerful model that can be used to make predictions with high

accuracy.

Distributed training is particularly useful in cases where the dataset is too large to be processed
by a single machine. It also helps in reducing the time required for training, as multiple
machines can work in parallel. This can be particularly useful in deep learning and other

complex ML algorithms that require a lot of computational resources.

Overall, distributed training offers many advantages, including increased speed and accuracy,
as well as improved scalability and flexibility, making it an increasingly popular approach in

modern ML [17].

2.2.1 Aggregation

Aggregation algorithms are utilized in combination with horizontal FL and data parallelism to
aggregate the models or gradients that result from the forward and backward propagation
processes carried out on each computing resource. These algorithms come in three forms:
centralized, hierarchical, and decentralized. Centralized algorithms rely on a central server,
known as a parameter server, to coordinate and control the distribution of computing resources.
Hierarchical algorithms use multiple parameter servers to handle the aggregation of models.
Decentralized algorithms, on the other hand, involve each computing resource conducting

calculations according to a predefined protocol, without the need for a central server.
Centralized aggregation in federated learning refers to a method where the training data from

multiple devices is collected and combined in a single location, usually a server, for the purpose

of model training.
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Figure 6. Centralized Aggregation [12]

Figure 6. shows how centralized aggregation works [12]. In a federated learning scenario, many
devices, such as smartphones or [oT devices, have their own data that they can use to train a
machine learning model. Rather than sending the raw data to a central server for model training,
the devices send their locally trained model parameters (w/g) to the central server. The central
server then aggregates the parameters from all devices and uses them to update the global model

(W"/g"h).

The central server is responsible for combining the parameters from all the devices and
averaging them to obtain the updated model. This process is repeated multiple times until the
global model converges to an optimal solution. The updated global model is then sent back to

the devices for further fine-tuning on their local data.

Centralized aggregation is a simple and efficient method for federated learning, but it raises
privacy concerns since all the data must be sent to a central server. To address this issue,
alternative methods such as secure multi-party computation and homomorphic encryption have

been proposed.
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2.3 NETWORK FEDERATED LEARNING (NFL):

NFL refers to a distributed ML approach that utilizes a decentralized network of nodes to
perform ML tasks. The main objective of this approach is to overcome the limitations of
traditional ML, such as limited data access, low computational power, and security concerns.
NFL enables multiple nodes to work together to build a model that can be trained and updated
in a decentralized manner, thereby preserving privacy and security. The introduction of NFL
presents a promising solution for overcoming the challenges of traditional ML and enabling

advanced ML techniques for real-world applications.

The basic idea behind NFL is to leverage the data and computing resources available in the
network, while preserving the privacy and security of the data. In this approach, each node in
the network contributes its own data to train the model, without sharing it with the other nodes.
The model parameters are then aggregated and updated using a consensus algorithm, such as
Federated Averaging. NFL approach combines the computational power and data resources of
multiple remote nodes within a network to train a shared machine learning model. It enables
the development of models that are trained on a larger and more diverse dataset, resulting in

higher accuracy and better generalization compared to traditional single-node training.

NFL has several advantages over traditional single-node training. Firstly, it enables the training
of models on large and diverse datasets that would otherwise be infeasible to store and process
on a single node. Secondly, it reduces the amount of data that needs to be transmitted over the
network, as only the model parameters are shared, not the raw data [19]. This not only conserves

bandwidth, but also ensures the privacy and security of the data.

Below are some advantages of NFL over traditional FL:

Improved performance: NFL enables the aggregation of a larger amount of data from
different sources, which leads to improved model accuracy and generalization. A study
conducted by Google Research showed that NFL outperformed traditional FL in terms of model

accuracy and convergence speed on various datasets.

Better privacy: NFL enables the separation of data and model updates across different

organizations, which enhances privacy and data confidentiality. This approach reduces the risk
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of sensitive information exposure or data leakage, which is a significant concern in many

industries.

Enhanced scalability: NFL enables the training of models across a larger number of devices
and organizations, which increases the scalability of the system. This approach also reduces the
burden on individual devices and organizations, which can improve the training efficiency and

reduce the training time.

More flexible architecture: NFL allows for a more flexible and adaptable architecture that can
accommodate various training scenarios and requirements. This approach can be used to train
models across multiple domains, such as healthcare, finance, and transportation, and can be

customized to meet specific data privacy and security requirements.

One of the key challenges in Network Federated Learning is the ability to handle the variability
and heterogeneity of the data and computing resources in the network. For example, different
nodes may have different amounts of data, different data distributions, and different processing
capabilities. To overcome these challenges, various algorithms and techniques have been
developed, such as federated transfer learning, federated meta-learning, and federated domain

adaptation [20].

Overall, NFL is a promising approach for developing ML models that are more accurate and
generalize better, while preserving privacy and security. It has a wide range of applications in
areas such as Internet of Things (IoT), Healthcare, and Finance. For example, in healthcare,
doctors can use NFL to train models on patient data without revealing sensitive information. In
finance, banks can use NFL to improve their fraud detection models without sharing customer

transaction data.
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Figure 7. Empirical Graph for Network Federated Learning

Figure 7. shows an undirected empirical graph G = (V, E) to represent networked data and
corresponding models [21]. Each node i € V has a local dataset X® and model weights w®
scored by a local loss function L;(w®) based on the local dataset. Nodes are connected by
weighted edges {i, i’} if they have datasets with similar statistical properties, with the weight
(4;;) indicating the degree of similarity. We assume that nodes in the same cluster C(c) € V
have nearly identical optimal parameter vectors. The empirical graph is divided into three
disjoint clusters C(1), C(2), and C(3). NFL method can learn the partition based on the local

datasets and network structure of G.
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3. Network Graphical Model

We have created a framework for NFL, where data is collected in decentralized collections and
has an inherent network structure based on similarities between local datasets, such as spatio-
temporal proximity or statistical dependencies. Our approach uses a generalized total variation
(GTV) minimization to unify and expand upon existing federated multi-task learning methods.
We have developed an algorithm that is suitable for distributed computing environments like
edge computing over wireless networks and can handle limited computational resources. We
have identified conditions for local models and network structure that allow our algorithm to
learn nearly optimal local models, and our analysis shows a relationship between the convex

geometry of local models and the cluster geometry of the network structure.

Virtual connections that form a network structure and are significant in various application
domains. Pandemic management and the Internet of Things are two such domains where such
networked data is increasingly important [23]. Local datasets created by smartphones,
wearables or industrial IoT devices contribute to the network, which is established through

physical or virtual connections.

FL applications face a significant challenge due to the diversity of local datasets [24]. The
statistical characteristics of each local dataset may differ greatly, making it difficult to model
them as independent and identically distributed. Each local dataset requires a distinct learning
task, where the parameters of a local model are learned or optimized. Here we explore an
optimization technique that customizes local models to the statistical properties of their
respective local datasets. This technique involves regularized empirical risk minimization,
where a measure of the variation of local model parameters is used as a regularizer. The
resulting optimization problem is solved using a Generalised Total Variation (GTV)
Minimisation method, which can be implemented as message passing over the network

structure of local datasets.

The concept of Clustered FL is focused on dealing with the diversity of local datasets through
the application of different forms of a clustering assumption [25]. This assumption stipulates
that local datasets and their associated learning tasks must be grouped into a small number of
non-overlapping subsets or clusters. Those local datasets that belong to the same cluster will

share similar statistical properties and will therefore have optimal parameter values for their
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corresponding local models that are also similar. The primary contribution of this thesis is an
accurate characterization of the cluster structure and local model geometry of local datasets that

enable the pooling of those datasets that are statistically homogeneous.

The approach we are using for clustered FL is distinct from previous methods. We make use of
known similarities between local datasets, which are represented through weighted undirected
edges in an empirical graph [26]. NFL applies this graph to cluster or group local datasets into
similar training sets, with the goal of achieving a nearly homogenous ("i.i.d.") result. A model
is then trained for each resulting cluster, which is used for all local datasets within the same
cluster. The clustering of local datasets is determined by the connections within the empirical
graph and is implemented through distributed optimization methods. The NFL methods can be
understood as advanced methods for clustering graphs. This involves merging the structure of
the graph with the statistical characteristics of the local datasets to group the nodes in the real-
world graph. Additionally, the NFL can also be viewed as a distinct kind of multi-task learning.
Each cluster of the local datasets creates a separate learning task, with the objective of
identifying the optimal parameters for all nodes in the cluster [27]. Finally, NFL can also be
interpreted as a type of network optimization.

It is important to note that our approach requires a practical selection for the empirical graph of
networked data. This empirical graph should demonstrate the connectivity of nodes, which
represent local datasets, and reflect the clustering of local datasets that share similar statistical
properties. In some application domains, a suitable empirical graph is readily available through
spatio-temporal proximity, functional relations, physical models, or the underlying distributed
computing infrastructure [28]. However, if a natural choice for the empirical graph is not
present, we can attempt to learn the network structure through methods that measure statistical

similarity between two datasets [29].

3.1 DATA (THE MOBILITY MODEL)

To model the movement of vehicles within a city, a graph representation of the area was used.
The graph was denoted as G = {E, V}, where the vertexes represented the cells within the city,
and the edges represented the demand shift between adjacent cells. In other words, the edges
represented the mobility model of the vehicles, showing how they move from one cell to another.
In addition to this, certain hypotheses were taken into account to ensure the accuracy of the

model. These hypotheses were considered to be important in providing an accurate and realistic
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representation of the movement of vehicles within the city. By taking into account these factors,
the model was able to provide an effective representation of the mobility of vehicles, helping

researchers to better understand and analyse the dynamics of traffic within the city.

The Figure 8. below shows the code that how we construct a network graph taking 16 nodes
and 10-time instances for our project. So, in this case we will see further that we have at each
node the behaviour of random change of traffic at different time instances. Here we see we have

generated our Feature Matrix “X” i.e., the time-instants at each node. Now for label vectors “y

at each node we have to implement the mobility model which we will see further.

G = nx.Graph()
G.add nodes from(range(0,16))

for iter node in (G.nodes):
if iter node<=8:
G.nodes[iter node][ "block"]=0
else:
G.nodes[iter node]["block"]=1

true weights = np.random.randn(10,10)

for iter node in G.nodes:
X=[]
for i in range(taw):
X.append(i)
G.nodes[iter_node]["X"] = X
true w = true weights[:,G.nodes[iter node]["block"]]
G.nodes[iter node]["w"] = np.zeros((1,10))

print (X)

Figure 8. Implementation of Network Graph

To implement the mobility model, we considered several hypotheses in our analysis. Firstly,
we assumed that the demand vector would have the same number of cells as the topology.

Additionally, we assumed that demands could only shift between adjacent cells, including those
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on the perimeter of the region being studied. Furthermore, we assumed that the total demand
would remain constant over time. This means that if part of the demand leaves the system by
crossing the perimeter, an equal amount of demand will enter from the opposite border. In

mathematical terms, this is expressed in (1).
cheAdjt:”D”l VteT (1)

where ||D||{ represents the sum of all the demands in all cells and is assumed to remain constant

throughout the entire time period.

The model used in this study assumes that only a certain number of vehicles can move to
adjacent cells from a starting point at a given time slot. This means that some vehicles, such as
parked cars or vulnerable road users, are stationary or move slowly. The previous selection of
a vehicle may or may not result in its movement to another cell, as there may be reasons for it
to stop. Furthermore, only a portion of the selected vehicles are assumed to move towards their
usual destination, while the rest may move back for other reasons. The model is based on three
probabilistic parameters and is useful for mapping behaviour in urban scenarios. The study
focuses on a high-density area, specifically the downtown area, which attracts vehicles during
certain periods of the day and from which vehicles depart during other periods. The cell
representing the downtown area is referred to as Cpy and is identified by its coordinates (xPT,

yDT)'

The mobility model in Algorithm 1 is presented as follows: At a certain timeslot ‘t’, a number
of demands or vehicles are given. By focusing on the jth cell, it is assumed that only a fraction

of them, f} € [0,1], are able to move to an adjacent cell. Thus, the vehicles that can potentially
move from the jth cell to adjacent cells at time t are determined by [Ef . dﬂ, which is rounded

up to an integer to ensure that there are always potential moving vehicles. This means that some
road users may be stationary or slow-moving, such as parked cars or vulnerable road users,

while others can move to a different cell. The chosen [¢} . df] vehicles are assumed to move
with a certain probability, denoted as )(]”r € (0, 1], while the rest will remain in the same cell

with probability (1 — x7}).

The parameters that we set for demands shifting are represented below in a Figure 9.
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import numpy as np
import pandas as pd
import random

import networkx as nx

num_nodes = 16

Xjt = 0.15 #1s the probability that the quantity of demand shifts

alpha = 0.5 #1s the probability that vehicles move toward the destination area
zt = 0.1 #is the quantity of demand that shifts across adjacent cells

taw = 10

D = np.ones((4, 4)) * 5

Figure 9. Parameters for Mobility Model

Now below Algorithm.1 discusses the presence of a highly attractive cell, known as the
downtown area, which vehicles tend to gravitate towards during certain hours of the day. To

accurately represent this behavior, a probability factor, a}: is introduced to determine the

likelihood of vehicles moving towards the downtown cell from their current location (cell j) at
a specific time (t). The probability of vehicles moving in the opposite direction is represented

by (1 — a)).

To account for the shifting demands of each cell, two random values are utilized to determine
the probability of vehicles moving towards the destination area. If the random variable aligns
with the probability of moving towards the downtown area, either the SHIFTTOWARD() or
SHIFTFARTHER() function is executed, based on the comparison of the two probabilities.

Algorithm_1 (Pseudo Algorithm for Mobility Model)

L. | D is a list of demands at time ¢

2. | Cpy 1s the destination cell

3. | G is the j-th cell

4. f} € [0,1], is the quantity of demand that shifts across adjacent cells

3. )(; € (0, 1], is the probability that the quantity of demand shifts

6. ajt € (0, 1], is the probability that vehicles move toward the destination area
7. | randShift is a random number between (0, 1]

8. | randAlpha is a random number between (0, 1]
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9. | for all d! € D() do

10. if randShift < x; then

11. if randAlpha < af then

12. SHIFTTOWARD( G, Cpr s €] )
13. else

14. SHIFTFARTHER(; , C;, Cpy . €5)
15. end if

16. end if

17. | end for

The functions SHIFTTOWARD() and SHIFTFARTHER() are explained in Algorithms 2 and
3. It is assumed that the cell Cy, is closer to the destination than the cell C;, while the cell C,, is

further away. In the SHIFTTOWARD() function, the demands for the next time step are
updated by increasing the demand for the cell closer to the destination and decreasing it for the

originating cell ;. Similarly, in the SHIFTFARTHER() function, the demands for the next time

step are increased for the more distant cell(s) and decreased for the originating cell

Algorithm_2 (Pseudo-code for Shift Toward Function)

functionSHIFTTOWARD(d; , C;, Cpy , §))
t+1 4= [SI] dt'l

t 1

i’ —=1¢ -djl

end function

bl Ihad I B

Algorithm_3 (Pseudo-code for Shift Farther Function)

functionSHIFTFARTHER(d//,C;,Cpr.&;)
de™ += &5 -dj]
t+1 _ _ t .4t
;" —=1§; dj]
end function

Sl Nl R
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Figure 10. below shows the implementation of the above 3 algorithms in python code by

considering all the parameters that we stated above.

from numpy import linalg as LA
def MobilityModel(D, CDT, Xjt, alpha, zt):
for idx, i in enumerate(D):
for idy, djt in enumerate(i):
randShift = random.uniform(0.0, 1.0)
randAlpha random.uniform(0.0, 1.0)
Cj = (idx, idy)
if randShift <= Xjt:
if randAlpha <= alpha:
D = ShiftToward(djt, Cj, CDT, zt)
else:
D = ShiftFarther(djt, Cj, CDT, zt)

return D

def ShiftToward(djt, Cj, CDT, zt):
D[CDT] += np.ceil(zt * djt)
D[C]j] -= np.ceil(zt * djt)
return D

def ShiftFarther(djt, Cj, CDT, zt):
D[Cj] += np.ceil(zt * djt)
D[CDT] -= np.ceil(zt * djt)
return D

Figure 10. Mobility Model

The given matrix in the Figure 11. below is used to explain a concept and help readers better
understand it. The matrix displays a geographic heatmap of a neighborhood that is part of Rome,
Italy. In the initial scenario, which is shown in Figure 11 a), the demands are spread evenly
throughout the neighborhood [22]. However, as time passes, the demands begin to concentrate
in the downtown area. The change in demand is reflected in the heatmap, which shows a greater

concentration of demand in the downtown area.
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a) Period (t=0) b) Period (t=1) c¢) Period (t=15)

Figure 11. Heat Maps of Traffic Density at different time periods [22]

Now we will see the results of mobility model implementation in the Figure 12. below. The
figure shows that how using the mobility model the quantity of demand of vehicles changes at
each node/area from time instant 0 to 10 for our project. So, our feature matrix “X” will be the
time instant (0-10) and the label vector “y” will be the data of demand shift of vehicles at each

node for time instant (0-10).
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Figure 12. The demand shift of vehicles at each node for different time instances

So, we have the data set for our model. A data set is basically a collection of data, usually
organized in a tabular format with rows and columns. It is a set of information that is collected
and stored for analysis, interpretation, and processing. Data sets can be used for a variety of
purposes, including research, analysis, statistics, ML, and more. They can be either structured
or unstructured and can be collected from a variety of sources, such as surveys, sensors, social

media, and databases. A data set can contain any type of data, including numerical, categorical,

and textual data [14].

Now the last part of Network Graphical Model will be the choice of Mobility Model. In our

case we have considered Manhattan Grid Mobility Model.

39



3.2 MANHATTAN GRID MOBILITY MODEL

The Manhattan Grid Mobility Model (MGMM) is a widely used mobility model in the field of
wireless communication and networking. It is named after the street grid system of Manhattan,

New York, which is characterized by a regular, rectangular street pattern.

The MGMM is a realistic model that captures the movement of vehicles, pedestrians, and other
mobile entities in an urban environment. It is commonly used to simulate and evaluate the
performance of wireless communication protocols, such as routing, medium access control, and

congestion control, in urban environments[30].

The basic assumption of the MGMM is that mobile entities move along the streets in a
predetermined direction at a constant speed. The movement of each entity is modeled as a
sequence of straight-line segments, each of which represents the entity's movement along a
street segment [31]. The length of each segment is determined by the speed of the entity and

the duration of the segment.

The MGMM uses a set of parameters to control the movement of entities. These parameters
include the density of entities, the size of the simulation area, the average speed of entities, and
the duration of the simulation. By adjusting these parameters, the MGMM can be used to
simulate different scenarios, such as rush hour traffic, pedestrian congestion, and emergency

vehicle response times.

One of the key advantages of the MGMM is its simplicity. The model is easy to implement and
can be used to generate large amounts of mobility data in a short amount of time. This makes it

an ideal choice for large-scale simulations and performance evaluations.

However, the MGMM has several limitations [32]. First, it assumes that all entities move at a
constant speed and in a predetermined direction, which may not accurately capture the behavior
of real-world entities. Second, the model does not consider the effects of traffic lights, stop
signs, and other traffic control measures, which can significantly impact the movement of
entities. Finally, the model does not capture the dynamic nature of urban environments, such as

changes in traffic patterns and road closures.

40



In summary, the Manhattan Grid Mobility Model is a popular and widely used model for
simulating the movement of mobile entities in urban environments. While it has some
limitations, it remains a valuable tool for evaluating the performance of wireless

communication protocols in realistic scenarios.

Figure 13. Manhattan Grid Mobility Model for our project

Here in Figure 13. We see that we have 16 nodes, and each node is connected to its neighboring
nodes with an edge through some edge weights. Edge weights in a graph are numerical values
assigned to the edges that indicate the cost or distance associated with that edge. For example,
in a transportation network, edge weights could represent the distance between two locations,
or the time required to travel between them. In a social network, edge weights could represent
the strength of the relationship between two people, such as the number of mutual friends they
have or the frequency of their communication. Edge weights are used in various graph
algorithms such as shortest path algorithms, minimum spanning tree algorithms, and network

flow algorithms.

So here in our case edge weights represent the demand shift between two nodes. So, we have

calculated edge weights by taking the difference between the quantity of demands on one
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particular node and the quantity of demand on its neighboring nodes. The Figure 14. Below

shows the code snippet of how we calculated edge weights for the first node i.e., Node 0;

from numpy import linalg as LA

iter node=0
while iter node<=15 in (G.nodes):
y = G.nodes[iter node]["my list"]
x=y[0:5]
for j in (G.nodes):
if j==1:
y = G.nodes[j]["my list"]
a=y[0:5]
diff 1=x-a
diff 1=diff 1/80
diff 1=LA.norm(diff 1)
G.add edge(iter node, j, A= diff 1)

if j==7:
y = G.nodes[j]["my list"]
b=y[0:5]
diff 2=x-b
diff 2=diff 2/80
diff 2=LA.norm(diff 2)
G.add edge(iter node, j, A= diff 2)

iter node=iter node+l
Figure 14. Calculation of Edge Weights at Node-0

Until now we have generated our data. We have feature matrix ‘X’ i.e., time instants and we
also have our label vectors ‘y’ i.e., quantity of demand shifts from one node to the other one.
We also have generated our Manhattan based Mobility Model by setting all the required
parameters i.e., Edge Weights, No of Nodes, how the demand shift.

So, in summary we have generated all the required data for our Network Federated Learning
model. Now next task is to perform learning i.e., Federated Learning (FL) and Network
Federated Learning (NFL).

In following chapters, we will see how we have performed learning based on Generalized Total

Variation (GTV) minimization problem for NFL
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4. Problem Formulation

We have represented networked data through an undirected weighted empirical graph G = (V,
E) which is a useful approach. For ease of notation, the nodes of the graph are identified by
natural numbers, V = {1,...,|V|}. Each node i € V has its own local dataset X. It can be

helpful to view X as a dataset with labels ‘y’ represented by (2) below.

Xt o= (@Y, yCGy [ (x M) xGm i€ [0,15] (2)

In this scenario, x(™ and y(™ represent the characteristics and correct classification of the r-th
piece of data in the localized dataset X®. It's important to note that the number of data points
in each local dataset, represented by m;, may differ between nodes i.e., i € V. Figure 7.
provides a visual representation of an observed graph consisting of n nodes, each possessing

their own localized dataset.

It is important to note that the NFL method described is not limited to local datasets that follow
the format described in the above equation (2). The algorithm and its analysis, only require
access to X indirectly, through the evaluation of a local loss function L; (v). This function

determines how well a model with parameters v fits the local dataset X®,

There are two advantages of our method of accessing data, which involves evaluating local loss
functions. Firstly, our approach is privacy conscious. This is because it produces NFL
techniques that do not share raw data, but instead only reveal information about the local loss
functions. Specifically, this includes their gradients at the present selections for local model
parameters. This information is generally derived from the averages of data points, thereby

disclosing minimal data about individual points (as long as the sample size is sufficiently large).

The data access model we designed can also be used to accommodate scenarios where local
datasets can only be accessed by a limited number of nodes, typically denoted as a small subset
M = {iy,...,i,,} € V. This is particularly applicable to wireless sensor networks, where the
devices are powered by batteries and require wireless communication for data exchange [33].
In such cases, nodes that are unable to access their local datasets can be handled by

incorporating a simple loss function, denoted as L;(v) = 0.
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Figure 15. Undirected Empirical Graph for Network Federated Learning

The information presented in Figure 15. shows an example how networked data and
corresponding models are represented using an undirected empirical graph G [21]. This graph
consists of nodes (i.e., individual data sets) that carry local datasets X and model weights w®.
Each node is scored using a local loss function L;, which encapsulates the local dataset. Nodes
are connected by weighted edges if they carry datasets with similar statistical properties. The
edge weight A; ;, indicates the degree of similarity between the two nodes. The method relies
on a clustering assumption where optimal parameter vectors for nodes in the same cluster C
must be almost identical. The empirical graph is partitioned into three disjoint clusters, C(?),
€@, and C®, based on the network structure and local datasets. It's important to note that the
FL method used does not require knowledge of the partition, but instead learns it based on the

data and graph structure.

Here we describe the use of undirected edges to represent the similarity between local datasets
in a graph. The presence of an edge {i, i'} in the graph indicates that the datasets at nodes i and
i' have similar statistical properties. The strength of this similarity is quantified by the edge
weight A; ;,, which is a positive value. To simplify notation, the weight of an edge can be
denoted as A, = A; ;,. If there is no edge between nodes i and 1', then the weight is zero, meaning

that the datasets are not similar.

The undirected edges in the graph represent a symmetric relationship between local datasets.
This means that if the dataset at node i is similar to the dataset at node i', then the similarity is
also true in the reverse direction. The symmetric nature of the relationships between the datasets

is also reflected in the edge weights, which are symmetric for each edge. So, the use of
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undirected edges in this graph provides a clear representation of the similarity between local

datasets and their symmetric relationships.
A; ;= Ay, for any two nodes i, i'evV

Although the empirical graph G represents similarity in a symmetric way, the proposed NFL
algorithm will be easier to formulate and analyze if the edges are oriented. To do this, the head
and tail of an undirected edge e = {i, i} are defined as e+ = min{i,i'} and e— = max{i, i'},
respectively. By applying this definition to all edges in G, a set of directed edges for the
empirical graph is obtained (3).

€ =/ i):ii €V, i<iand{i i€} (3)

We sometimes use the symbol € to represent both the set of undirected edges and the set of

directed edges in the empirical graph G, even though they are different sets.

An empirical graph G has two vector spaces that are commonly linked to it.
a) One is called the "node space" w and is comprised of mappings or functions.
w:V o> R': i w®
which assign node i € V a vector node w® € R™
b) Similarly, each edge e in the graph is assigned a vector u(®) in R" through a set of
mappings u : E — R™. These two sets of vectors are connected through the block-

incidence matrix (4).

D:W > U:ww uwithu® = weH — yweE) @)

4.1 NETWORKED MODELS

A networked model is composed of individual local models, one for each local dataset X,
Our approach to NFL provides flexibility in designing these local models, as long as they are
parametrized by a common finite-dimensional Euclidean space R%. This includes popular ML
models such as (regularized) generalized linear models or linear time series models [34], [35].

The networked models are parametrized by a map w € W that assigns each node i € V in the
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empirical graph G a local model parameter vector w® € R%. This can be expressed as a
function:
w:V - RYi o w®

where for each node i, w® is the local model parameter vector.

We evaluate the effectiveness of a specific selection of the local model parameters, w®, using
a local loss function, L;(w®). Typically, we assume that the local loss functions are both
convex and differentiable. The NFL method presented, permits various options for the local
loss functions.

The primary requirement for the choice of the local loss function L;(w®), from a
computational standpoint, is that it enables efficient resolution of the regularized problem
expressed in (5).

min,,cga Liw') + 2w’ — w"|3 (5)

The efficiency of our approach is determined by how quickly we can solve the above equation
for any positive value of 1 and any vector w"’ in d-dimensional space. Solving above equation
(5) is the same as evaluating the proximity operator proxy,().2(w"). The proximity operator
is a mathematical function that maps a vector to its nearest vector in a set, and it is used to find
the solution to certain optimization problems. Therefore, the speed of our approach depends on

our ability to efficiently evaluate this proximity operator for different values of A and w .

The NFL method described is specifically designed to be used with parametric models that can
be trained by minimizing a loss function, denoted as L;(-), where the proximity operator can be
evaluated efficiently [36]. It is important to note that the shape of the loss function is typically
determined by both the choice of the local model used and the metric used to measure prediction
errors. In other words, the choice of model and metric used to evaluate the model's performance
can have a significant impact on the shape of the loss function. This means that different local
models and metrics may require different loss functions, and that it is important to carefully

choose these components in order to achieve the best possible results.
The main focus of the project is on ML applications where the local loss functions L; (w®) do

not have enough statistical power to guide the learning of model parameters w® . This is

particularly true in cases where the local dataset consists of feature vectors with a large number
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of dimensions, but the number of training examples is relatively small. The goal in such cases
is to learn the parameter vector of a linear hypothesis, where the hypothesis is defined as the

dot product of the feature vector and the parameter vector, h(x) = (x7.w®),

The common method used for learning the parameter vector is linear regression, which involves

minimizing the average squared error loss function (6).
Liw®) = A/m) T = w2 ()

However, in the high-dimensional regime where the number of features is much larger than the
number of training examples, the minimum is not unique, and a poor hypothesis may be

generated, leading to large prediction errors on data points outside of the training set.

To overcome this issue, regularization methods such as ridge regression or Lasso can be used
to add a penalty term to the loss function [37], which helps to constrain the values of the
parameter vector and reduce overfitting. By doing so, the learning algorithm can produce a
more robust and accurate hypothesis that can better generalize to new data points outside of the

training set.

The central idea of the project is to use the empirical graph G to regulate the learning of local
model parameters. This regulation involves limiting the variation of local model parameters
over edges with large weights. We introduce the concept of (GTV) minimization, which
measures the variation of local parameter vectors, and proposes that a small GTV can be

achieved by minimizing the smoothness assumption used in semi-supervised learning [38].

GTV in more detail described as a quantitative measure for the variation of local parameter
vectors. The smoothness assumption used in semi-supervised learning requires that GTV be
small. The analysis relates the smoothness assumption underlying GTV minimization to a
clustering assumption. This clustering assumption requires that local model parameters be

constant over subsets or clusters of nodes in the empirical graph.
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The clustering of local model parameters is essentially an adaptive pooling of local datasets,
where the pooling is driven jointly by the connectivity of the empirical graph G and the shape

of local loss functions.

4.2 CLUSTERING ASSUMPTION

We talk about the scenario where there is a networked data system, represented by a graph G
with nodes and edges (V, E). Each node in the graph, denoted by i, has a local dataset X and
a local model with parameters w®. The objective is to learn the local model parameters w®

for every node i in the graph.

The crucial assumption of clustered Federated Learning is that the local datasets in the graph

form clusters, where the datasets in the same cluster have similar statistical properties [27].

Now, if there is a cluster C of nodes, it is natural to combine their local datasets or add their
local functions to learn a cluster-specific parameter vector. In other words, instead of training
individual models for each node, the models' parameters for the nodes in the same cluster are

combined to form a single parameter vector that represents the cluster (7).

w' = argmin f€(W) with f€(v) := iecL; (V) (7)

vERM

Overall, this describes the concept of clustered Federated Learning, where the local datasets in
a networked data system are assumed to form clusters, and the local models' parameters in each
cluster are combined to form a single parameter vector representing the cluster. This approach

enables efficient training of models on decentralized data systems.

Equation (7) cannot be applied in real-life scenarios as we often lack knowledge about the
cluster C. The primary analytical contribution is providing an upper bound that measures the
difference between solutions obtained from GTV minimization and cluster-based learning
problem defined by the equation (7) above, which is not practical to implement. This bound
helps to identify the statistical properties of FL algorithms that are derived by using
optimization techniques for solving GTV minimization. The equation (7) has a solution called

w(® which has the property of minimizing the sum of all the local loss functions that belong
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to the same cluster C, which is a subset of V. This means that w(® is the best model parameter
for a training set created by pooling all the local datasets that belong to cluster C. It is assumed
that the solution to this equation is unique, as indicated by the notation. Assumption below

ensures the uniqueness of the solution in above equation (7).

To clarify our assumption that datasets within the same cluster share similar statistical
properties, we need to establish a specific requirement. This requirement states that nodes i €

C within the same cluster C must have nearby minimizers for their respective local loss

)

functions. This means that there should be a small deviation ”v(i) - w between the

minimizer v® of L; (-) and the corresponding optimal parameter vector for the entire cluster.
i p g op p
For loss functions that are differentiable and convex, this requirement is equivalent to having a

small gradient of the local loss functions at the cluster-wise minimizer.

To express this requirement in a more convenient way for analysis, we will set an upper bound

for the dual norm ||VLi( W(C))”* of the local loss gradient.

4.2.1 Assumption 1 (Clustering)

Consider a networked data represented by an empirical graph G with nodes that carry local loss
functions, denoted as L;(v), where 1 is an element of the set of nodes V. The nodes are
partitioned into disjoint clusters, denoted as P = {C™, ..., C®}, with each cluster denoted as
C(© and satisfying the condition that C(OUC(" is empty for ¢ # ¢’ and V is equal to the union
of all clusters i.e., (V = CD u...uC®),

Additionally, for each cluster C (), there exists a solution w(© in RY obtained through cluster-
wise minimization, which satisfies the inequality that the norm of the gradient of the local loss
function VL; with respect to w(© is less than or equal to a constant value §@ for all nodes i in
Cc© ().

|| VL, w®

< 6W foralli € C© (8)

This clustering assumption ensures that the norm of the gradient of the local loss function with
respect to w(© is bounded by a constant value §@ for each node i in the empirical graph. This

norm represents the difference between the cluster-wise minimizer w(® and the minimizers of

the local loss functions VL; W for each node i in C©.

49



We use cluster-wise minimization as a tool to analyze the NFL methods. However, note that
this approach is not practical as it assumes knowledge of the clusters in the partition, which is
unrealistic under Assumption 1. Instead, we formulate NFL as a GTV minimization, which
enforces the "clusteredness" of local model parameters by requiring a small variation across
edges in the empirical graph. This regularization strategy works best when many edges connect

nodes in the same cluster, but only a few connect nodes in different clusters.

We present a precise condition on the network structure for GTV minimization to capture the
true underlying cluster structure of the local loss functions. However, the analysis of the NFL
method requires the local loss functions to be convex and smooth, and their (partial) sums in
the cluster-wise objective function to be strongly convex. This is an important requirement for
the success of GTV minimization in capturing the true underlying cluster structure of the local

loss functions.

4.2.2 Assumption 2 (Convexity and Smoothness)
In Assumption 2, which is a standard assumption in Federated Learning (FL) literature, states
that for each node i in the set of nodes V (i € V), the local loss function L; (w®) is convex and

differentiable, with a gradient that satisfies a certain condition expressed in (9).
VL v') = VL @)l < BP lv' —vl| 9)

The condition is given by equation (9) which bounds the norm of the difference between the
gradients of L; at two different points, v and v'. We introduce the objective function f(© for
each cluster C(© in a partition P of the nodes. The objective function is strongly convex.

fOwY =2 FOW+ @ —v)TafQOw) + (“(C)/2> lv'=v||? foranyv',v € R4
(10)

as defined in above Equation (10), which states that the value of £ at any point v' is greater
than or equal to its value at point v plus a quadratic term that depends on the difference between

v' and v. Here a'© is a positive constant that can vary across different clusters.
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Assumption 2 is satisfied by many important ML models, but not by some deep learning models
that result in non-convex loss functions [39]. However, we expect their theoretical analysis to
provide insight into settings where Assumption 2 is violated. Assumption 2 only requires the
cluster-wise sums of local loss functions to be strongly convex and allows for trivial local loss
functions that may be constant due to privacy or computational constraints. The NFL method
described can handle non-informative local loss functions by leveraging the similarities

between local datasets as represented by the edges in the empirical graph G.
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5. Generalized Total Variation (GTV) Minimization

We will describe a way to measure the variation of local model parameters, represented by w,
using a quantitative measure called the GTV. The Assumption 1 in clustering suggests that we
should learn the model parameters, w® by optimizing them using a cluster-wise approach.
Specifically, for each cluster C(© we use the solution of the optimization (7) as the local model
parameters for all the nodes i that belong to C(©) . However, implementing this approach is not
practical since we don't usually know the partition of clusters directly. Therefore, we use the
empirical graph G to penalize variations in the local model parameters, w@ , over nodes that

are well-connected.

We explain a method of penalizing variation in a graph, in order to encourage local model
parameters to remain constant within clusters of nodes. The idea is that densely connected nodes
within a cluster should have similar parameters. The success of this method depends on the
clustering of the nodes in the empirical graph. The assumption is that nodes within the same
cluster should have many connections between them, while nodes in different clusters should
have only a few connections. Using this method, called GTV, as a regularizer will help in

learning the local model parameters.

We discuss the relationship between the cluster structure of a graph G and the variation of local
parameter vectors w@ . It suggests that if G has a high density of edges within clusters and few
boundary edges between them, then it is reasonable to expect a small variation of local
parameter vectors across edges. To measure this variation, we introduce a function u that maps
each edge e in the graph to the difference between the local parameter vector w(¢*) at the
endpoint where the edge points to and the local parameter vector w(€™) at the endpoint where
the edge comes fromi.e.,u: e € € > u® = wEH — )

Using the block-incidence matrix, the variation of w can be expressed more compactly as

u = Dw.
The GTV is calculated by summing up the values of a convex penalty function ¢ that measures

the difference between the values of w at neighboring points (i and i'). The sum is taken over

all pairs of neighboring points in a set of edges E (11).

52



IWllgry = Sgineedin @ W) — wd) (11)

In addition to the overall GTV measure, we also introduce a subset measure, where the sum is
only taken over a particular subset of edges S. This subset measure is denoted by ||w||s and it

provides a more targeted measure of the variation of w within a specific region of the model

(12).
Iwlls := SginesAin @ W) — wd) (12)

Overall, we present a mathematical framework for measuring the variation of local model
parameters w, which can be useful in various applications, such as image processing and

machine learning.

To provide further clarification, the GTV (11) refers to a technique that measures the variation
in a set of data. The technique relies on a penalty function ¢ (v) € R that determines the various
measures of variation. The choice of penalty function is a crucial decision as it affects both the
computational and statistical properties of the GTV minimization problem. The penalty

function is assumed to be convex, and there are different options to choose from, including:

A) @(v) = ||vl||,, which is used in nLasso,
B) @) = (1/,)lIvll3 used in MOCHA,
C) @) = ||v|l;, used by another recent FL. method for networked data.

Each penalty function choice offers a different balance between computational complexity and

statistical properties of the resulting FL algorithms. For instance, the penalty ¢ (v) = ||v||, used
in nLasso is more computationally challenging compared to the penalty ¢ (v) = (1/2)||v||%

used in MOCHA.

However, MOCHA is more accurate in learning models for data with specific network
structures such as chains that are challenging for GTV minimization methods using the smooth

penalty [40].
o) = (/I (13)
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Overall, the choice of the penalty function in GTV (14) affects the computational and statistical
properties of FL algorithms, and different penalty function choices offer different trade-offs

between these properties.

The process of GTV minimization involves finding the local model parameters, w® , by
balancing the sum of local loss functions and the GTV. This is achieved by solving a
minimization problem, where the empirical risk incurred by the local model parameters is
measured by the sum of the local loss functions (14). The goal is to learn parameter vectors,
w®, with a small GTV while incurring a small local loss. The regularization parameter, A,
controls the preference for learning parameter vectors with small GTV versus incurring small
local loss. Cross-validation or analysis of the solutions can be used to determine the optimal
value for A. Increasing the value of A leads to increasingly clustered solutions, where the local
model parameters become constant over larger subsets of nodes. If A is larger than a critical
value, w® becomes constant over all nodes i € V. The solutions of GTV minimization capture
the underlying partition of the network if certain conditions on the local loss functions and the
empirical graph are met. GTV minimization unifies and extends some well-known methods for

distributed optimization and learning.

weE argminYiey Li WD) + 24 Wl (14)

wEeWw

In our project, we consider the case of Network MOCHA, because it is more accurate in
learning models for data with specific network structures such as chains that are challenging
for GTV minimization methods using the smooth penalty. Here objective function is smooth

and convex, so it can be solved iteratively using Gradient Descent steps.

We could learn local weight vector by solving local linear regression for each node (15),

min (1/mi)||y(i) _X(i)w(i)”i (15)

wdeRrn

Where X being the feature matrix and y is the label vector and m; is the sample size.

In any learning problem, the feature matrix, label vectors, and sample size are important

concepts.
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A) Feature matrix:

B)

0

The feature matrix, also known as the design matrix, is a two-dimensional matrix that
contains the input features of the data. Each row of the matrix represents a sample or

observation, and each column represents a feature [41].

Label vector:

The label vector, also known as the target vector or response variable, is a one-
dimensional vector that contains the output values we are trying to predict. Each element
of the vector corresponds to a particular sample or observation in the feature matrix

[42].

Sample size:

The sample size is the number of observations in the dataset. It represents the number
of samples or instances we have available to train our model. A larger sample size

generally leads to more accurate and reliable models [43].

The feature matrix, label vector, and sample size are important components of any machine

learning problem, and they play a crucial role in training and evaluating ML models.

Then we have the total variation term which enforces weights to be nearly constant over

clusters. i.e.,

> Ayl -l

{i.j}

Now we have the objective function which is represented by (16) below:

min 5 )ly© = XOwOI + Agry Ty A Iw® = wOI” (16

Here the first term represents the local training error, and the second term is responsible for
clusterdness. The more we increase the value of A, the more we are introducing the

clusterdness.
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Now since the objective function is smooth and convex, it can be solved iteratively using

Gradient Descent steps represented by (17) below.

Wk = ) ot (—(2/p J(XD) (y® = XOW) - 2007y Tprei Ay o (W) —
wi'k)y) (17)

The above formula represents the weight update rule for a network graph structure in a NFL

algorithm. The detailed explanation of each component of the formula:

wk+1).
This represents the updated weight value of node i in the k+1 iteration. It is calculated based on

the previous weight value (w (%)) and the gradient descent term.

Wi,
This represents the weight value of node i in the kth iteration. It is the starting point for the

weight update rule.

o
This is the learning rate or step size, which controls the magnitude of the weight update. A small
learning rate leads to slow convergence but avoids overshooting, while a large learning rate

leads to faster convergence but may overshoot the minimum.

~NT . . .
This is the gradient descent term that computes the negative gradient of the cost function with
respect to the weight vector w. Here, X® is the feature matrix for node i, y® is the
. . .. . T
corresponding output vector, m; is the number of training samples for node i, and (X (1))

denotes the transpose of X9, The gradient descent term represents the direction of steepest

descent in the cost function, which is used to update the weight values.

24¢ry Zi’:/:iAi,i’(W(i'k) - W(i,'k))3
This is the regularization term that encourages smoothness in the weight vector across adjacent

nodes in the graph structure. Ay is the regularization parameter, A; ;+ is the adjacency matrix

element between nodes i and i’, and }};r,;(.) represents the sum over all neighboring nodes of
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1. The regularization term penalizes large changes in the weight vector between neighboring

nodes, which helps to prevent overfitting.

The weight update rule combines the gradient descent term and the regularization term to update
the weight values for each node in the network graph structure. The gradient descent term drives
the weight values towards the minimum of the cost function, while the regularization term
encourages smoothness in the weight vector across adjacent nodes. The learning rate controls
the speed of convergence, and the regularization parameter controls the strength of the

regularization term.

Algorithm_4 (GTV Minimization for Empirical Graph)

1. | Define a network graph.

2. | Init weight to zero at all nodes.

3. | Implement mobility model to model the movement of vehicles

4. | Determine the edge weights (‘A’)

5. | Plot the Manhattan Grid Mobility Model

6. | samplesize is the number of observations in the dataset

7. | N_GD is the number of GD steps

8. | lambda_TV is the regularization parameter

9. | learning rate controls the magnitude of the weight update.

10. | X is the feature matrix

11. | y is the label vector

12. | for iter_node in G.nodes do

13. G.nodes[iter node]["w"] = np.zeros(X.shape[1])

14. | end for

15. | foriin N_GD do

16. for node_i € G do

17. tmp = -(2/samplesize) *(X.T.dot(y - X.dot(G.nodes[node _i]["w"])))

18. for node_jin G

19. edge weight = float(G.edges[(node_i,node j)]["A"])

20. tmp = tmp + 2*lambda_TV*edge weight*(G.nodes[node i]["w"]-
G.nodes[node j]["w"] )

21. G.nodes[node i]["g"] = tmp
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22. end for

23. end for

24. for node_i € G do

25. G.nodes[node_i]["w"]=G.nodes[node i]["w"]-
(learning rate*G.nodes[node i]["g"] )

26. end for

27. | end for

The Algorithm_4 above defines the implementation of GTV which shows the overall scenario
of the thesis. The algorithm is a distributed implementation of a gradient descent optimization
algorithm for a linear regression model with total variation (TV) regularization. We use a
network graph to represent the distributed system and applies the mobility model to model the
movement of vehicles in the system. The algorithm starts by initializing the weights at all nodes

to zero.

Next, we use a mobility model to determine the edge weights 'A' between the nodes in the
network graph. The edge weights represent the demand shift of vehicles between two nodes

and are used to determine the amount of regularization applied in the optimization algorithm.

The we plot the Manhattan Grid Mobility Model, which is a particular type of mobility model

that simulates vehicles moving in a Manhattan grid-like pattern.

We then set the parameters for the optimization algorithm, including the number of observations
in the dataset (samplesize), the number of gradient descent steps (N_GD), the regularization
parameter (lambda TV), the learning rate for weight updates, the feature matrix (X), and the

label vector (y).

The main optimization loop starts by initializing the weight vector at each node to a zero vector
of the same length as the feature matrix X. Then, for each iteration of the gradient descent
algorithm (i.e., for each iteration in the range of N_GD), the algorithm updates the weight vector
at each node by computing the gradient of the loss function and applying a weight update using

the learning rate.
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To compute the gradient, the algorithm first computes the local gradient for each node by
computing the gradient of the loss function using the current weight vector at that node. This is
done using the standard gradient descent update rule, which involves taking the derivative of
the loss function with respect to the weight vector and multiplying it by the learning rate. The

local gradient is stored in a temporary variable called 'tmp'.

Next, for each neighboring node in the network graph, the algorithm computes an additional
term for the gradient that incorporates the TV regularization term. This term encourages the
weight vectors at neighboring nodes to be similar and is scaled by the edge weight between the
two nodes. The updated gradient for the current node is the sum of the local gradient and the

regularization term for all neighboring nodes.

Finally, the weight vector at each node is updated using the gradient computed in the previous
step, and the learning rate. The updated weight vector is then used as the starting point for the

next iteration of the gradient descent algorithm.

Overall, the algorithm uses a distributed approach to solve a linear regression problem with
GTYV regularization by partitioning the data and the model weights across a network of nodes
and using a mobility model to simulate the movement of vehicles in the system. By
incorporating TV regularization and using a distributed approach, the algorithm is able to find

a solution that is both accurate and robust to noise and outliers in the data.
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6. Validation and Results

In this project, we have worked on implementation of Network Federated Learning (NFL) and
Federated Learning (FL) for real-time traffic prediction in Internet of Vehicles (IoVs) scenario.
We took advantage of Graphical Model where each node represents a certain area, and each
node is connected to its neighboring nodes through an edge with some edge weights. We

considered the Manhattan grid-based environment for this project.

At first, we designed a mobility model for IoVs system which shows on how the vehicles are
changing randomly from one area/node to the other area/node in a certain time instant featuring
the downtown area/node (hotspot region). This will be our generated data set for training
purpose. So, we have the model which resembles the real time random traffic variation from

one area to the other area.

Then the implementation of NFL comes into play. Through Generalized Total Variation (GTV)
Minimization method, we measure the clusterdness of weights, means the nodes close to each
other doesn't vary too much so they can be considered into one cluster. The GTV parameter
controls the clusterdness of the learnt hypothesis. Using small value of GTV parameter, we get
the personalized hypothesis (Personalized Model) for each node. Then by increasing the value
of GTV parameter results in Clustered Federated Learning which pools the dataset into well
connected clusters of nodes. When the value of GTV parameter is sufficiently large enough, we
get the Global Model/Fed Averaging, means we have only one hypothesis for the whole
Network. So, here we learnt the weights for each node and by minimizing the loss through GTV
method which acts as a regulariser. At the end what we get is the learnt weights at each node
through GTV variation, means by setting the GTV parameter to introduce the clusterdness for

NFL.

So, this was the training phase. Now to test the learnt data, we have created another mobility
model that will be our dataset for testing (test data). Then we tested the predictions of NFL by
calculating the Mean Absolute Error of trained weights with respect to the test data, (see Figure

19).
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Then we performed Centralized Federated Learning to compare the results of NFL with respect
to FL, see Figure 18(a, b, ¢, d). Here in Centralized FL training was performed at each node
separately, then after training these nodes send the data to server side where server aggregate
this data and send the aggregated data back to the nodes and this iteration continues. So, at the

end what I get is the Global Model for the whole network.

Then we have tested the predictions of FL by calculating the Mean Absolute Error (MAE) of
trained weights with respect to the test data, (see Figure 19).

After comparing the MAE of NFL and FL, we observe that MAE due to NFL at each node is
too low with respect to the MAE calculated due to FL. So, this means by introducing
clusterdness we obtain better efficiency, plus we have better storage capacity at server side,

plus we make our model more secure.

Learnt weights at node 0 due to Network Federated Learning
[0.27048366 0.27050062 0.27610454 0.24381943 0.24383639 0
0.21276317 0.21096827 0.21056428 0.20944062]

Learnt weights at node 1 due to Network Federated Learning
[0.28370461 0.28337399 0.29571694 0.26612066 0.26579003 O.
0.25443914 0.25085895 0.25009355 0.24824194]

Learnt weights at node 2 due to Network Federated Learning
[0.29157731 0.29059603 0.27287389 0.25927774 0.25829646 0.
0.25595947 0.25073044 0.24955816 0.24701261]

Learnt weights at node 3 due to Network Federated Learning
[0.29812762 0.29723371 0.28884067 0.26559819 0.26470428 0.
0.26400802 0.25972053 0.25882373 0.25685168]

Learnt weights at node 4 due to Network Federated Learning
[0.26836071 0.26699405 0.25893416 0.24704005 0.24567339 0.
0.2454582 0.23851172 0.23689166 0.23345818]

Learnt weights at node 5 due to Network Federated Learning
[0.27507381 0.27276971 0.26150974 0.25338871 0.25108462 0.
0.2516085 0.23876418 0.23539125 0.22845019]

Learnt weights at node 6 due to Network Federated Learning
[0.26912173 0.26858261 0.26704278 0.25550818 0.25496906 0.
0.24992698 0.24026676 0.23786341 0.23231829]

Learnt weights at node 7 due to Network Federated Learning
[0.27366696 0.2741497 0.27542504 0.26268814 0.26317087 0.
0.23504079 0.23216423 0.23126361 0.22873635]

Figure 16a. Learnt Weights due to NFL
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Learnt weights at node 8 due to Network Federated Learning are:
[0.23636282 0.23938585 0.23844275 0.23258941 0.23561244 0.2395018
0.23109061 0.22763761 0.22525459 0.21821719]

Learnt weights at node 9 due to Network Federated Learning are:
[0.26495039 0.26500013 0.26170648 0.2496837 0.24973345 0.2601151
0.25009704 0.234123 0.22984494 0.21991663]

Learnt weights at node 10 due to Network Federated Learning are:
[0.26014903 0.25649 0.25119513 0.23434445 0.23068542 0.24659916
0.23404 0.21445813 0.2089567 0.19792606]

Learnt weights at node 11 due to Network Federated Learning are:
[0.26896853 0.26641925 0.2631558 0.24461976 0.24207048 0.27166293
0.27138635 0.26619612 0.26219812 0.25502186]

Learnt weights at node 12 due to Network Federated Learning are:
[0.30436451 0.30257226 0.30022728 0.27352032 0.27172806 0.3061167
0.31874044 0.32769147 0.32382449 0.31820449]

Learnt weights at node 13 due to Network Federated Learning are:
[0.26629377 0.26583189 0.26205207 0.24848898 0.2480271 0.26139352
0.25295305 0.24107724 0.23037667 0.2198357 ]

Learnt weights at node 14 due to Network Federated Learning are:
[0.23245258 0.23954233 0.2372022 0.22836533 0.23545508 0.24336825
0.2358352 0.23247818 0.22743863 0.21297727]

Learnt weights at node 15 due to Network Federated Learning are:
[0.20651814 0.21073406 0.20950932 0.20369891 0.20791483 0.21241375
0.205405 0.20263041 0.19969607 0.19095607]

Figure 16b. Learnt Weights due to NFL

Figure 16a and 16b shows the learnt weight we obtained at each node for each time instant (in
our case we take 10-time instants) through GTV method for NFL. Here we see that the learnt
weights do not vary so much among the adjacent nodes, hence we introduce the concept of
clusterdness. We have personalized model at each node, and we do not have one single global

model for the whole network as in the case of FL we will see further.

To compare these results, we performed centralized FL at each node and we find the global

model at for the whole network.
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Learnt weights at node 0 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 1 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 2 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 3 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 4 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 5 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 6 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 7 due to Federated Learning are:

[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762
0.77701555 0.75740581 0.74735218 0.72732119]

Figure 17a. Learnt Weights due to FL
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Learnt weights at node 8 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 9 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 10 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 11 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 12 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 13 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 14 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Learnt weights at node 15 due to Federated Learning are:
[0.83480369 0.83495711 0.82516999 0.7761842 0.77633762 0.80626853
0.77701555 0.75740581 0.74735218 0.72732119]

Figure 17b. Learnt Weights due to FL

Figure 17a and 17b shows the learnt weight we obtained at each node for each time instant for
FL case. Here we see that the learnt weights have single global model for each node at each

time instant. Means we have one single global model for the whole network.
Now if we compare the learnt weights of NFL and the learnt weights of FL. We will see that

the regression line of NFL converges more towards the original data set see Figure 18 (a, b, c,

d). This means NFL is predicting the data at each node more efficiently with respect to FL.
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Figure 18a. Learnt weight of NFL vs FL
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Figure 18b. Learnt weight of NFL vs FL
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Figure 18d. Learnt weight of NFL vs FL
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Figure 18 (a, b, ¢, d). shows the comparison of learnt weight of NFL and FL at each node, and
here we see that the behavior of regression line of NFL and FL. On x-axis we have feature
matrix (time instants) and on y-axis we have label matrix (quantity of vehicles shift from one
node to the other). The scattered plot shows the number of vehicles changing in each time
instant. Now here we see that the regression line of NFL converges more towards the original
data and for each node and we have personalized model. But if we see the behavior of FL, we

see that here we have only one global model and validation error in case of FL is quite large.

Furthermore, to see the comparison of NFL and FL we find the MAE due to NFL and FL. To
do it we test the learnt data. We have created another mobility model that will be our dataset
for testing (test data). Then we tested the predictions of NFL and FL by calculating the Mean

Absolute Error of trained weights with respect to the test data.

Figure 19. below shows the result of MAE of NFL and FL.

Mean Absolute Error at each Node

4 & error_NFL
- error_FL

ZMWW
o e T T e e

0 2 4 6 10 12 14

Mean Absolute Error

8
Nodes_ID

Figure 19. MAE of NFL and FL

If we see Figure 19. The red plot indicates the MAE due to NFL and the blue plot shows the
MAE due to FL. On x-axis we have nodes_id i.e., in our case (Node 0 to Node 15) on y-axis
we have MAE for each node and here we clearly see that MAE of NFL is quite less than MAE
of FL. Which means the performance of MAE of NFL is quite better than the MAE of FL.

To further check the performance, we also have changed some parameters like Gradient descent

(GD) steps, number of time instants and the number of nodes to see results of our NFL algorithm.
To check the MAE with respect to different GD steps, we have calculated the average of MAE

for all nodes at each GD step size. So now in this case we have one value of MAE at each GD

step. In our case we have considered four GD step sizes.
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Figure 20. GD steps vs MAE

Here in Figure 20. We see the results of MAE with respect to different GD steps size for NFL
and FL. On x-axis we have GD step size and on y-axis we have the MAE. We considered four
different GD step size i.e., (20, 40, 60, 80). So, at first, we will see the behavior of MAE when
GD iteration is small i.e., 20 and then we keep on increasing the value of GD iterations to see
the behavior of our NFL algorithm. Here we see that if we are increasing the step size, we are
reducing the MAE for NFL until a point where we have overfitting. If we compare the MAE of
NFL with the MAE of FL, we see that we have lower values of error in NFL even by changing
the gradient steps. Furthermore, if we see the MAE of FL, there is almost no change in
performance. The reason is we are considering limited amount of data for training and even

with this limited data we are having better performance with NFL.
Now we see the behavior of our algorithm if we change the feature matrix i.e., time instants. In

our case now instead of 10 time instants we will have 20 time instances and we will see how

the regression line of NFL and FL converges to original data by changing the feature matrix.
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Figure 21a. Behavior of learnt weights with different time instance.
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Figure 21b. Behavior of learnt weights with different time instance.
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Now if we see the above Figure 21(a, b), in the regression line with 20-time instances we see
that the regression line of NFL converges more towards the original data with respect to the FL.
So, this proves that our algorithm works better even if we have a feature matrix which is quite

large.

Now we will see the behavior of NFL algorithm with a greater number of label vectors i.e., if

we increase the number of nodes and hence so the quantity of vehicle shifts from one node to
the other increases. In this case we have 25 nodes instead of 16 and we will compare the learnt
weights obtained from NFL algorithm with respect to the FL algorithms to see which one is

performing better.
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Figure 22a. Behavior of learnt weights with increasing No of nodes.
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Figure 22b. Behavior of learnt weights with increasing No of nodes.

Figure 22 (a, b) shows the behavior of regression line for NFL and FL of the learnt weights at
each node from Node 0 to Node 24. So, we see that regression line of NFL is converging more

towards the original data set with respect to the regression line of FL.

This concludes that even with changing different parameters our algorithm for NFL has quite
better performance with respect to traditional centralized FL. We get the better value of MAE,
the regression line with respect to NFL is performing better as compared to that of FL and more
importantly we introduce the concept of clusterdness in which we do not have a global model
for the whole network instead the nodes which are close to one another and having similar
characteristics can be considered into a single cluster. We can also have a personalized model

for each node.
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Conclusion

We discuss the use of GTV (Generalized Total Variation) Minimization methods for distributed
learning of personalized models in networked collections of local datasets. We considered the
mobility model of vehicles to model the movement of vehicles within an area to better analyse
the change of traffic within the city at different time instances. We then considered a Manhattan
Grid based Model for our project to evaluate the performance of our proposed algorithm. Using
a grid-based structure of (4*4) matrix for our mobility model, where we have 16 nodes/areas

within a city with different data of vehicles movement at different time instants.

The process of training involves using the GTV of local model parameters as a regularization
term, which assumes that the statistical properties or similarities between local datasets are
reflected by a known network structure. The resulting scalable NFL (Network federated
learning) methods are achieved by solving GTV minimization using distributed optimization
methods that are obtained from jointly solving GTV minimization with a network flow
optimization problem. The message-passing algorithm that results from this approach leverages
the known network structure of data to adaptively pool local datasets into clusters, allowing for

the learning of personalized models for local datasets.

We then compare our results obtained by NFL with traditional centralized Federated Learning
(FL). We have seen that NFL outperforms FL in every aspect. We have seen that our proposed
algorithm obtains better results compare to FL in terms of MAE and learnt weights at each node.
We have also seen that even by changing different parameters like data size, no of data points

and GD step size we always obtain better results as compared to traditional FL.

Furthermore, we obtained personalized model for each node and we have also introduced the
concept of clustering which means the nodes close to each other doesn't vary too much so they
can be considered into one cluster. Using our algorithm for GTV we can control the clusterdness
of the learnt hypothesis. While in the case of traditional FL we only obtain one single model
for the whole network which might not be useful sometimes when our data varies drastically

and hence using a global model result in much greater error.
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